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Get started

Welcome to Contrast!

Contrast supports real-time application security through all phases of your software development life

cycle (SDLC).

Take a walk through (page 13) an example of how you can use Contrast in your environment.

If you want to...

Analyze your applications for security vulnerabilities
during the development and test (QA) phases of your
SDLC:

« In the development phase: Get instant and accurate
vulnerability feedback for applications and the libraries
that they use.

By exercising your application, you can simulate the
routes in your application and, with the data from

 In the test phase: Get assurance that applications
are evaluated for security vulnerabilities as you apply

« In production: Get full visibility into attacks and
defend applications from malicious exploitation in the
production phase of your SDLC.

Analyze libraries that your applications use.

Find vulnerabilities in your code earlier in the SDLC and
get easy-to-understand guidance on how to fix them.

View an architecture diagram that provides an interactive
view of where data and resources are shared within your
organization and beyond it.

Integrate Contrast into your CI/CD pipeline.

Contrast, ensure that you are checking in secure code.

manual or automated test cases or in a Cl/CD pipeline.

Contrast offers...

Agents (page 28) Supports a variety of programming languages,
frameworks, and container technologies that instrument your
applications with sensors.

Contrast Assess: (page 20) Uses tuneable detection rules to
accurately find vulnerabilities. It provides details on how the issue
was discovered, how to reproduce it, and how to fix it.

« Scan: (page 23) ldentifies vulnerabilities in uploaded binary
packages by performing a fast and efficient static scan.

Protect: (page 22) Automatically identifies attacks and either
monitors them or prevents them from being exploited in
production. Protect discovers and blocks attacks from within the
running application but can also integrate with Web Application
Firewalls (WAF).

Contrast SCA: (page 21) Offers visibility into security risks and

legal issues introduced by open-source libraries used during
applications at run time. It identifies vulnerabilities in open-source
libraries. It also identifies if a current library is out-of-date and should
be updated.

View vulnerability (page 488) data that includes suggestions on
how to fix (page 496) vulnerabilities that Assess, Scan, and SCA
discover.

Flow maps (page 428) provide a detailed diagram of your
application, the layers of technologies within it, and the back-end
systems to which it connects.

A wide variety of integrations (page 515) that let you to integrate
Contrast actions and data into developer IDEs, build system,
communication tools, and more.

Customization

Contrast provides a variety of options for customizing data access, data views, and data collection from
applications that you've added to Contrast. Customization helps you to enhance your views of the data

that Contrast provides.

Get started
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Option

Role-based access control

Custom filters

Description

Access groups (page 594) let you assign permissions and capabilities for specific users. You can
assign different types of access, based on role, for each application associated with a group.

It is useful to plan a group strategy before you add applications to Contrast.

If you do not specify the group in the Contrast configuration file when you first add the the
application to Contrast, you can only add it to a group from the Contrast web interface. If you
want to add applications using a Contrast configuration file, you will need to delete the application
and add it again to associate it with your access group.

Start by creating or adding a user or application (or both) to an existing group in the Contrast web
interface.

Then, using a Contrast configuration file for each application, you can associate an application
with an access group when you add the application to Contrast.

# application:

# Add the name of the application group with which this

# application should be associated in the Contrast Ul.

# group: NEEDS_TO BE_SET
Contrast provides tag options that let you create customized filters. The benefit of creating
custom filters is you can view data according to your specific needs, in addition to using the
default filters.

You can create custom filters through the use of application metadata. (page 599)

You can also apply tags to specific application (page 419) data or vulnerability (page 492) data
in Contrast. After you tag an application or a vulnerability, you can use that tag as a filter on the
Applications page or the Vulnerabilities page in the Contrast application.

Example: Application metadata

This example shows how to create free form, custom fields in the Contrast web interface to
request application metadata:

» Custom field: managersinfo
Value: ""John Doe"

» Custom field: businessUnit
Value: ""NodeGoat Group"

» Custom field: officeLocation
Value:"New York City"

Example: Application tags

» Appname: The name of a specific application.

* Groupname: The name of an access group.

« Environment: The environment in which you are testing the application (development, QA, or
production).

« Server Name: The name of the server hosting the application.

Example: Vulnerability tags

» Build: A specific build number
» Version: A specific release version

Get started
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Option

Custom data from
applications

Custom naming

Description

Session metadata (page 422) lets you identify the source of vulnerabilities in your application.

When you add the necessary property to your agent configuration file, the agent reports this
information along with the rest of the standard vulnerability data to the Contrast web interface for
filtering.

If you change the values of metadata in the Contrast configuration file for the agent, you can filter
the vulnerability data based on the different values. For example, if you change the values for
Branch name or Version, you can filter data based on the different versions or branches.

Example:

In this example for a Java application, you add an entry in the

line where you add your javaagent flag. In this example, you set the

property contrast.application.session_metadata to a set of key-value pairs that identify
a branch, a committer, and a repository.

-Dcontrast.application.session_metadata="branchName=build22,committer=Ja
ne,repository=Contrast-Java”

You have the option of providing customized names for applications (page 418) and

servers (page 457) that host the applications.

By default, a Contrast agent creates a name based on data it discovers in your code.

To specify a custom name, you can use an agent configuration file when you add the
application (page 29) to Contrast or set the name in the Contrast web interface after you add an
application.

Next steps

» Get an overview of how Contrast works (page 11)

» Try Contrast for free - Community Edition (CE) (page 26)
* Install and configure a Contrast agent (page 29)

* Install Contrast (on-premises) (page 606)

» Get started with a particular integration (page 515)

How Contrast works

Contrast Security provides accurate, continuous, real-time application security testing and attack
blocking for your application portfolio. Contrast works within each application to secure it across the
entire software development life cycle (SDLC).

Contrast transforms functional tests into security tests, so that you get security feedback every time
you exercise your applications through your quality assurance function. Contrast delivers results
continuously and in real time, so you are integrating security into your entire development pipeline
from source code to running applications, and all points in between.

Get started
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How Contrast integrates with your development environment

3 ] Configure
: -'..Sétupfor = Contrast agent Exercise apps;
( Assess, SCA, ] Contrast discovers and
v Start apps to observes data flow
instrument them |
Upload file to use Scan . Use Assess and SCA
Development to find vulnerabilities to find vulnerabilities

Test

(

. Use Assess and
SCAto find
vulnerabilities

Production

Use Protect to
identify and
block attacks

Analysis techniques and data sources
Contrast combines numerous data sources and a variety of analysis techniques including:

* Runtime control flow and dataflow (IAST)

+ Application code or APIs (SAST)
* HTTP requests and responses

+ All libraries and frameworks in the application and how they are used (SCA)

» Configuration information
» Back-end connections
+ Static scans of local files (SAST)

Contrast agents

Contrast Assess and Contrast Protect use agents (page 28) to analyze data flow and identify
vulnerabilities in fully-assembled and running applications. Contrast Assess and Contrast Protect
use the same agent to analyze data flow and identify vulnerabilities in fully-assembled and running
applications. You do not need one agent for Assess and another for Protect.

Adding and configuring an agent (page 29) inserts Contrast code in the application’s existing methods
across custom code and libraries. Sensors in the agents observe the locations where data enters and
leaves the application (routes). This action creates real-time visibility into any data that flows through
the application and allows Contrast to detect security flaws or vulnerabilities in this code path and report
them to Contrast. The agents also allow Contrast to identify and block attacks.

Agent configuration

Configuring an agent consists of editing a YAML configuration file, using environment variables on a
command line, or other methods native to the language and tools you are using.

When you configure an agent for an application, you specify information for the following settings:

Get started
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» Agent communication with Contrast
» Agent-specific settings
+ Settings for Assess and Protect rules
» Application-specific settings
* These settings include session and custom metadata that are available to you as additional
information for each vulnerability reported or as a way to filter them.
» The server hosting the application and the agent:
» Developer's local application server running in the integrated development environment (IDE)
» Continuous integration application server that's used during the automated testing process
* Application test server
» Application staging server
» Embedded server in an appliance
* Application server running in a virtual machine
* Remote application server running in the cloud
* Production application server

Static scans

Contrast Scan (page 430) is a static application security testing (SAST) tool that makes it easy for you
to find and remediate vulnerabilities during the development phase of software development lifecycle
(SDLC).

To scan applications, you upload a source code or bytecode file (page 433). Contrast technology
identifies vulnerabilities based on a set of rules that Contrast defines for you.

Integrations

Contrast works with several different integrations (page 515) to provide accurate security feedback
with tools you are already using. This approach accelerates the software development process by
encouraging security and development to work together effectively.

Contrast walk through

Let's take a closer look at how you can use Contrast to ensure your code is secure from critical
vulnerabilities and protect your applications from attacks.

Contrast web interface

Your application stack (-

Contrast [ —

agent

Vulnerabilities, library information,
and attacks

Libraries

{ Frameworks & ==
| & Runtime &
1 2 3 4
Add Contrast agent Contrast instruments Contrast finds vulnerabilities Contrast displays vulnerability
running application and blocks attacks details, guidance and more...

In this example, you are using the Contrast Java agent to configure applications for security testing and
blocking attacks, as the application is exercised.

Get started 13
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Customize the Contrast environment

Once you have access to the Contrast web interface, you think about customizing your environment so
that you can find important test results easily and control access to Contrast data.

Access groups

You have three teams involved with your financial applications. You create these access groups and
specify them in the Contrast configuration files:

» Team1-Dev is for developers and has these settings:

21t Add Group

Group Name

Team1-Dev

Application Access

Applications onboarded to group Edit -

Developers can remediate findings, add tags, manage vulnerabilities, edit attributes, merge
applications, add or delete applications, and create servers.
+ Team2-Test is for your test team and has these settings:

11t Add Group

Team2-Test

v anbaarded ta group View -

&

Test staff can see scores, libraries, vulnerabilities and comments, but can't perform edits to traces to
the application.

» Team3-AppSec is for your AppSec team and has these settings:

Get started 14
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11+ Add Group

Team3-AppSec

The AppSec team can edit rules and policies in the application, enable Protect, and manage
notifications and scoring for the application.

Application and server naming

Since all teams are working on the same application, you use the same name in each Contrast
configuration file. You plan to use one configuration file for the development environment and one for
the test environment.

Although you are using two configuration files, since you use the same name for the application in both
files, Contrast displays data as if you only have a single instance of the application.

You decide to let Contrast determine the server name.

Session metadata

You want to be able to view vulnerabilities and route information for a specific branch, committer,
and repository. You define session metadata values in your Contrast configuration file to collect this
information:

-Dcontrast.application.session_metadata="branchName=release24,committer=Jane
,repository=finapp-Java”

Step 1: Configure applications for security testing

During development, you want to make sure developers are checking in code that's secure. During
testing, you want to verify that your applications have no vulnerabilities that will allow attacks when in
production.

You decide to add Contrast to your applications so that you can do the necessary security testing
before releasing your products to the public. Since your applications use Java, you are going to use the
Contrast Java agent.

1. You download the agent (page 38) from the Maven Central repository because you use Maven for
your build processes. You also download a YAML configuration file (page 32) from the Contrast
web interface.

2. For your development environment, you edit the YAML configuration file to include settings similar
to these:

api:
# AEAAAXAAAAXAAAXAAAAAAAXAAAX REQUIRED FTEAAAXAAAAXAAAXAAAAAAAXAAX

# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast/

Get started 15
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#
#

REQUIRED
Set the APl key needed to communicate with the Contrast Ul.

api _key: A2ZXXXXXXXXXXXXXXXXXXXXXXXXXXXGON

#
#
#

Set the service key needed to communicate with the Contrast
Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

#
#
#

Set the user name used to communicate with the Contrast
Ul. It is used to calculate the Authorization header.

USEer _name: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@ydevor g

# java:

HoHHHHHHHHHHHHF

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "“application.name”™ settingava:

st andal one_app_nane: fi nappl

#

# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#

# server:
# Override the reported server environment.

envi

ronnent: devel opnent

3. For your test environment, you edit a Contrast YAML configuration file with settings similar to these:

api:
#
#

Set the URL for the Contrast Ul.

url:https://nycontrast. nyconpany. com 8080/ Cont r ast/

#
#

Set the APl key needed to communicate with the Contrast Ul.

api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXGON

Get started
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# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# R R e S S e S S S e S e S e S e e o e REQUIRED R R e S S e S S S e S e S e S e e o e

# Set the user name used to communicate with the Contrast

# Ul. 1t is used to calculate the Authorization header.

user _name: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rydevor g

# jJava:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "application.name™ settingava:
st andal one_app_nane: fi nappl

B HHEHHHHHHHHHH

#

# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#

# server:

# Override the reported server environment.
envi ronnment : QA

4. Next, you start your application and run functional tests to exercise all the routes and data
endpoints that the application and business logic expose.

5. Using the Contrast web interface, you first check the Application page to make sure that Contrast
recognizes your application. Then, you check for vulnerabilities and how to fix guidelines to
determine what actions to take to secure your code.
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6. After initial tests, you decide to use the Maven plugin (page 555) to integrate Contrast in to your
CI/CD process. You configure the integration so that builds fail if Contrast discovers vulnerabilities
with a Critical or High status.

Step 2: Configure applications to block attacks

Although you've been using Contrast during your development and test phases, you also want make
sure that your users are not subject to malicious activity when they use your product. You decide to add
Contrast to the applications that are in production to protect your application, users, and data.

First, you make sure that you have a Protect license and that Protect is enabled for your organization.

Similar to how you installed and configured an agent for your application in development and test, you
need to configure a new configuration file for the production environment that enables Contrast Protect.
After you create the new configuration file, you run the application and verify that the Contrast web
interface displays your application for a production environment.

api:
# AEAIAAXAAAAXAAAXAAAAXAAAXAAKXX REQUIRED AEAIAAXAAAAXAAAXAAAAXAAAXAAKXX
# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont rast/
# Set the APl key needed to communicate with the Contrast Ul.
api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXGON
# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 8BXXXXXXXXXXXX5Z

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
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user _nane: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rypr odor g

# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name”™ settingava:
st andal one_app_nane: fi nappl

H o HEHHHHHHFHHHH

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: true

#

# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#

# server:
# Override the reported server environment.
envi ronment : producti on

Once the application is in production, you monitor the Attacks page in the Contrast web interface to see
if attacks occur.
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Step 3: Fix code and retest applications

After you analyze the results of testing with Contrast and identified attacks, you update the code and
ensure that Contrast displays the latest version of your application. You verify that the new version is
free of the vulnerabilities you blocked in production and re-deploy the application.

Assess

Contrast Assess is an application security testing tool that combines Static (SAST), Dynamic (DAST),
and Interactive Application Security Testing (IAST) approaches to provide highly accurate and
continuous information on security vulnerabilities in your applications.

Developer machine QA test server

- ) S

Appllcatmn stack

Application stack - with Contrast agent
with Contrast agent - ’

Discovered Dlscwered

vulnerabiltii vulnerabilitie

Contrast application -
identified

Contrast Assess uses an agent that instruments applications with sensors. The sensors look at data
flow in real time and analyze the application from within to help figure out vulnerabilities in:

* Libraries, frameworks, and custom code
» Configuration information

* Runtime control and data flow

* HTTP requests and responses

+ Back-end connections

Assess is appropriate for environments such as a test, QA, or staging servers. It is also applicable to
developer workstations. When coupled with Contrast integrations, such as Visual Studio, developers
can find and fix vulnerabilities without leaving their integrated development environment (IDE).

Features

Once you install and configure an agent (page 29) and enable Assess (page 587), Contrast offers you
these features:
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» Alist of vulnerabilities (page 488) in the application, along with remediation guidance.

» Application scores (page 669) to gauge the security of an application at a glance.

* Route coverage (page 423) that detects possible routes by associating vulnerabilities with the
originating web request.

» Flow maps (page 428) that provide insight into the architecture of the running application.

+ Compliance and policy reporting (page 508).

Customization
To customize Assess for your needs, you have the option of configuring these types of policies:

» Assess rules (page 563) that you can enable or disable to fine tune the detection capabilities of
Assess.

» Security controls (page 564) are methods in your code that make sure data is safe to use.

SCA

Contrast SCA identifies open-source components through run-time analysis, file system scanning, and
dependency analysis. Leveraging these techniques, SCA reports an exact inventory to Contrast.

By default, Contrast Assess includes powerful SCA capabilities. With an SCA license, you have access
to advanced SCA capabilities.

Developer machine QA test server
S Y ¢ Librarydata (-f\) s s 9,
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e ™ e
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with Contrast agent . libraries //, with Contrast agent

R

Contrast CLI

Contrast application -
vulnerable libraries

Contrast web interface
=dependency tree

Features

To simplify the process and merge open-source analysis with custom code analysis, SCA is integrated
as part of the Contrast platform. Here's what you can do with SCA (some of these features are free and
other require an SCA license):

» Open-source license management: Contrast SCA provides license data (page 467) tied to open-
source components. This data helps you understand intellectual property compliance and mitigate
operational risk.

This feature requires an SCA license.

* Open-source policy: With SCA, you can set policies to denylist open-source licenses. If a denylisted
license type is deployed in your applications, it triggers an alert. To keep your library usage safe,
set compliance policies (page 583) for your organization. To restrict use of specific open-source
libraries and licenses, as well as set version requirements, you can set library policies (page 584).
This feature requires an SCA license.

+ ldentification of CVE vulnerabilities Contrast SCA identifies the CVE vulnerabilities for each library
that your applications are using. This data includes a description of each CVE vulnerability for a
selected library as well as the number of applications using that library.

This feature is available without an SCA license.

» CLI and dependency tree: The Contrast command line interface (CLI) allows testing source code
at the earliest stages of development. The data collected by the Contrast CLI (page 482) is used to
display a dependency tree (page 467) that brings awareness to underlying library dependencies.
This feature is available without an SCA license.
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Contrast data
Once a library is reported to Contrast, you can access:

+ Library usage analysis to identify whether vulnerable components are actually used by the application
+ Library version identification and guidance on the latest version

» Comprehensive vulnerabilities coverage

 Portfolio wide, real-time reporting of open-source components

Protect

Protect is a defensive control for production environments that monitors attacks and actively defends
applications based on specific vulnerabilities, for example, command injection.

It offers Runtime Application Self-Protection (RASP) that complies with NIST 800-53, PCI-DSS,
PCI-SSS, and other industry standards. Protect operates directly inside runtimes such as

Java (page 36), .NET (page 109), .NET Core (page 160), Node.js (page 205), Ruby (page 323),
Python (page 267), and Go (page 387) to leverage in-app intelligence without any manual tuning.

Contrast Protect blocks both automated and advanced threats attacking web applications and API, and
provides valuable and timely application layer threat intelligence across the entire application portfolio.

Production server Developer machine

Redeploy application

<[> |

Discovered

Application stack attacks

with Contrast agent
8 Attack remediation

data

Contrast application - attacks

How Protect works

Contrast Protect works inside application software to understand complete data flow rather than
network traffic. Instead of only analyzing incoming data, Protect sees the same data and watches
its impact on underlying actions, such as complete SQL queries, command arguments, and more.

This analysis improves detection accuracy, separating the noise of many attacks that might be false
positives to focus on attacks that met their intended target. This insight can be shared with external
systems, such as a SIEM, to focus on key attack events.

Protect limits its impact on application performance by operating with the same shared memory as

the application to avoid additional overhead. Contextual defense improves performance by avoiding
unnecessary actions. For example, NoSQL applications do not need checks against SQL injection if the
SQL APIs are never invoked.

Customization
When Protect is enabled, you can customize these policies and rules:

» Protect Rules: (page 569) Set applications to monitor for attacks.
* CVE shields: (page 573) Specify how to CVE shields to block vulnerabilities.
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+ Virtual Patches: (page 577) Define custom defenses against specific vulnerabilities.
* Log Enhancers: (page 578) Provide additional instrumentation instructions.
+ IP Management: (page 584) Manage a denylist and allowlist (trusted hosts).

Scan

Contrast Scan (page 430) is a static application security testing (SAST) tool that makes it easy for you
to find and remediate vulnerabilities. It is a valuable tool to use during the development phase of an
application. Licensed, hosted customers have access to this feature.

To scan an application, you upload binary packages to a Contrast secure environment. After you
upload the code, you start the scan. The scan observes the data flows in the source code and
identifies vulnerabilities that could allow malicious attacks. Some examples of these malicious attacks
include SQL injections, command injections, and server-side injections.

The scan results identify vulnerabilities in custom code. After fixing these issues, running the scan again
verifies that the code changes removed one or more vulnerabilities.

No open-source code or libraries are included in the scan.

Developer machine

-

' </>

Scan results

Upload app file

Features

+ Ability to create scan groups that enable you to track results of multiple scans
» Scan settings that let you change the name of a scans

+ Starting or stopping scans

» Views of identified vulnerability details

» Monitoring of scan progress and history

+ Assignment of status to vulnerability records

* Integration of scanning into your CI/CD pipeline

+ Information about risk and approaches for fixing each type of vulnerability

Supported languages

Scan supports the following languages:
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+ Java (for example: J2EE, JSP, and Spring MVC)
« JAR and WAR files

« JavaScript (jQuery)
* JS and ZIP files

Serverless Application Security

Contrast Serverless Application Security is a next-generation application security testing solution for
serverless-based applications.

Contrast Serverless Application Security uses cloud-native architecture to map all resources within
your environment, while automatically validating and prioritizing the results, eliminating false-positive
results and alert fatigue. It scans for vulnerabilities in your custom code (for example, injection attacks),
dependencies (for example, CVEs), and configuration risks (over-permissive function policies).

Features

+ Easy connection to AWS
With two clicks and approximately two minutes, you connect to your AWS account through the
Contrast web application.

» Discovery of your inventory
Once you connect to your AWS account, Contrast creates an inventory of your functions, resources,
policies, and services in your AWS environment.

» Analysis of vulnerabilities
Dynamic and static scans analyze your code, discovering weaknesses, data flows, attack surfaces,
and exposure to vulnerabilities.

» Continuous monitoring
As your code changes, Contrast continues to monitor your Lambda functions, identifying
vulnerabilities that require attention.

» Simulation of attacks
A dynamic scan generates and executes curated attacks on resources and data flows, without
making changes to your code.

+ Visual representation of function and service relationships
In addition to viewing relationships between functions and services in your account, you can view
details about each element including applicable risks.

* Reporting
Scan results list CVEs, permission violations, vulnerabilities, and other exposures in your code.

Benefits

+ Fast and easy deployment
You do not need a large staff of specialists or consultants or a lot of time to integrate with Contrast.

* Non-intrusive integration
You can add serverless security without significant changes to the development process. It's easy to
find and fix exploitable vulnerabilities early in the development phase, ensuring that your applications
are more secure when you deploy them to production.

How it works

Contrast connects to your AWS account with ReadOnly access. It uses this access to continuously
monitor the environment and collect relevant information.

Contrast deploys one Lambda function (Cloud Agent) within the monitored environment, to perform
activities such as code analysis and sending back to Contrast meta-data about the scanned resources
(Lambda functions).
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All the information is used by our contextual engine to build a tailored attack profile for every resource
and change to this environment. The attack simulations will be executed, inside the customer’s account,
by the Cloud Agent.

All finding results will go through an internal validation mechanism to qualify them, providing zero
false-positive and real prioritized results.

Supported programming languages
This release supports Java, Node.js, and Python functions.

Security and privacy

+ Contrast does not collect code or code-snippets from your monitored account. Contrast only sends

back meta-data information such as:

* ldentified vulnerabilities

» Function names and metadata (for example, policy handlers)
* Used libraries

AWS API calls (for example, boto3 and asw-sdk)

» Service configurations (for example, bucket notifications, API gateway paths, and methods)

» Contrast makes no changes to your code. However, during the scan time (for example, when a
function is deployed or modified), Contrast temporarily instruments a layer into the scanned function
and makes some configuration changes (for example, timeouts or handlers).

Once the scan completes, Contrast restores the layer and the configurations to their original states.
This process is completely transparent and occurs automatically.
During a scan, you can continue to run your own tests (function calls).

+ During dynamic scans, Contrast executes with scanned function using malicious data. This process
has no effect on your code. It does, however, execute code that could potentially trigger any action
that the function makes.

This function is disabled by default. Use the Settings tab to enable it at any time.
+ All data that Contrast receives from the monitored AWS account is encrypted in transit and at rest.

Contrast uses Amazon EventBridge with a shared secret to send and receive all data. There are no
web or REST APIs that Contrast uses to communicate with your AWS account.

Requested permissions
When you use Contrast to connect to your AWS account, you consent to these access permissions:

» ReadOnlyAccess from the Contrast AWS account to your monitored AWS account.
This policy is used during beta activities only.
+ Lambda Read/Write access from the Contrast AWS account to the Lambda functions deployed in
your AWS account.
+ The Lambda function that Contrast installs in your monitored AWS account requires these access
policies:
* Read CloudWatch Logs
* Read Layer versions
* Invoke function
» Change function configuration
» Write EventBus messages
* Read KMS keys
» Read/Write objects to specific S3 buckets (Contrast creates these buckets)

Contrast performance and resource consumption
Minimize the impact of Contrast on production servers by using the proper configuration:
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+ Development environments: Contrast Assess should be on and Protect can be off. This provides
the strongest insight into an application’s security posture. This detailed insight favors deep insight
over performance to focus on helping developers locate security flaws.

» Test environments: Contrast Assess or Protect should be enabled based on what the team needs.
Teams should strike a balance to achieve the overall goals of the team:

« If little testing is done in development, teams should leverage Assess to find vulnerabilities as the
application is used.

* When evaluating performance, Contrast Assess should be turned off and only Protect should be
enabled. This provides a corrective control that favors performance but still retrieves code-level
information when corrective action is needed.

* Production environments: Only Contrast Protect should be on. This provides contextual defense
while favoring performance.

Community Edition (CE)
Community Edition offers near full access to Contrast products (Assess, SCA, and Protect), with

developers receiving interactive application security testing (IAST), software composition analysis
(SCA), and runtime application self-protection (RASP) solutions—all for free.

Sign up for a Community Edition account and install an agent to get started. Learn more on the
Community Edition blog.

NOTE

Community Edition lets you add one Java or .NET Core application to Contrast.

Community Edition features
Community Edition offers:

» Contrast Assess, which allows developers to focus only on fixing vulnerabilities derived from custom
code that actually matter.

» Contrast SCA, which delivers unparalleled visibility into and management of security risks from
vulnerabilities introduced through open-source and third-party libraries
Contrast SCA is an open-source security or software composition analysis (SCA) solution.

» Contrast Protect, which monitors and automatically blocks attacks on applications using
instrumentation from within the application— even if the vulnerability still exists in self-written code or
open-source libraries.

Community Edition portal

Here's an example of the CE portal that you interact with when using Contrast:
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Next steps

+ Install the .NET Core agent (page 162)
* Install the Java agent (page 37)
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Agents

Contrast agents are responsible for gathering security relevant data from an application, analyzing that
data, and reporting findings to Contrast when necessary. In specific situations, a Contrast agent can
also take actions within an application to prevent exploitation or enable a security defense.

A Contrast agent gathers security relevant information using a variety of security instrumentation
techniques, including code scanning, library scanning, instrumenting an application (page 29),
configuration file scanning, and other techniques. Any security instrumentation technique that gathers
information is a sensor.

Sensors generate events that snapshot information directly from within an application. For example,

a sensor might capture an incoming HTTP parameter, or the details of a SQL query being made to
the database. Some sensors may also take action if necessary to help strengthen defenses or block
malicious activity, typically by throwing a security exception that causes a vulnerability to be bypassed.

Events generated by sensors are all reported to the tracking and analysis part of the agent. Over time,
the analysis engine receives events (page 495) from all over the code of the application and builds
them into traces. The analysis engine watches these traces for patterns of behavior that represent a
violation of the Contrast rules.

For example, the analysis engine might see a data flow like this:

* Anincoming HTTP parameter event
» Then another event shows that parameter being appended to a SQL query
» Finally another event shows that query being sent to a database

If the analysis engine sees that data flow without the proper defenses (escaping or parameterization),
it recognizes that trace to match the Contrast rule for SQL injection reports it to Contrast. The

vast majority of the analysis is done locally in the agent, which enables Contrast's scalability and
performance.

Use the agents that matches the language of the application you want to instrument:

* Go (page 387) instruments Go library web applications.

» Java (page 36) instruments Java web applications and web APIs running on your container.
* .NET Framework (page 109) instruments .NET web applications and APIs running on IIS.

» NET Core (page 160) instruments applications and APIs running in the .NET Core runtime.
* Node.js (page 205) instruments Node.js web applications and APlIs.

* Ruby (page 323) instruments Ruby on Rails web applications.

* PHP (page 236) instruments PHP web applications.

» Python (page 267) instruments Django, Flask and Pyramid web applications.

S NOTE
Contrast agents are supported for one year after release. Older agents may continue
to function and remain compatible, but they are no longer fully supported.

Contrast applies bug fixes and develops new features on the latest version of the
agent. Code changes are not backported to previous versions. While a workaround
may be provided for a bug, to resolve issues, you should update to the release in
which the issue was addressed.
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Install and configure an agent

To instrument an application with Contrast you need to install and configure the agent that corresponds
to the language your application uses. Most agents can be downloaded from a package manager or
repository.

Installation varies depending on the agent, on which Contrast product(s) you are using and on where
you want to install Contrast. For example, this could be:

* On an application server or web server
* In a build pipeline or container
* In a Develop, QA or Production environment

Installation
Depending on your situation, you may install the agent directly or with the help of
integrations (page 515) that work with Contrast.

Consider your goals for Contrast and consult specific installation instructions for the agent you want to
use:

* Go (page 389)

+ Java (page 37)

» .NET Framework (page 111)
* .NET Core (page 162)

* Node.js (page 208)

* PHP (page 237)

* Python (page 269)

* Ruby (page 325)

Configuration

When you install an agent, you must configure it so that it recognizes your application and can
communicate information back to Contrast. At a minimum, you need to supply four basic agent keys
(find them here) (page 31):

+ api.api_key: Your organization's API key

+ api.user_name: Contrast user account (in most cases your login ID)

» api.service_key: Contrast user account service key

 api.url: Address of the Contrast installation you would like your agent to report to. Defaults to: https://
app.contrastsecurity.com

TIP

@ You can download a YAML configuration file that is pre-populated with your
organization keys. Select Add new in the Contrast web interface and choose your
application language to find a download link.

You can further configure by using environment variables (page 35), a YAML configuration file,
command line or other methods native to the language and tools you are using. Configuration follows
this order of precedence (page 30).
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Consider your goals for Contrast and consult specific configuration instructions for the agent you want
to use:

Go (page 394)

Java (page 54)

.NET Framework (page 122)
.NET Core (page 175)
Node.js (page 215)

PHP (page 239)

Python (page 271)

Ruby (page 327)

Order of precedence
Active configuration values are determined using the following order of precedence:

1.

An expired license or exceeding a license quota disables all agent behavior regardless of
configuration.
Command line or system property value (if appropriate for the language you are using)
For example: -Dcontrast.enable
Environment variables
For example: CONTRAST___ ENABLE
An application-specific configuration file (NET Framework only)
For example: web.config (page 122)
Configuration values in a YAML file are pulled from the first file found in the following order:
a. A YAML file indicated by the user
For example:
» Java: the contrast.config.pathsystem property (page 55)
* Node.js: the -—configFilecommand line flag
Node.js: the ——conFfigFilecommand line flag
* Any agent: the CONTRAST_CONF1G_PATHenvironment variable (page 35)
b. A contrast_security.yaml file in the current working directory (all agents except Java)
For example: ./contrast_security.yaml
c. A contrast_security.yaml file in the application’s configuration directory (Ruby and Python only)
For example:
* Ruby on Rails: ./config/contrast_security.yaml
» Django: ./settings/contrast_security.yaml
d. A contrast_security.yaml file in an agent-specific configuration directory. For agents that use a
service, use this directory if you need to use separate YAML files for agent and service.
For example:
* /etc/contrast/agentname/contrast_security.yaml (where agentname is one of: dotnet, go, java,
node, python, ruby, or webserver)
* %ProgramData%\Contrast\agentname\contrast_security.yaml (where agentname is one of:
dotnet, go, java, node, python, ruby, or webserver)
e. A contrast_security.yaml file within the server's /etc/contrast directory. For agents that use a
service, use this directory if you need to share YAML files between agent and service.
For example:
« /etc/contrast/contrast_security.yaml
* %ProgramData%\Contrast\contrast_security.yaml
Values set in the Contrast web interface
For example: Server mode toggles for Assess and Protect, which map to assess.enable and
protect.enable
The default value set by Contrast Security

Agents
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Find the agent keys

o IMPORTANT

If you download the YAML configuration file from Contrast (select Add new in the top
right) the file is pre-populated with your agent keys.

If you create your own YAML file, you'll need to add the keys yourself.

Agent keys are common to all agents in an organization. They are values that represent and identify the

agents:

» Agent username
» Agent service key

The organization keys are values that represent the organization. They are sent by the agent (and API

users) to identify which organization is being accessed.

« APl key
+ Contrast URL
* Organization ID

All of these keys (except Organization ID) are required when installing agents.

TIP

The organization keys is also visible along with your personal keys (page 415) under

your profile.

To view the agent keys:

1. Select User name > Organization settings in the top right corner.
2. Select API to see the values for organization keys and agent keys.

Organization settings

Organization
Groups

Users

Security

API

Single Sign-On
Integrations
Servers
Applications
Notifications
Report Settings

Score Settings

documentation

Organization Keys

0f767995-4882-4c7c-889f-994d945f0d5

B6Y 14MfSBsmLCEkAGxhIIGK297ZuvGoN Rotate

https:/fapp.contrastsecurity.com/Contrast

Need your personal keys? Get them in Your Account

Agent Keys

agent_Of767995-4882-4c7c-889f-994d945ff0d5@0rz

889ZI120CZHQAEOSZ Rotate

Agents

31



 Contrast Contrast Documentation

The Contrast URL is https://app.contrastsecurity.com/Contrast, or the URL of your on-premises or
private cloud instance.

g NOTE

If you don't see the agent username or service key on this page, it may mean that
a license has not been applied to your organization. Contact Support for help with
this.

3. You can Rotate agent keys to generate new keys if your credentials have been compromised.

o IMPORTANT

Rotating agent service keys will take all agents offline. Your applications will still
function, but data will not be sent to Contrast. To begin using the new credentials,
reconfigure the agents and restart your applications. You can use a credential
management system to coordinate this change among your systems.

YAML configuration

You can use a YAML configuration file to set configuration properties for your agent. These values can
be overridden with environment variables or command line arguments.

While all Contrast agents share the same property formatting in YAML configuration files, each agent
must use its own specified file as there are unique properties that apply to each agent.

The configuration file must be called contrast_security.yaml and placed properly in the load
path (page 30).

When you download the agent configuration file from Contrast, it will contain all the basic properties
required for your instance of Contrast. If you create your own configuration file, you will need to add
these keys (page 31) yourself.

The minimum required contrast_security.yaml content for all agents should look like this:

api:
url: https://app.contrastsecurity.com
user_name: contrast_user
api_key: demo
service_key: demo

@ TIP

» Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

» Since YAML is a natural superset of JSON, you can also configure your agent using
JSON in your YAML file.

You can use these YAML templates to create a contrast _security.yaml for each agent:

* Go (page 395)
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+ Java (page 55)

* .NET Framework (page 124)
* .NET Core (page 176)

* Node.js (page 216)

* PHP (page 239)

» Python (page 271)

* Ruby (page 328)

A CAUTION
Take care when editing the YAML template as it relies on whitespace, and uses spaces
but not tabs. Configuration guidance is provided in the template as comments. (A
space followed by the pound sign "#" starts a comment.)

Use the Contrast agent configuration editor (Beta)

0 IMPORTANT

This feature is in beta. Beta status means the feature might change or act
unexpectedly. By using this feature, you agree to the Contrast Beta Terms and
Conditions (page 675).

The Contrast agent configuration editor is a web application that can be used to validate and generate
configuration for Contrast agents.

Before you begin

» Use this editor to help edit, validate, and generate configuration for Contrast agents.

* If you already have a YAML file, you can open it in the editor by selecting Choose File.

» The editor executes entirely in the browser and any sensitive information such as your API key won't
leave the local machine.

Steps

1. Open the Contrast agent configuration editor in your browser.
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C‘)NTRAST Agent Configuration Editor (Beta)

Choose File  Nofile chosen " Export =~ Agent  JavaAgent v
Filter Options

1 api:

2 url: https://app.contrastsecurity.com Show advanced settings

3 api_key: TODO

4 service_key: TODO

5 user_name: TODO api.url

6

Set the URL for the Contrast Ul

api.api_key
Set the AP key needed to communicate with the Contrast Ul

api.service_key

Set the service key needed to communicate with the Contrast UL
Itis used to calculate the Authorization header.

api.user_name
Set the user name used to communicate with the Contrast Ul. It
is used to calculate the Authorization header.

inventory.tags
Apply alist of labels to libraries. Labels must be formatted as a
comma-delimited list. Example - label1, label2, label3

Type Message Line number assess.tags

Apply alist of labels to vulnerabilities and preflight messages.
TODO Placeholder value TODO' should be replaced for setting: api.api_key 3 Labels must be formatted as a comma-delimited list. Example -

label1, label2, label3
TODO Placeholder value TODO' should be replaced for setting: api.service_key 4

application.name

TODO Placeholder value TODO' should be replaced for setting: api.user_name 5 Override the reported application name. Note - On Java systems
where multiple, distinct applications may be served by a single +
process, this configuration causes the agent to report all
discovered applications as one application with the given name.

application.group
Add the name of the application group with which this
application should be associated in the Contrast Ul

Version: 1.1.12 (Beta) - Copyright ® 2021 Contrast Security, Inc mmnlimabine made

2. Either import an existing YAML file by selecting Choose File, or enter or paste your YAML content
in the main window.
3. As you edit text, an error warning will appear if you enter invalid YAML. Select the agent language
in the drop-down for agent-specific YAML validation.
These types of validation are performed:
* YAML syntax validation verifies that the text can be parsed as YAML. Invalid YAML will result in
an error that prevents further validation.
+ Setting key validation verifies that the YAML nodes represent setting keys supported by the
selected agent. An unrecognized setting key will result in a warning.
» Setting value validation verifies that the YAML values match type expectations including
boolean, numeric, and enum (e.g., log level). Invalid values will result in a warning.
» Setting compatibility validation verifies that specific incompatible settings are
not both present. This is currently limited to application.session_id and
application.session_metadata settings. Incompatible settings will result in a warning.
+ Placeholder value validation notifies the user when a setting has the placeholder value TODO.
Placeholder value will result in a note.
Select the error, warning, or note in the list of issues to move the text editor’s cursor to the start of
text causing the issue.
4. Use the panel on the right to search for available settings with descriptions. Select the plus sign
(™) to add that setting to your YAML file.
Adding new settings using this feature will format the YAML which may re-order nodes and will
remove any extra whitespace in the YAML.

NOTE

YAML generation is disabled when the YAML in the text editor has a syntax error
or is not valid YAML.

5.  When you are finished, export your agent configuration file either as a YAML or environment
variables.
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E NOTE
At this time, the Contrast agent configuration editor executes completely offline
(meaning after first visit, the page is accessible without an internet connection).
Updates are downloaded in the background automatically. Upgrading to newer
versions requires closing all agent configuration app tabs; refreshing is not enough
to activate the new version.

Environment variables
You can configure the agent with any of the supported properties through environment variables.

The environment variables need to be set before the agent starts up, and in a location where the agent
has access to it. Environment variables can be set within the same process or system-wide.

0 IMPORTANT

If you set system-wide environment variables, this may impact other Contrast agents
running on the same server.

You can convert any Contrast property between command line, YAML and an environment variable.

To convert a command line formatted variable to an environment variable, replace the path segment
delimiters (.) with double underscores (_ ).

To convert a YAML formatted variable to an environment variable, start with the top-level property and
separate every nested property with a double underscore (_ ).

Then, prepend the "contrast" namespace (either contrast. or CONTRAST ).

Environment variables should be in all caps and have no spaces.

For example:
Command line YAML property Environment variable
contrast.server.name server: CONTRAST__SERVER__NAME
name:
contrast.api.api_key api: CONTRAST__API__API_KEY
api_key:

You can see a list of all supported properties for each agent in their respective YAML templates:

+ Go (page 395)

+ Java (page 55)

* .NET Framework (page 124)
* .NET Core (page 176)

* Node.js (page 216)

* PHP (page 239)

» Python (page 271)

* Ruby (page 328)
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Java agent

The Contrast Java agent adds either Contrast Assess or Contrast Protect analysis to Java based
applications. The agent analyzes Java web applications built on traditional application servers, and
newer Java web applications such as those built with Netty, Play or Spring Boot. If there's a JVM, the
Java agent can provide security insights.

As your application runs, the Java agent's sensors gather information about the application's security,
architecture and libraries. You can see the results of the agent's analysis in Contrast.

To start analyzing an application, install the Java agent (page 37).

Supported technologies for Java (Kotlin, Scala) agent

Java
Technology Supported versions Notes
Java runtime - IBM6,7,8 OpendDK support is designed to work with all publicly
» Oracle 6, 7, 8, 11 (LTS), 12, 13, 14, 15 available builds within the current version support
+ OpenJDK 6, 7, 8, 11 (LTS), 12, 13, 14, 15, 16, shown here. Popular varieties like Azul and Amazon
17 Corretto fall into this category of supported JDKs.
Application » GlassFish 4 * Contrast offers limited support for zSeries and AIX
servers * Grizzly 2.3.20 and later environments. Customers using WebSphere on SPARC
« JBoss EAP 6.X and 7.X Solaris require version 8.5.5.11.
» Jetty 7,8,9
» Karaf 3.0.X
* Netty 4.X
* Play 2.4
¢« Tomcat5,6,7,8,9
* Vert.X 3.0

* WebLogic 10, 11g, 12c
* WebSphere* 8.5, 9.0
WildFly 10, 10.1.X

Optimizers Proguard Proguard includes Java bytecode optimization features
which break basic assumptions that runtime agents
like Contrast rely on. Proguard users that want
to protect their applications with Contrast need
to avoid these optimizations by using Proguard's -
dontoptimize configuration option.

Databases + DB2
* DynamoDB
+ MySQL
» Oracle
» PostgreSQL
» SQL Server
» SQLite JDBC drivers
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Technology Supported versions Notes
Other Java » Apache PO, fileupload, HttpComponents *If you are using Glowroot, the Contrast Java Agent jar
technologies * Axis (RPC), XMLRPC, RMI, Apache CXF, JMS should be included and loaded prior to the Glowroot jar.
(javax.jms)

» Direct Web Remoting (DWR)

* DropWizard

* Freemarker

» Glowroot*

* GSON, Kryo, minidev, org.json

» Google Web Toolkit (GWT)

» Hibernate

+ J2SE

- JDBC, JDBI, MongoDB

» JSF (MyFaces, RichFaces, Sun)
* java.nio, java.beans

» Java EE/J2EE, Servlet/JSP

» Jersey

» MyBatis

* OWASP ESAPI, AntiSamy, Coverity
* Seam

+ Spring, Spring Boot, Spring AOP
« Struts, Struts 2

* Wicket

+ XStream, Jackson (JSON/XML)
» Xerces, JAXB, nu.xom

Kotlin

Technology Supported versions
Contrast agent
Java Run Time JDK 8 and up

Kotlin version 1.5
SpringBoot
Scala
Technology Supported versions
Contrast agent 3.8.11.23624 and later
Java Run Time JDK 8 and up
Scala version 2.12,2.13
Play version 2.6,2.7,2.8
Akka HTTP 10.2.4

Install the Java agent

There are several ways to install the Java agent depending on your situation. You might want to
consider where you want to use Contrast (for example, Assess in your development environment or
Protect in your production environment), your existing build tools, and how your application is deployed.

Quick start

Just want to try out the Java agent and see how it works? Check out this Java Quick Start
Guide (page 52).

Basic installation

To install the Java agent in most situations (like in an application server like Tomcat, or a container like
Docker), choose a repository and follow these instructions to download and install the agent:

* Maven Central (page 38)
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* Debian (page 39)
+ RPM (page 40)

Build-integrated installation

If you are using Assess in a development environment, and you want to set the build outcome in an
existing software project if vulnerabilities are found, install the agent with:

* Maven plugin (page 555)
» Gradle plugin (page 541)
+ Jenkins plugin (page 542)

Install the Java agent using Maven Central

The Contrast Java agent is available from Maven Central using group ID com.contrastsecurity
and artifact ID contrast-agent. To install the Java agent:

1. Get the contrast-agent.jar from Maven Central. (See examples of how to download from the Maven
repository.)

2. Configure the agent (page 54). You can create or download a YAML configuration file. You must
provide Contrast connection parameters using these agent keys (page 31).

3. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 30) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

jJjava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

4. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

Contrast artifacts deployed to Maven Central are signed with our GPG key hosted on https://pgp.key-
server.io.

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

+ Jetty (page 48)

+ JBoss/Wildfly (page 47)

* https://support.contrastsecurity.com/hc/en-us/articles/4409172842132-Configure-the-Java-agent-for-
Apache-Tomcat-Maven-plugin

» WebLogic (page 50)

» WebSphere (page 51)

You can also install using a container (page 41), like Docker.
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TIP

Check the Contrast Support Portal for more information about other compatible ways
to install the agent using tools like Pivotal Cloud Foundry (now VMware Tanzu).

Install the Java agent using the Debian repository

You can configure your system to retrieve and install the Java agent from the Contrast Debian
repository. To do this:

1. Use the following commands to configure your system to receive packages from the repository:

curl https://pkg.contrastsecurity.com/api/gpg/key/public | sudo apt-
key add -
echo '"'deb https://pkg.contrastsecurity.com/debian-public/ all contrast" |
sudo tee /etc/apt/sources.list.d/contrast-all._list
2. Install the Contrast Java agent:

sudo apt-get update && sudo apt-get install contrast-java-agent
You will now see the Contrast Java agent JAR file at /opt/contrast/contrast-agent jar.
4. Configure the agent (page 54). You can create or download a YAML configuration file. You must
provide Contrast connection parameters using these agent keys (page 31).
5. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

w

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 30) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

java -javaagent:<YourContrastJarPath> -jar <AppName>.jar

6. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

* Glassfish

+ Jetty (page 48)

+ JBoss/Wildfly (page 47)
* Tomcat (page 49)

» WebLogic (page 50)

* WebSphere (page 51)

You can also install using a container (page 41), like Docker.
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TIP

Check the Contrast Support Portal for more information about other compatible ways
to install the agent using tools like Pivotal Cloud Foundry (now VMware Tanzu).

Install the Java agent with the RPM repository
To install the Java agent with the RPM repository:

1. Use the following commands to configure your system to retrieve packages from the Contrast RPM
repository:

OSREL=$(rpm -E "%{rhel}'")
sudo -E tee /etc/yum.repos.d/contrast.repo << EOF
[contrast]
name=contrast repo
baseurl=https://pkg.contrastsecurity.com/rpm-public/centos-$0SREL/
gpgcheck=0
enabled=1
EOF
2. Once you've finished configuration, install the Contrast Java agent:

sudo yum install contrast-java-agent
The Contrast Java agent JAR is now installed at /opt/contrast/contrast-agent. jar.
4. Configure the agent (page 54). You can create or download a YAML configuration file. You must
provide Contrast connection parameters using these agent keys (page 31).
5. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

w

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>._jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 30) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

jJava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

6. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

* Glassfish

+ Jetty (page 48)

» JBoss/Wildfly (page 47)
* Tomcat (page 49)

Agents 40


https://support.contrastsecurity.com/hc/en-us
https://support.contrastsecurity.com/hc/en-us/articles/4401973981332
urn:resource:component:94742
https://support.contrastsecurity.com/hc/en-us/articles/4408096890772-Configure-the-Java-agent-for-NetBeans

 Contrast Contrast Documentation

* WebLogic (page 50)
* WebSphere (page 51)

You can also install using a container (page 41), like Docker.

TIP

Check the Contrast Support Portal for more information about other compatible ways
to install the agent using tools like Pivotal Cloud Foundry (now VMware Tanzu).

Install the Java agent using a container

Before you begin

This topic provides general guidance for installing the Contrast Java agent in a containerized
application, with Docker as an example.

You should have a basic understanding of how containers and related software work. You may need to

adjust the instructions to meet your specific circumstances.

Install the agent

If you add the agent to a base image, you can make a single image change and Contrast will be
available to all applications using that base image. Also, this way, updates will depend on the base
image update. To do this:

1. Add the Contrast agent and basic configuration (page 54) to a Docker base image, but don't

enable it. Use Zopt/contrast as your location. Optionally, you can change the URL to download

agents from an internal repository. For example:

FROM BASE_IMAGE
ARG CONTRAST_AGENT_VERSION

ADD https://repol._maven.org/maven2/com/contrastsecurity/contrast-agent/

$CONTRAST_AGENT_VERSION/contrast-agent-$CONTRAST_AGENT_VERSION. jar
/opt/contrast/contrast. jar

You can pass a specific agent version at build time by replacing <YourAgentVersion> with the

version number you want to download.

docker build --build-arg CONTRAST AGENT_ VERSION=<YourAgentVersion> -
t image with_contrast:tag .

TIP

@ If you want more flexibility to use any version of the Java agent, and to avoid
automatic updates, apply the ADD instruction directly to an application's Docker
image.

2. Enable Contrast in the application’s Docker image or container.

Configure the agent
Configuration of the Java agent follows this order of precedence. When installing into a container:
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» Use a YAML configuration file for common configuration so it can be placed in the base image.
For example, common configuration might include redirecting logging to console output, proxy
configuration, or performance tuning.

Here is a sample YAML configuration file:

agent:
Java:
scan_all_classes: false
scan_all _code_sources: false
logger:
stdout: true

Create and copy the YAML file into the base image, then copy the file into the base image Dockerfile
using:

COPY WORKSPACE/contrast_security.yaml /opt/contrast/contrast _security.yaml
+ Use Java system properties or environment variables for application-specific configuration values
S0 you can uniquely configure options for each application.

Contrast
configuration

Function

Java system property

Application Specify application- -Dcontrast.application.metadata
metadata specific metadata
Application name Specify the -Dcontrast.agent. java.standalone_app_name

application name
reported to Contrast

Application session -Dcontrast.application.session_metadata

metadata

Send application
details like build
number, version,
GIT hash, and other
session metadata
(page 422).

Specify the
application access
group for

this application
during onboarding.
Create these

groups (page 594) in
Contrast first.

Application group -Dcontrast.application.group

Server environment Specify in -Dcontrast.server.environment
which environments

the application

is running:

Development, QA

and Production.

CONTRAST__AF

CONTRAST__AC

CONTRAST__AF

CONTRAST__AF

CONTRAST__SE

Update JVM parameters

To attach any profiler to a Java application, you need to pass a -javaagent flag to the application by
setting JAVA_TOOL_OPTIONS environment variables.

Pre-populate the Contrast common JVM parameters in a separate environment variable in the base
image, so the application team can use it in JAVA_TOOL_OPTIONS. For example:

» For the base image Dockerfile:

ENV CONTRAST_ OPTS "-javaagent:/opt/contrast/contrast.jar \
-Dcontrast.config.path=/opt/contrast/contrast_security.yaml"
» For the application image Dockerfile:

ENV JAVA TOOL_OPTIONS $CONTRAST OPTS \
-Dcontrast.application.metadata=bU=<value>, contactEmai l=<value>,contactNam
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e=<value> \
-Dcontrast.agent. java.standalone_app_name=APP \
-Dcontrast.application.group=APP_GROUP

Build the application image

For the agent to send data to Contrast, it needs agent authentication keys (page 31). To protect the
agent credentials, you can utilize the Docker secret and pass them as environment variables during
deployment time. Here is an example of the Docker run command:

docker run -e CONTRAST__API__ URL=https://app.contrastsecurity.com -

e CONTRAST__API__API_KEY=<value> -e CONTRAST _API__SERVICE_KEY=<value> -
e CONTRAST _API__USER_NAME=<value> -e CONTRAST _SERVER _NAME=<value> -

e CONTRAST _SERVER _ENVIRONMENT=<value> image with_contrast

You can verify that Contrast is running by checking the container log. You should see messages like
these:

2020-05-28 22:36:29,910 [main STDOUT] INFO
Security, Inc

2020-05-28 22:36:29,910 [main STDOUT] INFO
support@contrastsecurity.com

2020-05-28 22:36:29,910 [main STDOUT] INFO License: Commercial

2020-05-28 22:36:29,910 [main STDOUT] INFO NOTICE: This Software and the \
patented inventions embodied within may only be used as part of

2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security®s \
commercial offerings. Even though it is made available through public
2020-05-28 22:36:29,910 [main STDOUT] INFO - repositories, use of this \
Software is subject to the applicable End User Licensing Agreement
2020-05-28 22:36:29,910 [main STDOUT] INFO - found at https://

www . contrastsecurity.com/enduser-terms-0317a or as otherwise agreed between
2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security and the End \
User. The Software may not be reverse engineered, modified,

2020-05-28 22:36:29,910 [main STDOUT] INFO - repackaged, sold, \
redistributed or otherwise used in a way not consistent with the End User
2020-05-28 22:36:29,910 [main STDOUT] INFO - License Agreement.

[Contrast] Thu May 28 22:36:30 EDT 2020 Effective instructions: \
Assess=false, Protect=true

[Contrast] Thu May 28 22:36:30 EDT 2020 String Supporter has been disabled
[Contrast] Thu May 28 22:36:30 EDT 2020 Logging security messages to /Users/
usernamehere/.contrast/security.log

[Contrast] Thu May 28 22:36:31 EDT 2020 Starting JVM [1862ms]

Copyright: 2019 Contrast \

Contact: \

See also
Contrast Support Portal Java with Kubernetes

Contrast Support Portal AWS Fargate and Contrast agents

Install the Java agent with automatic updates on Linux

Some users like to automatically update their Contrast Java agent software to the latest version. Linux
users can schedule Java agent updates from Maven Central using common Linux tools cron and
curl.

Here's how to configure a scheduled Java agent update job on an Ubuntu 18.04 Linux host:
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NOTE

Use your preferred editor to create a file with the following contents. The examples
provided use tee to create the file.

1. If you want to perform each step as you follow along with this guide, you can use Vagrant and
VirtualBox to create a new Ubuntu 18.04 virtual machine:

vagrant init ubuntu/bionic64
vagrant up

vagrant ssh
2. Create a shared directory for Contrast software:

sudo mkdir -p /opt/contrast

3. Create a script for installing the latest Java agent in the /etc/cron.daily directory. Scripts in this
directory execute once daily; as a result, the host updates the latest Java agent each day.

4. Use tee to create this script. Press CTRL+D when you've finished typing all the lines:

$ sudo tee -a /etc/cron.daily/install-latest-contrast-agent > /dev/null
#1/bin/bash -u

CONTRAST_DIRECTORY=/opt/contrast
CONTRAST_FILE_NAME=contrast-agent. jar

curl --fail --silent --location "https://
repository.sonatype.org/service/local/artifact/maven/redirect?r=central-
proxy&g=com.contrastsecurity&a=contrast-agent&v=LATEST" -o /tmp/
$CONTRAST_FILE_NAME
if [ $? -ne 0 ]; then
echo "Failed to download Contrast Java agent' >&2
exit 1
fi
mv /tmp/$CONTRAST FILE NAME $CONTRAST DIRECTORY/$CONTRAST FILE NAME
5. Set the execute bit on the new script file:

sudo chmod +x /Zetc/cron.daily/install-latest-contrast-agent
6. To test the script, execute it and then verify that the file exists using stat:

$ sudo /etc/cron.daily/install-latest-contrast-agent
$ stat /opt/contrast/contrast-agent.jar
stat /opt/contrast/contrast-agent.jar
File: /opt/contrast/contrast-agent.jar
Size: 10568283 Blocks: 20648 10 Block: 4096 regular file
Device: 801h/2049d Inode: 256034 Links: 1
Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2019-04-11 02:02:01.265775928 +0000
Modify: 2019-04-11 02:24:47.849796936 +0000
Change: 2019-04-11 02:24:47.849796936 +0000
Birth: -
7. The Contrast agent requires some configuration to communicate with Contrast. You can find agent
key information here (page 31).

Agents 44


https://www.vagrantup.com/
https://www.virtualbox.org/wiki/Downloads

 Contrast Contrast Documentation

8. When Contrast is installed on a Linux host, users typically want Contrast-enabled web applications
on the host to share basic configuration parameters, such as the ones required to connect to
Contrast. By convention, Contrast look for configuration in a YAML file at path /etc/contrast/java/
contrast_security.yaml on Linux hosts.

9. Create the /etc/contrast/java directory:
sudo mkdir -p /etc/contrast/java

10. Use tee to create the configuration file. Replace <contrast_url>, <your_api_key>,
<agent_user_name> and <agent_user_service_key> with the values you obtained from
Contrast in the previous step:
$ sudo tee -a /etc/contrast/java/contrast_security.yaml > /dev/null
api:

url: <contrast_url>

api_key: <your_api_key>

user_name: <agent user_hame>
service_key: <agent user_service key>

11. Press CTRL+D when you've finished typing all the lines.

12. Run a diagnostic test to verify that Contrast is installed and properly configured. The host must
have Java installed to execute the diagnostic test:
sudo apt install --yes openjdk-11-jre-headless

13. Finally, execute the Java agent's diagnostic test to verify that the agent is installed correctly
and can communicate with Contrast using the configuration parameters from /etc/contrast/java/
contrast_security.yaml.
$ java -jar /opt/contrast/contrast-agent.jar diagnostic
*** Contrast Agent (version 3.6.3-SNAPSHOT)

[!] Attempting to connect to the Contrast TeamServer at https://
apptwo.contrastsecurity.com/Contrast (No proxy) .
[!] Attempting to resolve domain: apptwo.contrastsecurity.com

Resolved domain apptwo.contrastsecurity.com to IP \
Address 52.200.215.12
[+]1 Client successfully resolved the DNS of the Contrast TeamServer. No \
proxy needed.
[!] Issuing HTTP request to Contrast...

Executing request...

Reading response [200]

Response size = 4209

Snippet: <ldoctype html> <!--[if gt IE 8]><!--> <html class="no-
Jst i
[+] Client can connect directly to the Contrast TeamServer. No proxy \
needed.

Scala

You can use the Contrast Java agent with Contrast Assess or Contrast SCA to analyze Scala-based

applications.

The Java agent analyzes Scala web applications built on traditional application servers, and newer

Scala web applications such as those built with Play. If there's a JVM, the Scala agent can provide

security insights.

As your application runs, the Java agent's sensors gather information about the application's security,

architecture and libraries. You can see the results of the agent's analysis in Contrast.

The Scala agent supports these Contrast features:

Agents 45



 Contrast Contrast Documentation

* Route coverage
* Flow maps
» SCA library discovery

With the Scala agent, you can use these types of Assess rules:

» SQL injection

» Path traversal

» Command injection

» Cross-site scripting (XSS)

» XML external entity (XXE)

+ XPath injection

» Header injection

* Untrusted deserialization

+ Cookie
Only these rules:
» Cookie has no ‘secure’ flag
» Session cookie has no ‘HttpOnly’ flag

Run your Scala Play application
To run the Scala Play application, you must enable three properties:

* contrast.agent. java.enable_scala_support
* contrast.agent. java.enable_akka_ support
+ contrast.agent. java.enable_play_support

To configure the agent, use the JAVA_OPTS environment variable to attach and configure the agent.
(Alternatively, if you have a standalone fat JAR, you can use system properties.)

Enable these properties (with YAML, command line or environment variables):

-Dcontrast.agent. java.enable_scala_support=true
-Dcontrast.agent. java.enable akka support=true
-Dcontrast.agent. java.enable play support=true

Kotlin

You can use the Contrast Java agent with Contrast Assess or Contrast SCA to analyze Kotlin-based
applications.

The Java agent analyzes Kotlin web applications built on traditional application servers, and newer
Kotlin server-side applications, such as SpringBoot.

If there's a JVM, the Kotlin agent can provide security insights. As your application runs, the Java
agent's sensors gather information about the application's security, architecture and libraries. You can
see the results of the agent's analysis in Contrast.

Run your application as you would with the Contrast Java agent. Kotlin support is automatic.

Java application servers

NOTE
This documentation provides content for supported content. Links indicated by
the [ icon take you to other documentation that may be helpful.
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The following application servers are available:

« B Axis2

« [ Glassfish

+ JBoss / Wildfly (page 47)
+ Jetty (page 48)

» Tomcat (page 49)

» Weblogic (page 50)

* WebSphere (page 51)

See also

* Install the Java agent (page 37)
» Supported technologies (page 36)
+ Configure the Java agent (page 54)

Configure the Java agent for JBoss EAP, JBoss AS or WildFly

CAUTION
Be careful not to confuse version numbers. JBoss EAP prior to version 7 is based on
JBoss AS. JBoss EAP 7.X is based on WildFly.

Run JBoss with the Java agent

1. Download the Java agent JAR from one of these repositories:

» Maven Central (page 38)

» Debian (page 39)

* RPM (page 40)

2. You can either run JBoss from a BAT file, or in domain mode.

« BAT file: If you run JBoss from domain.bat, standalone.bat, or run.bat with a .conf file, modify
the configuration file. It should enable the Contrast JVM parameters and return to the start-up
script.

To do this, replace <YourContrastJarPath> with the path to your Contrast JAR (page 36)
file, and use the JBoss server directory for your environment. Then add this line to the end of
your .conf file:

* Windows:

set JAVA OPTS=-javaagent:<YourContrastJarPath> %JAVA OPTS%
* Unix:

JAVA OPTS=-javaagent:<YourContrastJarPath> $JAVA OPTS
+ Domain mode: If you run JBoss 6 EAP or JBoss AS 7.X in Domain mode using domain.bat
or domain.sh, you must add the - javaagent switch to the JVM options in $JBOSS HOME/
domain/configuration/domain.xml.
In this example, replace <YourContrastJarPath> with the path to your Contrast
JAR (page 36) file:

<server-group ...>
<jvm name="default'>
<jvm-options>
<option value="-javaagent:<YourContrastJarPath>"/>
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</jvm-options>
</jvm>

</server-group>

Use WildFly with Java 2 security manager
You can configure the Java agent when using WildFly with Java 2 security (page 108). WildFly versions
9 through 20 are supported. WildFly 8 is not supported.

To enable the Java 2 security manager in Wildfly:
1. Either pass a command-line argument —secmgr, or set an environment variable SECMGR to true:

SECMGR=""true"

2. To enable permissions for the Java agent, append this Contrast policy to $JAVA HOME/jre/lib/
security/java.policy (for JDK 6-8), or $JAVA_HOME/lib/security/default.policy (for JDK 9 and later).
Replace <YourContrastJarPath> with the path to your Contrast JAR (page 36) and use:

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;
};
3. To allow the agent to function with Wildfly’s classloader system, modify the value of the
environment variable JBOSS_MODULES_SYSTEM_PKGS (originally org. jboss . byteman), to also
include the Java agent base package: com.contrastsecurity.agent,org. jboss.byteman

TIP

Learn more about using Java EE 7 security manager with WildFly, or read the default
policy implementation and policy file syntax.

Configure the Java agent for Jetty
To configure the Java agent with a Jetty distribution:

1. Download the Java agent JAR from one of these repositories:
* Maven Central (page 38)
* Debian (page 39)
* RPM (page 40)
2. On your Jetty environment, replace <YourContrastJarPath> with the path to your Contrast
JAR (page 36) file. Then add the following line to your <JettyDirectory>/start.ini file:

-javaagent:<YourContrastJarPath>
3. If you are using Java 2 security manager, create a contrast.policy file that contains this code.
(Replace <YourContrastJarPath> with the path to your Contrast JAR (page 36) file.)

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;

3

Then complete these configurations:
+ Jetty 7-8: Copy the file to the JETTY_HOME/lib/policy folder. Add --secure to the
JETTY_ARGS environment variable.
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« Jetty 9: Add the policy you created to your own configured policy. Replace <YourPol icy> with
the name of your policy and enable the security manager with the standard environment variable
settings:

-Djava.security.manager -Djava.security.policy=<YourPolicy>

o IMPORTANT
Jetty 9 and later do not officially support security management policies.

TIP

See the Jetty Policy for more information about using Jetty with Java 2 security
manager.

Configure the Java agent for Tomcat
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 38)
* Debian (page 39)
* RPM (page 40)

Use the guidelines below to configure the Java agent depending on how you run Contrast with Tomcat.

Run from Windows or Unix

The CATALINA_OPTS environment variable is used to pass configuration flags and system properties
to the JVM that runs the Tomcat server.

Tomcat recommends using a setenv script to specify environment variables. You can learn more about
the setenv script, including how to find or create it as needed, by consulting RUNNING . txt, which is
included with every distribution of Tomcat.

To enable Contrast add the - javaagent configuration to CATALINA_OPTS in either setenv.sh, if
running on a Unix-like operating system, or setenv.bat if running on Windows. For example:

* Windows:

set CATALINA_OPTS "-javagent:<YourContrastJarPath>"
* Unix:

export CATALINA_ OPTS="$CATALINA_ OPTS -javaagent:<YourContrastJarPath>"
Run on the Tomcat service in Windows

1. If you run Tomcat as a service, open the Tomcat service manager and change the JVM options to
add the agent.

2. Double-click the Tomcat icon in the system tray (or right-click and select Configure). (If the icon
isn't there, you might have to start it manually by running tomcat9w.exe in the Tomcat bin directory.)

3. Switch to the Java tab to see where you need to add the - javaagent flag.
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Run Tomcat with Java 2 security

1. Create a contrast.policy file that contains this code (or append it to the catalina.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 36) file. For example:

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;
}:
2. Append the contrast.policy file to the $CATALINA_HOME/conf/catalina.policy file. No additional
configuration is needed. Run your Tomcat installation with command-line parameter -security.

Configure the Java agent for WebLogic
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 38)
* Debian (page 39)
+ RPM (page 40)

Use the guidelines below to configure the Java agent depending on how you run Contrast with
WebLogic.

Unix

1. If you launch WebLogic yourself, you must add Contrast's JVM parameter to the startWebLogic file
in your installation's bin directory. For UNIX-based operating systems, the path to this file looks like:

/path/to/appserver/userprojects/domains/base_domain/bin/startWeblLogic.sh

2. Inthis file, add the Contrast engine as a —javaagent to the JAVA_OPTIONS environment
variable before the Java execution step. Replace <YourContrastJarPath> with the path to
your Contrast JAR (page 36) file. For example:

export JAVA OPTIONS="$JAVA OPTIONS -javaagent:<YourContrastJarPath>"
Windows
1. For Windows systems, the path looks like:

C:\Oracle\Middleware\userprojects\domains\base domain\bin\startWeblLogic.b
at

2. Atthe beginning of the file, add the Contrast engine as a -javaagent to the JAVA_OPTIONS
environment variable. Replace <YourContrastJarPath> with the path to your Contrast
JAR (page 36) file. Substitute the WebLogic server for your environment. For example:

set JAVA_OPTIONS="%JAVA_OPTIONS%'" -javaagent:''<YourContrastJarPath>"
Use Java 2 with WebLogic

1. Create a contrast.policy file that contains this code (or append it to the catalina.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 36) file. For example:

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;
}:

2. WebLogic includes a template file under @WL_HOME/server/lib/weblogic.policy which contains the
suggested starting point for booting a WebLogic server with the security manager enabled. Older
versions of WebLogic (10 and prior) will require @WL_HOME in the template file replaced with the
actual path to the root directory of the WebLogic install.
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3.  When the security manager is enabled, the policy @WL_HOME/server/lib/weblogic.policy
file acts as the default. Otherwise, a custom policy file may be specified with
-Djava.security.policy==<YourPath> where <YourPath> is the path to your custom file.
The == is important as it overrides the default path setting that WebLogic boots with.

TIP

For more information read about using Java Security to protect WebLogic
resources.

Configure the Java agent for WebSphere
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 38)
* Debian (page 39)
* RPM (page 40)

Use the guidelines below to configure the Java agent, depending on how you run Contrast with
WebSphere.

@ NOTE
IBM J9 doesn't allow the Java Instrumentation API to alter core Java classes when
using the Shared Classes feature. You must disable this feature by specifying
-Xshareclasses:none in your JVM parameters, as shown above.

Similarly, if -Dcom. ibm.oti .shared.enabled=true is set, you may also run into
problems in older J9 JREs.

Websphere trust and key store

WebSphere maintains its own trust and key store, separate from the trust store included as part of

the Java JRE. The agent starts before WebSphere is initialized and so the WebSphere specific trust
store is not configured. Therefore, the agent uses the default trust store located in the Java JRE/1ib/
security/cacerts file, unless extra configuration is provided to the JVM.

However, in some scenarios, (like requiring a proxy server that uses internal only or self-signed
certificates) specific extra steps are necessary. You can either:

1. Install the required certs into both the JRE cacerts trust store and also the WebSphere specific
trust store. This means the certificate chain can be validated by both the agent and also your web
application.

2. Provide Java with the standard trust store system properties to change the trust store to be the
same as the WebSphere trust store. This has the advantage of only requiring the certificate to be
installed in one location: the WebSphere trust store. For example:

-Djavax.net.ssl.trustStore=opt/I1BM/WebSphere/AppServer/profiles/AppSrv01l/
config/cells/DefaultCell01/nodes/Defaul tNode0l/trust.pl2
-Djavax.net.ssl.trustStoreType=PKCS12
-Djavax.net.ssl . trustStorePassword=secret

WebSphere itself supports methods of encoding the password but these are not available when setting
the trust store password for the agent, as it is executing before WebSphere starts.

Agents 51


https://docs.oracle.com/en/middleware/standalone/weblogic-server/14.1.1.0/scprg/server_prot.html
https://docs.oracle.com/en/middleware/standalone/weblogic-server/14.1.1.0/scprg/server_prot.html
http://www.ibm.com/developerworks/library/j-ibmjava4/index.html

 Contrast Contrast Documentation

Add Contrast with Websphere

If you launch WebSphere yourself, add Contrast's JVM parameter to the server.xml file in your cell
directory. Replace <Cel IName> and <NodeName> with the name of the cell and node. Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 36) file. For example:

<WebsphereDirectory>\AppServer\profiles\AppSrv0l\config\cel ls\<Cel IName>\nod
es\<NodeName>\servers\serverl\server.xml

<jvmEntries genericJvmArguments="-javaagent:<YourContrastJarPath> -
Xshareclasses:none'>

</jvmEntries>

Add Contrast with the WebSphere Administration Console

You can also add Contrast through the WebSphere administration console by following instructions from
the Websphere support site.

Use Java 2 with WebSphere

1. Create a contrast.policy file that contains this code (or append it to the server.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 36) file. For example:

grant codeBase "'file:<YourContrastJarPath>" {
permission java.security.AllPermission;
};
2. Append the contrast.policy file to the $WEBSPHERE_HOME/AppServer/profiles/
AppSrv0l/properties/server._policy.
3. Enable the security manager with the wsadmin tool:
+ Jacl:$AdminTask setAdminActiveSecuritySettings {-enforceJava2Security
true}
+ Jython:AdminTask.setAdminActiveSecuritySettings("-enforceJava2Security
true®)

TIP
@ Learn more about Java security manager and enabling and disabling Java 2
security manager using scripting.

Java Quick Start Guide

Contrast uses agents to install sensors that that monitor your code for vulnerabilities. Agents
analyze for vulnerabilities in development environments and look for attacks in run-time production
environments.

As your application runs, the agent analyzes information (such as HTTP requests, data flow, backend
connections, and library dependencies) and sends vulnerabilities and attacks to Contrast where you
can view, prioritize, and take immediate action on them.

This guide should get Contrast up and running on your application in just a few minutes, so you can see
how it works.
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TIP

@ For future installations, you may want to consider your organization's build tools and
deployment pipeline, your security goals and the environments where you want to use
Contrast. You can read about other methods to install Contrast (page 515) that may
better adapt to your situation.

Prerequisites
This guide assumes you use an application that meets these prerequisites:

* The application must have access to the internet without using a proxy.
» Your web application is packaged in a JAR file.
* It must use supported versions, frameworks, and tools (page 36).

You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast. If you don't already have Contrast, you can sign up
for the Community Edition (page 26) for free.

Install

1.

Use this command to download the agent JAR file from Maven Central. From your command
line interface, enter this curl request to pull down the latest version of the agent to your current
directory.

curl -

L "https://repository.sonatype.org/service/local/artifact/maven/redirect?
r=central-proxy&g=com.contrastsecurity&a=contrast-agent&v=LATEST" -

0 contrast. jar

Once complete, you should see the contrast. jar file in your current directory. (For example: ./
contrast.jar)

Download the YAML configuration file from the agent wizard (if you haven't already done so). To do
this, in the Contrast application, select Add new.

B i W

Select Java as your language, then select Download YAML configuration file. The file will
download locally and will contain the specific agent keys for your organization that will connect your
application to Contrast.

To configure the agent, open the YAML configuration file in an editor. In addition to the pre-
populated authentication keys, add the agent. java.standalone_app_name property. This
property assigns the name of your application as you'd like to see it in Contrast. In this example,
replace <MyAppName> with the name you'd like to use:

api:

url: https://xxx.contrastsecurity.com/Contrast

api_key: A2XXXXXXXXXXKIXXKKIXXKXIXXXXXXXXGIN

service_Kkey: 88XXXXXXXXXXXX5Z

user_name: agent_XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXXXXX@O0rgName
agent:

jJava:

standalone_app_name: <MyAppName>

Tell the agent where to find your YAML configuration file by entering this command in your
command line interface.
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jJava -javaagent:./contrast.jar -
Dcontrast.config.path=contrast_security.yaml -jar <ApplicationJarPath>

Be sure to replace <ApplicationJarPath> with the path to your application. For example: ./
MyApplication. jar

To verify that Contrast is working, use your application as you normally would. For example, click
on your application's web interface, or send some API commands.

Then in the Contrast web interface, select Applications in the header. You should see the name of
your application (In this example, “MyAppName” should appear in the list of applications.)

You can also select Server in the header and you should see the hostname of your (local) server
listed here.

Configure the Java agent
The standard installation (page 29) for all agents uses this order of precedence (page 30).

You can configure the Java agent using:

Java system properties

For example: -Dcontrast.agent. java.standalone_app_name
Environment variables (page 35)

For example: CONTRAST__ AGENT__ JAVA__ STANDALONE_APP_NAME
Java YAML template

For example: agent. java.standalone_app_name

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

You may need to configure your application’s Java environment to work effectively with the agent if your
system uses:

Standalone applications (page 106): If your JVM application server hosts a single application you
should specify the name using agent. java.standalone_app_name. Certain features like route
coverage (page 423) and session metadata (page 422) require this.

Multi-tenant application configuration: If your JVM application server hosts multiple applications
during a deployment, you can distinguish applications from each other and then apply individual
configuration options.

Multi-tenant application configuration: If your JVM application server hosts multiple applications
during a deployment, you can distinguish applications from each other and then apply individual
configuration options.

o IMPORTANT
In some cases, you may wish to configure the agent to use a single application
name but do not wish to treat application server code as belonging to the
application. In this case, use appl ication.name instead. Features that require
agent. java.standalone_app_name will not work with application.name.

TLS certificates (page 107)
Java 9 Modules (page 108)
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» Java 2 Security (page 108)

* Integrations: (page 515) The Contrast Java agent, can also be configured and run in conjunction
with several third-party tools, plugins and integrations. Consult the remote product documentation for
information about how other products work.

Java system properties

Substitute <YourContrastJarPath> with the path to your Contrast JAR (page 36), and use these
commands to learn more about system properties:

» To generate a list of general properties using the Contrast agent JAR, use:

Java —-jar <YourContrastJarPath> properties
» Use command line with tools to search for commands. For example, these commands display a list of
proxy-related properties:
Using the built-in filter:

Java —-jar <YourContrastJarPath> properties --filter=proxy

Java YAML configuration template

Use this template to configure the Java agent using a YAML configuration file. (Learn more about YAML
configuration.)

Place your YAML file in the default location:

* Unix: Zetc/contrast/java/contrast_security.yaml
* Windows: C:/ProgramData/contrast/java/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET
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#

REQUIRED

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS_TO BE_SET

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy:
# Set value to "true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# "“false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost
# Set the proxy port. It must be set with host and scheme.
# port: 1234
# Set the proxy scheme (e.g., “http  or
# “https™). It must be set with host and port.
# scheme: http
# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.
# url: NEEDS_TO BE_SET
# Set the proxy user.
# user: NEEDS TO BE SET
# Set the proxy password.
# pass: NEEDS_TO_BE_SET
# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS TO BE_SET
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# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

# Set the amount of time to run the agent before shutting down itself
# (in milliseconds). A negative value disables scheduled shutdown.
# shutdown_time ms: NEEDS TO BE SET

#

# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log File.
# Whille diagnostic logging hurts performance, it generates
# useful iInformation for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast” directory, and rotates it automatically as needed.
#
# path: ./contrast _agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO", "DEBUG™, and “TRACE".
# level: INFO
# Set to “true” to redirect all logs to
# “stdout™ instead of the file system.
# stdout: false
# Set to “true” to redirect all logs to “stderr” instead of
# the file system. May be combined with the corresponding
# “stdout™ configuration to write to both streams.
# stderr: false
# Change the Contrast logger from a file-sized based rolling scheme
# to a date-based rolling scheme. At midnight server time, the
# previous day log is renamed to *file_name.yyyy-MM-dd*. Note -
# this scheme does not have a size limit; manual log pruning is
# required. You must set this flag to use the backups and size flags.
# roll_daily: false
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#
#
#

#
#

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

Set the number of backup files to keep. Set to "0  to disable.
backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

#
#

H H H

HoH R HHHH

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, "WARN™, "INFO", "DEBUG , and “TRACE .
level: ERROR

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS TO BE SET

# Specify the file size cap (in MB) of each log file.

# roll_size: NEEDS TO_BE_SET

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.

#

# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.

#

# backups: NEEDS_TO_BE_SET

#

# agent.security_logger.syslog

#

Define the following properties to set Syslog values. If the \

properties
# are not defined, the agent uses the Syslog values from the Contrast \

ul.
#
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# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H H

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO BE SET

# Set the facility code of the messages the agent sends to Syslog.
# Ffacility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE , "INFO", and “DEBUG".
# severity_exploited: ALERT
# Set the log level of Blocked attacks. Value options are "ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE~, "INFO", and "DEBUG .
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are “ALERT™, "CRITICAL",
# TERROR™, “WARNING™, “NOTICE~, "INFO , and "DEBUG".
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
# severity_probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE~, "INFO", and “DEBUG .
# severity suspicious: WARNING
#
# agent._security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
#
# heartbeat:
# Set to “true” to enable the Syslog heartbeat.
# The heartbeat will issue a Syslog message at
# the INFO level after every interval passes.
# enable: false

Set the interval of the Syslog server for which to send
heartbeat messages to the Syslog server (in milliseconds).
interval _ms: 60000

H H H
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#

# agent.java
# The following properties apply to any Java agent-wide configurations.

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "application.name” setting.

HoH R HHHHHHHHHHHHR

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

HOoHHHHHHHHE

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors Into types

# that 1t might have overlooked. In most cases, this produces a slight

# 1Increase in accuracy at the cost of increased application startup

# time. Set this property to "false™ to disable this level of \
inspection.

#

# scan_all_code sources: true

#

# inventory
# Use the properties in this section to override the inventory features.
#

# Inventory:

# Set to “false” to disable inventory features in the agent.
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H*

enable: true

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - ~“pathl;path2;path3”

HHHH K

library dirs: NEEDS TO BE SET

Set the maximum archive unpacking depth when analyzing libraries.
library_depth: 10

# #*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package_details: true

H R HF

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™
#
# tags: NEEDS_TO_BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision iIs delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS _TO_BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5
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# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled_rules: NEEDS TO BE_SET

#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties iIn this section to override Protect features.

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#
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# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following properties to configure

# 1Ff and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection
# Use the following settings to configure the sql-injection rule.

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor™, “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

# 1=1" or "or 2<>3'"). The agent blocks if blocking is enabled.
# detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: true

HOH R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained_queries: true

H HHHF

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

H O R H

H*

Tell the agent to be more aggressive in detecting user
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+H*
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#
#
#
#

inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
terminate queries. The agent blocks if blocking Is enabled.
aggressive_comment: false

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rulle works.

cmd-injection:

H H* H H* H H HoH O HHHH
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Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

Detect when a system command is issued which contains
chained commands. The agent blocks 1f blocking is enabled.

detect chained _commands: true

Detect when a system command is issued with an argument matching a

known dangerous file path. The agent blocks if blocking is enabled.

detect _dangerous path_args: true

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased commands: true

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
mode: off
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Detect when custom code attempts to access sensitive

H H H

detect_custom_code_accessing_system files: true

system files. The agent blocks if blocking is enabled.

# Detect when users attempt to bypass filters by
# using '"'::$DATA" channels or null bytes iIn file
# names. The agent blocks if blocking is enabled.
# detect_common_file exploits: true
#
# protect.rules.method-tampering
# Use the following properties to configure
# how the method tampering rule works.
#
# method-tampering:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#

# protect.rules.reflected-xss

# Use the following properties to configure how
# the reflected cross-site scripting rule works.
#

# reflected-xss:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.xxe
Use the following properties to configure

#
#
# how the XML external entity works.
#

# xxe:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
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# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .

#
# mode: off
#
# protect.rules.csrf
# Use the following properties to configure how
# the cross-site request forgery rule works.
#
# csrf:

Set the mode of the rule. Value options are
“block™, “block _at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

3+

protect.rules.padding-oracle
Use the following properties to configure
how the padding-oracle rule works.

H H R H

H*

padding-oracle: {}

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO BE SET

# Override the reported application path.
# path: NEEDS TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

H H H

Agents

66



 Contrast Contrast Documentation

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS TO _BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

HOHHHOHH

metadata: NEEDS_TO BE_SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H O HHHH

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS _TO_BE_ SET

HoHHHHHHH

#

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_ SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET
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Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS _TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \

ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be

# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS _TO BE_SET
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#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy:
# Set value to "true  for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost

# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., “http  or

# “https ). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, iIf specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS TO BE SET

# Set the proxy user.

# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS TO BE SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest , and "Basic .
# auth_type: NEEDS _TO BE SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

# Set the amount of time to run the agent before shutting down itself
# (in milliseconds). A negative value disables scheduled shutdown.
# shutdown_time_ms: NEEDS TO BE SET

#
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# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, It generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
“/opt/Contrast™ directory, and rotates it automatically as needed.

HoH O HHHHHHF

path: ./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, "WARN™, "INFO~, "DEBUG , and “TRACE.
level: INFO

H H H

Set to "true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

H* H H

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

HOH HH

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
roll_daily: false

H O HHHH

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

H H H

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

Agents

70



 Contrast Contrast Documentation

# security_ logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS TO BE SET

H O HOHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

H H#*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.

#
# Note - this property must be used with

# "agent.security logger.roll _daily=false™ ; otherwise,

# Contrast continues to log daily and disregard this limit.
#
#

backups: NEEDS TO BE_SET

#

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS_TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19
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# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity exploited: ALERT
# Set the log level of Blocked attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT", "CRITICAL",
# TERROR™, “WARNING™, "NOTICE", "INFO , and "DEBUG .
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity suspicious: WARNING
#
# agent.security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
#
# heartbeat:
# Set to “true” to enable the Syslog heartbeat.
# The heartbeat will issue a Syslog message at
# the INFO level after every interval passes.
# enable: false

Set the interval of the Syslog server for which to send
heartbeat messages to the Syslog server (in milliseconds).
interval_ms: 60000

H* H H

#

# agent.java
# The following properties apply to any Java agent-wide configurations.

#

# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

HOH O HHHH*
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web traffic with the single, standalone application, including
web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name™ setting.

HoHHHHHHRH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

H o HHOHHHHFH

scan_all classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to “false ™ to disable this level of \
inspection.

#

# scan_all_code sources: true

#

# inventory
# Use the properties in this section to override the inventory features.

#

# iInventory:

Set to “false” to disable inventory features in the agent.
enable: true

H H#*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3"

HoHHHH

library_dirs: NEEDS_TO BE_SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H* H#*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

HOH R H
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# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "“labell, label2, label3”

#

# tags: NEEDS_TO_BE_ SET

# assess
# Use the properties in this section to control Assess.

#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”

#

# tags: NEEDS_TO_BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H* H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.

#

# rules:
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# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled_rules: NEEDS _TO_BE_SET

#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS _TO BE_SET

#

# protect.rules.bot-blocker

# Use the following properties to configure
# 1f and how the agent blocks bots.

#

# bot-blocker:
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# Set to “true” for the agent to block known bots.
# enable: false

# protect.rules.sgl-injection
# Use the following settings to configure the sql-injection rule.
#

# sql-injection:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled”,

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

# 1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
# detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks If blocking is enabled.
detect_dangerous_functions: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect _chained_queries: true

H OH HH

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect suspicious_unions: true

H H R HF

# Tell the agent to be more aggressive In detecting user
# Inputs as SQL comments. This enables the agent to better
# detect SQL Injection input vectors that use comments to
# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

#

# protect.rules.cmd-injection

# Use the following properties to configure

# how the command injection rule works.

#

# cmd-injection:

# Set the mode of the rule. Value options are
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#

H H H H* H H H H H

H H H

“monitor -, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled™”,
the setting can be “block™ or “block at perimeter .

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

Detect when a system command is issued which contains
chained commands. The agent blocks if blocking is enabled.

detect chained commands: true

Detect when a system command is issued with an argument matching a

known dangerous file path. The agent blocks if blocking is enabled.

detect_dangerous_path_args: true

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased commands: true

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

H H H H O HHFHHH

H HHHF

Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or "off .
Note - If a setting says, "if blocking is enabled",
the setting can be “block™ or “block at perimeter .
mode: off

Detect when custom code attempts to access sensitive
system files. The agent blocks if blocking is enabled.
detect _custom_code_accessing_system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

# protect.rules.method-tampering
# Use the following properties to configure
# how the method tampering rule works.

#
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#

H*

H oH R H

H*

H*

H H R H

H*

3+

H H R H

H*

method-tampering:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.csrf
Use the following properties to configure how
the cross-site request forgery rule works.

csrf:

# Set the mode of the rule. Value options are
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# “block™, “block at perimeter , or "off .
z Note - If a setting says, "if blocking is enabled™”,
# the setting can be “block™ or “block at perimeter".
Z mode: off

#

protect.rules.padding-oracle
Use the following properties to configure

#
#
# how the padding-oracle rule works.
#

# padding-oracle: {}

# ap
# Us
# th

plication
e the properties in this section for
e application(s) hosting this agent.

#

# ap

#
#
#
#
repo
#
#
#

H O HHH # #*

H H#*

plication:
Override the reported application name.

Note - On Java systems where multiple, distinct applications may be
served by a single process, this configuration causes the agent to \
rt

all discovered applications as one application with the given name.

name: NEEDS_TO_BE_SET

Override the reported application path.
path: NEEDS TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

Add the application code this application should use in the Contrast Ul.

code: NEEDS_TO BE_SET

Override the reported application version.
version: NEEDS TO_BE_ SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell,label2,label3”

tags: NEEDS_TO BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
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H H R H

HHHFHHH

HoHHHHHHRH

set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value~ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_SET

# server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

#
#

#
#

H H

H HHHH

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS TO _BE_SET

Override the reported server type.
type: NEEDS_TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO BE_SET

Java system properties

Substitute <YourContrastJarPath> with the path to your Contrast JAR (page 36), and use these
commands to learn more about system properties:
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» To generate a list of general properties using the Contrast agent JAR, use:

Java —-jar <YourContrastJarPath> properties

* Use command line with tools to search for commands. For example, these commands display a list of
proxy-related properties:
Using the built-in filter:

Java —-jar <YourContrastJarPath> properties --filter=proxy

Java YAML configuration template

Use this template to configure the Java agent using a YAML configuration file. (Learn more about YAML
configuration.)

Place your YAML file in the default location

* Unix: /etc/contrast/java/contrast_security.yaml
* Windows: C:/ProgramData/contrast/java/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to “false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.
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user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout>.
# timeout_ms: NEEDS_TO_ BE_SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# "false™ if you don"t want to use the proxy. If no value is
# iIndicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS_TO_ BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost
# Set the proxy port. It must be set with host and scheme.
# port: 1234
# Set the proxy scheme (e.g., http~ or
# “https™). It must be set with host and port.
# scheme: http
# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.
# url: NEEDS_TO BE_SET
# Set the proxy user.
# user: NEEDS _TO_BE_SET
# Set the proxy password.
# pass: NEEDS _TO_BE_ SET
# Set the proxy authentication type. Value
# options are "NTLM™, "Digest , and "Basic .
# auth_type: NEEDS TO BE_SET
#
# agent
# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
#
# agent:
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# Set the amount of time to run the agent before shutting down itself
# (in milliseconds). A negative value disables scheduled shutdown.
# shutdown_time_ms: NEEDS TO BE SET

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log file.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - “/opt/Contrast/contrast.log creates a log in the
# ~/opt/Contrast” directory, and rotates it automatically as needed.
#
# path: ./contrast agent.log
# Set the the log output level. Valid options are
# "TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false
# Set to “true” to redirect all logs to “stderr instead of
# the file system. May be combined with the corresponding
# “stdout™ configuration to write to both streams.
# stderr: false
# Change the Contrast logger from a file-sized based rolling scheme
# to a date-based rolling scheme. At midnight server time, the
# previous day log is renamed to *file_name.yyyy-MM-dd*. Note -
# this scheme does not have a size limit; manual log pruning is
# required. You must set this flag to use the backups and size flags.
# roll_daily: false
# Set the roll size for log files in megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100
# Set the number of backup Files to keep. Set to "0 to disable.
# backups: 10
#
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# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

H* H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true  or false .
roll_daily: NEEDS_TO_BE_SET

HoHHHHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

H* H#*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.-

#
# Note - this property must be used with

# "agent.security logger.roll_daily=false ; otherwise,

# Contrast continues to log daily and disregard this limit.
#

#

backups: NEEDS TO BE SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO_BE_SET
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Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, "WARNING~, "NOTICE™, "INFO", and "DEBUG .
# severity exploited: ALERT
# Set the log level of Blocked attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG .
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT", “CRITICAL",
# TERROR™, “WARNING™, “NOTICE™, "INFO , and “DEBUG".
# severity_blocked_perimeter: NOTICE
# Set the log level of Probed attacks. Value options are "ALERT ,
# "CRITICAL™, "ERROR™, “WARNING~, "NOTICE™, "INFO", and "DEBUG .
# severity_probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity_suspicious: WARNING
#
# agent._security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
#
# heartbeat:
# Set to “true” to enable the Syslog heartbeat.
# The heartbeat will issue a Syslog message at
# the INFO level after every interval passes.
# enable: false

Set the interval of the Syslog server for which to send
heartbeat messages to the Syslog server (in milliseconds).
interval_ms: 60000

H H

#

# agent.java
# The following properties apply to any Java agent-wide configurations.

#

# java:

# Configure the Java agent to skip its application discovery
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algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "application.name” setting.

H o HHHHHHHHHHHHR

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. If disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

H O HHHHHFHHR

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to “false  to disable this level of \
inspection.

#

# scan_all_code sources: true

#

# 1nventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to “false  to disable inventory features in the agent.
enable: true

H# #*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

H O HHH

library dirs: NEEDS_TO_BE_SET

H*

Set the maximum archive unpacking depth when analyzing libraries.
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H*

library depth: 10

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

HOH R H

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS TO BE SET

#

# assess

# Use the properties iIn this section to control Assess.

#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”

#

# tags: NEEDS_TO_BE_SET

#

# assess.sampling

# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H H

# This property indicates the duration for which a sample set is valid.

# window_ms: 180 000
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# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

Define a list of Assess rules to disable in the agent.
The rules must be formatted as a comma-delimited list.

#
#
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

#

disabled rules: NEEDS TO BE SET

#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rulles: NEEDS TO BE_SET

#

# protect.rules.bot-blocker
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Use the following properties to configure
if and how the agent blocks bots.

H H H

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

protect.rules.sqgl-injection
Use the following settings to configure the sql-injection rule.

H* H H

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter”, or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or "block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., 'or

# 1=1" or "or 2<>3"). The agent blocks i1If blocking is enabled.
# detect_tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_ functions: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect_chained_queries: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

HOH HH

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
terminate queries. The agent blocks if blocking is enabled.
aggressive_comment: false

H HHHH

# protect.rules.cmd-injection
# Use the following properties to configure
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#
#

#

H H R H

H*

how the command injection rule works.

cmd-injection:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled",
the setting can be "block™ or “block at perimeter .

H O HHOHHH

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking Is enabled.
detect parameter_command_backdoors: true

H H* H

# Detect when a system command is issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect_chained_commands: true

Detect when a system command is issued with an argument matching a
known dangerous file path. The agent blocks if blocking is enabled.
detect _dangerous path_args: true

H* H® H

Tell the agent to detect when commands come directly
from input. The agent blocks If blocking is enabled.
detect phased_commands: true

H* H* H

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

# Set the mode of the rule. Value options are

# "monitor~, “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

HOHHH
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H*

HOH R H

H*

H*

H H R HF

H*

3+

H H R H

H*

protect.rules.method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.csrf
Use the following properties to configure how
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# the cross-site request forgery rule works.

Set the mode of the rule. Value options are
“block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

#

# padding-oracle: {}

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

# Override the reported application version.
# version: NEEDS TO BE_ SET

# Apply labels to an application. Labels must
# be formatted as a comma-delimited list.
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Example - “labell, label2,label3”

H H H

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore”

HoH R HHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H o HOH R

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value  pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHH

server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server
names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.

I:tt:tt:tt:tt:ttih:llih:

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS _TO_BE_SET

Override the reported server environment. Valid
values include "QA~, "PRODUCTION™ and “DEVELOPMENT .
environment: development

H* H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HOH R H
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# tags: NEEDS_TO BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS_TO_BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout _ms: NEEDS TO BE SET

#

# api.proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
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Set value to “true” for the agent to communicate with

the Contrast web interface over a proxy. Set value to
“false™ if you don"t want to use the proxy. If no value is
indicated, the presence of a valid **contrast.proxy.host**
and **contrast.proxy.port** will enable the proxy.

enable: NEEDS TO BE SET

HOHHHHH®

Set the proxy host. It must be set with port and scheme.
host: localhost

# #

# Set the proxy port. It must be set with host and scheme.

# port: 1234

# Set the proxy scheme (e.g., “http  or

# “https™). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO BE_SET

# Set the proxy user.

# user: NEEDS TO BE SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS TO BE_SET

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# Set the amount of time to run the agent before shutting down itself
# (in milliseconds). A negative value disables scheduled shutdown.
# shutdown_time ms: NEEDS TO BE SET

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.
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HoHHHHHHHHFHE

HOHHHHH® H H R HF H H H H* H H

H H H

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log™ creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

path: ./contrast _agent.log

Set the the log output level. Valid options are
“ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE.
level: INFO

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -
this scheme does not have a size limit; manual log pruning is

required. You must set this flag to use the backups and size flags.

roll_daily: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

Set the number of backup files to keep. Set to "0  to disable.
backups: 10

#

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

#
#

#
#
#

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR
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Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS TO BE SET

HoH O HHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS_TO BE_SET

# #*

# Specify the number of backup logs that the agent will create before
# Contrast cleans up the oldest file. A value of "0 means that no \
backups
are created, and the log iIs truncated when it reaches Its size cap.

Note - this property must be used with
~agent.security logger.roll_daily=false™; otherwise,
Contrast continues to log daily and disregard this limit.

HoH O HHHH

backups: NEEDS_TO_BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to "true” to enable Syslog logging.-
# enable: NEEDS_TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H* H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS_TO_BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE
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# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT", "CRITICAL",

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG™.
# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and "DEBUG".
# severity suspicious: WARNING

H*

agent._security_logger.syslog.heartbeat
Define the following properties to
set the Syslog heartbeat properties.

HOHHH

H*

heartbeat:

Set to "true” to enable the Syslog heartbeat.
The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H H R HF

Set the interval of the Syslog server for which to send
heartbeat messages to the Syslog server (in milliseconds).
interval _ms: 60000

H H H

#

# agent. java
# The following properties apply to any Java agent-wide configurations.

#

# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "application.name™ setting.

H o HHHHHHHHHHHHH

standalone_app_name: NEEDS TO BE SET
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By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. 1If disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

HOoH R HHHHHFH

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors Into types

# that 1t might have overlooked. In most cases, this produces a slight

# 1Increase in accuracy at the cost of increased application startup

# time. Set this property to "false™ to disable this level of \
inspection.

#

# scan_all_code sources: true

#

# inventory
# Use the properties in this section to override the inventory features.

#

# Inventory:

Set to “false™ to disable inventory features in the agent.
enable: true

H #*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

H O HHH

library dirs: NEEDS TO BE SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H H#*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

H HHH

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

H O HHH

tags: NEEDS_TO BE_SET
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# assess
# Use the properties In this section to control Assess.
#
# assess:
# Include this property to determine if the Assess
# feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
# enable: false

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

H O HH

tags: NEEDS_TO BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set “reflected-xss,sgl-injection™ to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled rules: NEEDS TO BE SET
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#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties iIn this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS TO BE SET

# protect.rules.bot-blocker

# Use the following properties to configure
# 1f and how the agent blocks bots.

#

# bot-blocker:

# Set to "true” for the agent to block known bots.
# enable: false

protect.rules.sgl-injection
Use the following settings to configure the sql-injection rule.

H H H
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# sgl-injection:

H*

HOHHH

H*

HOH R H H HHHF HOHHH H* HHHF HoH O HHHH

HoHHHH

Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or off.

Note - If a setting says, "if blocking is enabled”,

the setting can be “block™ or “block at perimeter .

mode: off

Tell the agent to detect when semantic analysis of the query
reveals tautologies used in exfiltration attacks (e.g., "or

1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: true

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained _queries: true

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
terminate queries. The agent blocks if blocking is enabled.
aggressive_comment: false

protect.rulles.cmd-injection
Use the following properties to configure
how the command injection rule works.

cmd-injection:

H O HHHHH

H H#*

Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,

the setting can be “block™ or “block at perimeter”.

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
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H*

HOH HH

H*+

H HHH

+

H* H H

detect parameter_command_backdoors: true

Detect when a system command is issued which contains

chained commands. The agent blocks If blocking is enabled.

detect chained _commands: true

Detect when a system command is issued with an argument matching a
known dangerous file path. The agent blocks if blocking is enabled.

detect _dangerous path_args: true

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased _commands: true

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

HoH R HHHH

H H H

H H R H

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
mode: off

Detect when custom code attempts to access sensitive

system files. The agent blocks if blocking is enabled.

detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in Ffile
names. The agent blocks if blocking is enabled.
detect _common_file_exploits: true

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
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# mode: off

#

# protect.rules.reflected-xss

# Use the following properties to configure how
# the reflected cross-site scripting rule works.
#

# reflected-xss:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off
#
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
#
# XxXxe:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
# mode: off
#
# protect.rules.csrf
# Use the following properties to configure how
# the cross-site request forgery rule works.
#
# csrf:
# Set the mode of the rule. Value options are
# “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
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# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

#

# padding-oracle: {}

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO BE SET

# Override the reported application path.
# path: NEEDS _TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS _TO BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO BE_SET

Override the reported application version.
version: NEEDS TO BE SET

H* H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HOHHHH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

H O HHHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are

HOH R H
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mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H* H*

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

HHHHHHHH

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_ SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and “DEVELOPMENT.
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - " labell, label2,label3”

H O HHFH

tags: NEEDS_TO BE_SET

Configure the Java agent for standalone applications

The process to run the Java agent on a standalone application is very similar to the standard process
for installing (page 37) and configuring a Java web application.

To configure the Java agent for a standalone application, pass the name of your application in the
contrast.agent. java.standalone_app_name system property.

For example, replace <YourContrastJarPath> and <YourAppJarPath> with the file paths to your
Contrast JAR (page 36) and your application JAR. Replace <YourAppName> with your application
name, and use these commands:

jJjava -javaagent:<YourContrastJarPath> \
-Dcontrast.agent. java.standalone_app_name=<YourAppName> \
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—-jar <YourAppJarPath> \
<application arguments>

TIP

There are multiple ways to configure an agent (page 29), aside from using system
properties.

If your application’s JAR includes shaded dependencies the Java agent can’t directly determine library
usage. Instead, the Java agent will report a list of JARs based on the information gathered from
the pom.properties files provided with the included libraries.

0 IMPORTANT

In some cases, like multi-tenant configuration, you may wish to configure the agent
to use a single application name but do not wish to treat application server code
as belonging to the application. In this case, use application.name instead.
Certain features like route coverage and build-based views do not work with
application.name as they do with agent. Java.standalone_app_name.

Transport Layer Security (TLS)

The Contrast Java agent uses a secure TLS connection to communicate with Contrast.

For hosted customers, Contrast uses strong TLSv1.2 connections and certificates signed by industry
standard certificate authorities (CAs). However, on-premises customers may need to configure the
Java agent to use enterprise CAs, and may want the Java agent to send client certificates in the TLS
handshake.

The Contrast Java agent uses the standard Java Cryptography Architecture for configuring
TLS. Specifically, the Java agent uses the system's "TLS" javax.net.ss|.SSLContext. For
most users, this means that you can adjust the certificates trusted by the agent using

the standard javax.net.ssl _trustStore system properties. You can also adjust the
certificate the agent sends when the TLS server requests a client certificate using the
standard javax.net.ssl _keyStore system properties.

This example configures the Java agent to use a custom key store and trust store:

jJava \
-jJjavaagent:contrast. jar \
-Djavax.net.ssl ._trustStore=/etc/pki/tls/my-enterprise-truststore.pl2 \
-Djavax.net.ssl _trustStorePassword=changeit \
-Djavax.net.ssl _trustStoreType=PKCS12 \
-Djavax.net.ssl .keyStore=/etc/pki/tls/server-client-certificate.pl2 \
-Djavax.net.ssl _keyStorePassword=password \
-Djavax.net.ssl _keyStoreType=PKCS12 \
-jar my-server.jar
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Use the Java Agent with the Java Platform Module System (JPMS)

JPMS is a way to encapsulate code that is present in Java versions 9 and later. Contrast supports
inspection of modules and launching of applications written with the JPMS.

The Java Agent requires that the java.sql package be required by the application's modulle-
info.java files:

module mymodule {
requires java.sql;

}

or supplied by the ——add-modules command-line argument at runtime:

jJjava -javaagent:/opt/contrast/contrast-agent. jar --add-modules java.sql --
module-path libs --module mymodule/mycompany.App

Java 2 security

The Java 2 security manager allows system administrators to enforce policies that dictate the
permissions available to Java code within a JVM.

If you are using the Java 2 security manager with the Java agent, you will need to configure Java
security policy files to apply permissions to Java code principals.

Java code principals are typically identified by a CodeSource (like, a JAR), and in rare cases, by the
entity that signed the JAR.

For example, in Tomcat’'s default catalina.policy file, the policy grants permissions to the JDBC driver
JAR:

// The permission granted to your JDBC driver
grant codeBase "jar:file:${catalina.base}/webapps/examples/WEB-INF/1ib/
driver_jar!/-" {

permission java.net.SocketPermission 'dbhost.mycompany.com:5432", \
"‘connect"';

};

The Java 2 security manager can be useful in situations where the system administrator can't fully trust
the code deployed by users. For example, if you are hosting users' applications on multi-tenant Tomcat
instances, you could use the Java 2 security manager to constrain users' applications from taking down
their whole service (for example, by disallowing calls to System.exit()).

If you are using the Java 2 security manager with the Contrast Java agent, you should grant the Java
agent the full set of permissions in your security policy file (java.security.AllPermission). To do this,
replace <YourContrastJarPath> with the path to your Contrast JAR (page 36), and use:

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;

};

If you are using Java 2 security manager and one of these environments, you may also need to
complete further configuration:

* Glassfish

+ Jetty (page 48)

+ Tomcat (page 49)

* WebLogic (page 50)

* WebSphere (page 51)
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* WildFly (page 47)

.NET Framework agent

The Contrast .NET Framework agent analyzes the behavior of .NET web applications as users interact
with these applications.

Once installed, the .NET Framework agent automatically instruments ASP.NET applications deployed
to IIS. Agent analysis is performed as applications are exercised by users (or by automated scripts or

tests).

You can view the results of the agent's analysis in the Contrast application. The Contrast .NET
Framework agent consists of several components:

+ Background Windows service: (DotnetAgentService.exe) This service prepares the environment
for instrumentation and manages communication between agent components. This is the main
service that controls agent behavior. You can disable Contrast's instrumentation and analysis by
stopping the agent's background Windows service.

» The .NET Profiler: This instruments applications to weave in method calls out to agent sensors.

» Sensors: These gather security, architecture and library information.

* The .NET Framework Contrast tray (page 156): This is a Windows system tray application that
displays high-level information about the health of the agent.

As a next step, you can:

+ Install the .NET Framework agent (page 111)
» View supported technologies (page 109)

+ View system requirements (page 110)

* Use the agent with IIS Express (page 153)

» Use application pools in IIS (page 158)

Supported technologies for the .NET Framework agent

The Contrast .NET agent supports analysis of web applications built on the following technologies.

Runtime
version

CLR

Web servers

Technology

Supported versions

.NET Framework for Windows

4.71,4.72,48

CLR4

- IS
* |IS Express

Notes

Previous versions are supported with the Legacy .NET Framework
agent (page 151)

If you are using Azure App Service or Docker you must use CLR4.

Not supported:

« Classic ASP language
Classic ASP applications don't run on the .NET runtime.

« Mono runtime
The agent uses the CLR Profiling API to instrument applications. The CLR
Profiling API is a Component Object Model (COM)-based interface exposed by
the CLR. Linux does not support COM. Therefore Mono does not support the
CLR Profiling APl and Contrast cannot support Mono.
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Technology

Application
frameworks

Supported versions

* ASP.NET MVC 3-5

* ASP.NET Web
Forms

* ASP.NET Web

Pages

11IS-Hosted ASMX-

based Web

Services

1IS-Hosted Web

API

11S-Hosted WCF

Services

* OWIN Hosted
Web API (via a
Windows service
or a command line
application)

Notes

These frameworks are explicitly tested, however, you may still be able to analyze
other applications if the framework simply wraps the typical ASP.NET classes (for
example, System.Web.HttpRequest).

Not supported:

« Analysis of .NET Framework ASP.NET Core applications (use our .NET Core
agent (page 160) to analyze .NET Core applications).
« Applications running under partial trust.

NOTE

For Azure App Service, .NET Framework applications must use the .NET Framework

site extension or NuGet package.

.NET Core applications must use the .NET Core-specific site extension or NuGet
package.

System requirements for .NET Framework agent
Before installing the .NET Framework agent, you must meet the following requirements:

* You have administrative access to a web server, and the server is supported by Contrast.
» There is a deployed application to be analyzed, and the web application technology is supported by

Contrast.

* |IS can be restarted.
» The web server has network connectivity with Contrast.
* The server meets the minimum requirements.

Requirements
Runtime

Operating system

Processor
architecture

CPU

Memory

Server

4.7.1 or later
* Windows 10

Recommended Notes

» Windows Server 2012, 2012 R2, 2016, 2019
« Azure Virtual Machines, Cloud Services, Mobile Services
* Azure App Service

» 32-bit
* 64-bit

At least 4
At least 8 GB

On 64-bit systems, you can use the
agent to analyze both 32-bit and
64-bit web applications.

Minimum: 2
Minimum: 4 GB

The .NET agent roughly doubles the memory requirements of
analyzed applications. Applications should use less than half of
the available memory when the .NET agent is not installed.

« .NET Framework 4.7.1
* CLR 4 (.NET 4.0 and later).

For servers on earlier versions
use the Legacy .NET Framework
agent (page 151)
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NOTE

E The .NET Framework agent uses the CLR Profiling API to perform data and code flow
analysis (for example, detect SQL-injection, XSS, weak cryptography) as well as to
detect libraries and technologies used by analyzed applications.

The Contrast agent can exist alongside other .NET Profiler agents (page 155), such as
performance or APM tools with the agent.dotnet.enable_chaining configuration
setting enabled.

Install the .NET Framework agent

In most deployments, much of the installation is done automatically by the installer or site extension. A
basic installation of the .NET Framework agent looks like this:

1. Download the installer and place it on the server.
2. Run the installer.
3. Use the application as you normally would and verify that Contrast sees your application.

NOTE

If you are using Windows 2008, a version of .NET Framework prior to 4.7.1 or if
your application targets CLR2, you should use the Legacy .NET Framework agent
installer (page 151).

Specifically, installation varies depending on how you want to install the .NET Framework agent:

* .NET Framework Windows installer (page 111)
* Azure App Service (page 114)

* Into a container, like Docker (page 115)

» Web API-OWIN (page 117)

To auto-upgrade your agent, enable this option with the Agent Upgrade Service (page 119).

.NET Framework agent installer for Windows

The Contrast .NET Framework agent installer is a normal Windows application installer built using
standard MSI technology. It validates that the target server satisfies several requirements (for example,
that the server's operating system is a supported operating system). If all requirements are met, the
installer:

» Registers the .NET Framework agent as a standard Windows program.

» Places the agent’s files on a disk in the specified install location (for example, C:\Program
Files\Contrast\dotnet). This includes several dynamic link libraries (DLLs) and executables, such as
the background Windows service that drives agent behavior.

» Creates the specified data directory for the agent that's primarily used to store agent log files and
configuration (for example, C:\ProgramData\Contrast\dotnet).

» Registers the agent’s background Window service with the operating system.

» Adds the agent's Native Module to 1IS. The Native Module registers the agent’s profiler component
with 1IS through environment variables. This causes the CLR to load the agent’s profiler, which is
responsible for instrumenting analyzed applications.
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+ Starts the agent’s background Windows service and Contrast tray (page 156) application. This
service is responsible for:
» Communication with profiler and sensor components through local named pipes.

NOTE

« If you are using the agent with self-hosted Web APl and OWIN (page 117) (outside
of 11S), further configuration is needed.

* If you are using Windows 2008, a version of .NET Framework prior to 4.7.1 or if
your application targets CLR2, you should use the Legacy .NET Framework agent
installer (page 151).

Install the .NET Framework agent using Contrast:
Install the .NET Framework agent using Contrast

1. Inthe Contrast web application, select Add new in the top right.
2. Choose .NET Framework in the application language dropdown, then select lIS hosted and select
the link to Download the agent and YAML configuration file.
3. Extract the downloaded ZIP archive on the web server, and run ContrastSetup.exe. This installs
the .NET Framework agent.
The contrast_security.yaml file is copied to the agent's data directory by the installer and placed in
C:\ProgramData\Contrast\dotnet\contrast_security.yaml by default. The installer does not copy the
YAML file if it already exists at the destination.
* You can use the command line (page 122) to access additional options supported by the .NET
Framework agent installer for Windows.
+ If you are using another profiler in this environment, such as an APM like New Relic or
AppDynamics, then you need to enable Contrast profiler chaining (page 155).
4. You can further configure the agent using the .NET Framework YAML template (page 124).
5. Use the application as you normally would and verify that Contrast sees your application.
If there are some applications you don't need to analyze, or if you are trying to be lean on
performance, consider using application pools (page 158) to limit the number of applications
instrumented.

Install the .NET Framework agent using command line

You can use the command line to access additional options supported by the .NET Framework agent
installer for Windows.

The .NET agent can be installed using the Windows Ul, and uninstalled or repaired using standard
Windows features (including the Programs and Features Control Panel and Powershell). However, you
may want to use the .NET Framework agent installer for Windows to perform these actions instead for
certain scenarios such as automated scripting.

Use these commands for attended mode:

* Install:ContrastSetup.exe
* Uninstall:ContrastSetup.exe -uninstall
* Repair:ContrastSetup.exe -repair

Use these commands for unattended or silent mode:
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* Install:ContrastSetup.exe -s -norestart

* Uninstall:ContrastSetup.exe -uninstall -s -norestart

* Repair:ContrastSetup.exe -repair -s -norestart

The .NET Framework agent installer for Windows supports several additional options that are

accessible when you use the command line for installation.

Option
INSTALLFOLDER

DATAFOLDER

StartTray

PathToYaml

SERVICE_STARTUP_TYPE_MANUAL

SUPPRESS_SERVICE_START

USE_VIRTUAL_SERVICE_ACCOUNT

INSECURE_YAML_FILE

INSTALL_UPGRADE_SERVICE

UPGRADE_SERVICE_INSTALLFOLDER

Description

This specifies the install directory.
Program files will be written to this
directory. Defaults are dependent

on OS variables.

This specifies the data

directory. Logs and the
contrast_security.yaml file
will be written to this directory.
Defaults are dependent on OS
variables.

When set to 0, this suppresses the
start of the tray application when
agent installation is completed.
This is recommended when
installing the agent on Windows
Server Core instances. The default
is 1.

This specifies a custom YAML
configuration file. The default

is the contrast_security.yaml file
located relative to the installer's
location.

This must be provided when
installing, upgrading and repairing
the agent. If set to 1, this

option sets the Contrast service
startup type to Manual. The default
is 0 (Automatic Delayed Start).

This must be provided when
installing, upgrading and repairing
the agent. If set to 1, this option
suppresses automatically starting
the service. The default is 0.

Run the agent service

under a restricted virtual

service account. Configures

the service to run as the

NT Service\DotnetAgentSvc
virtual account instead of SYSTEM.

Restrict edits to the
contrast_security.yaml file
of non-elevated users.

Set to 0 to not install the agent
upgrade service. Default value is 1.

Specify the location where the
installer will place upgrade service
files.

Example

INSTALLFOLDER="D:\Programs\Contra
st”

DATAFOLDER ="D:\Data\Contrast™

StartTray=0

PathToYaml=c:\contrast_security.y
aml

SERVICE_STARTUP_TYPE_MANUAL=1

SUPPRESS_SERVICE_START=1

USE_VIRTUAL_SERVICE_ACCOUNT=0

INSECURE_YAML_FILE=0

INSTALL_UPGRADE_SERVICE=1

UPGRADE_SERVICE_INSTALLFOLDER="C:
\Program Files
(x86)\Contrast\upgrade-service"
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TIP
@ To install the .NET agent using scripts, you can use this command:

ContrastSetup.exe -s -
norestart StartTray=0 PathToYaml=C:\Temp\custom.yaml

This command installs the .NET agent in silent and unattended mode, suppresses the
start of the tray application, and uses a custom path to the YAML configuration file.

0 IMPORTANT

Contrast automatically restarts 1IS when you install the agent.

Install the .NET Framework agent for Azure App Service

NOTE

If you don't have access to the site extension, you can manually install the .NET
Framework agent with NuGet (page 116).

Steps
To install the .NET Framework agent using Azure Portal Extensions:

1.

—‘“>.°°.\‘.0".0‘:“.‘*J

Create an application hosted on Azure App Service.

To do this you must have an Azure account and create an ASP.NET Framework web app. Publish
your application to Azure, and confirm that it works as expected without Contrast.

Configure settings that allow the agent to connect to Contrast by adding the following values in the
Application Settings section of the Configuration blade for your application.

Key Value
CONTRAST__API__USER_NAME Replace with your agent username (page 31).
CONTRAST__API__SERVICE_KEY Replace with your agent service key (page 31).

CONTRAST__API__API_KEY Replace with your agent API key (page 31).
CONTRAST__API__URL Defaults to https://app.contrastsecurity.com. Replace with another URL, if you're
using a Contrast application that's hosted elsewhere.

In the Azure Portal, select your hosted application.

Select Extensions.

Select Add.

Select the Contrast .NET Site Extension. This is the extension for NET Framework applications.
Select OK, and agree to the terms and conditions.

Wait a few seconds and confirm the site extension installed correctly.

Go back to the application overview and Restart the application.

O Navigate to the application, and confirm the application is reporting to Contrast.

Agents 114


https://portal.azure.com/
https://docs.microsoft.com/en-us/azure/app-service/app-service-web-get-started-dotnet-framework

 Contrast

Contrast Documentation

@

TIP

You can also install the agent from the Site Extensions area of your application
management SCM (Kudu) site.

IMPORTANT

If a new version of the agent is available, it's indicated in the Azure Portal or Kudu
dashboard. You must stop the site before starting the update; otherwise, the update
may fail.

NOTE

The site extension sets a number of environment variables, including:

COR_ENABLE_PROFILING=1
COR_PROF I LER={EFEBSEE0-6D39-4347-A5FE-4DOC88BC5BC1}

COR_PROFILER_PATH_32=D:\home\siteextensions\Contrast.Net.Azure.S

iteExtension\ContrastAppService\ContrastProfiler-32._dl1

COR_PROFILER_PATH_64=D:\home\siteextensions\Contrast.Net.Azure.S

iteExtension\ContrastAppService\ContrastProfiler-64.dl1

CONTRAST _INSTALL _DIRECTORY=D:\home\siteextensions\Contrast.Net.A

zure.SiteExtension\ContrastAppService\

MicrosoftlnstrumentationEngine ConfigPath32 ContrastxX86Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\ContrastCi

eProfiler-32.config

MicrosoftlnstrumentationEngine ConfigPath64 Contrastx64Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\ContrastCi

eProfiler-64.config

If the CLR instrumentation engine (CIE) is configured for the application (for example,

because Application Insights is enabled), Azure should automatically overwrite the
COR_PROFILER* variables to point to the profiler of the CIE.

The CIE will then use the MicrosoftinstrumentationEngine * variables to load the
Contrast agent.

If the CIE is not configured for the application, the standard COR_PROFILER*
variables will be used to load the Contrast agent.

Install the .NET Framework agent using a container

Before you begin
This topic provides general guidance for installing the Contrast .NET Framework agent in a
containerized application, with Docker as an example.

You should have a basic understanding of how containers and related software work. You may need to
adjust the instructions to meet your specific circumstances.
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Install the agent

If you are using containerized applications, you can install the Contrast .NET Framework agent using
the NuGet package.

Use a Docker image based on Microsoft ASP.NET.
Download Contrast agent assemblies from the Contrast. NET.Azure.AppService NuGet package.
Extract the NuGet package.

Set the following environment variables (page 35) on the application process. Replace
<YourPath> with the path to the extracted files.

b=

Environment variable Value
COR_ENABLE_PROFILING 1
COR_PROFILER {EFEB8EE0-6D39-4347-A5FE-4D0C88BC5BC1}
COR_PROFILER_PATH_32 <YourPath>\content\contrast\ContrastProfiler-32._dl11
COR_PROFILER_PATH_64 <YourPath>\content\contrast\ContrastProfiler-64.dl1l

5. Use YAML configuration or environment variables (page 35) to configure authentication with
Contrast and other settings for the .NET Framework agent (page 124).

TIP
@ You can see examples of finished code in this GitHub repository. In particular, these
ASP.NET application use cases might be helpful.

Default AppPool:

» Dockerfile
» Entrypoint script

Custom AppPool:

» Dockerfile
» Entrypoint script

See also
Contrast Support Portal Kubernetes and Contrast

Contrast Support Portal AWS Fargate and Contrast agents

Install the .NET Framework agent manually with NuGet

In some instances, you may prefer to manually install the .NET Framework agent using NuGet.
For example, this can be useful if you are unable to access the Azure App Service site
extension (page 114) or if you prefer to include the .NET Framework agent as a dependency.

1. Add the Contrast NuGet package to your application.
In Visual Studio, under the application project in the Solution Explorer, right-click on References
and select Manage NuGet Packages.
Search for the Contrast.Net.Azure.AppService package, select it and add it to your project.
Build your application. Confirm that Contrast assemblies (for example, ContrastProfiler-64.dll) are
in a new contrastsecurity folder that's created in the application's root directory.

2. Add application authentication settings for Contrast.
You can either add the authentication settings through the App Service Settings window in Visual
Studio's "Publish to Azure App Service", or directly through the Azure App Service Portal.
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Set the Contrast authentication keys that the agent needs to connect to Contrast, and select Save.
You can find your keys (page 31) in your profile.

3. Follow the build process from the dotnet source code repository.

4. Go to the Application settings area of your application in the Azure Portal. Set the Contrast
authentication keys that the agent needs to connect to Contrast, and select Save.

5. Using Visual Studio, publish the application to Azure.
Once the application has loaded, use the application and then open Contrast to verify that the
server and application are active, and that any expected vulnerabilities appear.

Install the .NET Framework agent with Web APl and Owin

The .NET agent supports analysis of Web API applications that are self-hosted with the Open Web
Interface for .NET (OWIN). The Web Api can be deployed as a command line application and Windows
service.

NOTE

Web API applications hosted in the IIS integrated pipeline using the SystemWeb
HttpModule and those deployed with an OWIN Host are not supported.

1. Install the .NET agent with .NET Framework agent installer for Windows (page 111).
2. Set the environment variables, depending on how you deploy your Web API hosted by OWIN.

* Deployed as a command line application: Set these environment variables before running the
command line application that is being used to self-host OWIN:

Environment variable Value
COR_ENABLE_PROFILING 1
COR_PROFILER {EFEBSEE0-6D39-4347-A5FE-4D0C88BC5BC1}

COR_PROFILER_PATH_32 C:\Program Files\Contrast\dotnet\ContrastProfiler-32.dll
COR_PROFILER_PATH_64 C:\Program Files\Contrast\dotnet\ContrastProfiler-64.dll

NOTE

COR_PROFILER_PATH_32/COR_PROFILER_PATH_64 must match the
installation directory chosen during the install of the .NET Framework agent.

+ Deployed as a Windows service:
Install the service that contains the Web API application. Note the name of the service.
Under the service's registry key, create a REG_MULTI_SZ value called Environment. If there is
already an Environment value, add the new values below the existing values.
Set the required environment variables. Each environment variable key/value pair must
be separated by a new line. Environment variables that are unique for each service
can be set under that service's registry key. The service's registry key can be found at:
HKLM\SYSTEM\CurrentControlSet\Services\YourServiceName

Environment variable Value
COR_ENABLE_PROFILING 1
COR_PROFILER {EFEB8EE0-6D39-4347-A5FE-4D0C88BC5BC1}

COR_PROFILER_PATH_32 C:\Program Files\Contrast\dotnet\ContrastProfiler-32.dll
COR_PROFILER_PATH_64 C:\Program Files\Contrast\dotnet\ContrastProfiler-64.dll
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Environment variable Value

CONTRAST_CONFIG_PATH C:\ProgramData\contrast\dotnet\contrast_security.yaml|

NOTE

COR_PROFILER_PATH_32 /COR_PROFILER_PATH_64 must match the
installation directory chosen during the install of the .NET Framework agent.

3. Restart the service so that new values are loaded. This Powershell script can be used to set the
required environment variables:

param (
# Name of the service that it was given at installation.
[Parameter (Mandatory=$true)]
[string]
$ServiceName,

# Path to the 64-bit Contrast profiler DLL.

# Defaults to: "C:\Program \
Files\Contrast\dotnet\ContrastProfiler-64.dI1"

[string]

$ProfilerPath64 = ""C:\Program \
Files\Contrast\dotnet\ContrastProfiler-64.dI1",

# Path to the 32-bit Contrast profiler DLL.

# Defaults to: "C:\Program \
Files\Contrast\dotnet\ContrastProfiler-32.dI1"

[string]

$ProfilerPath32 = "C:\Program \
Files\Contrast\dotnet\ContrastProfiler-32._dI1",

# Path to the Contrast agent configuration YAML file.

# Defaults to: \
""C:\ProgramData\contrast\dotnet\contrast security.yaml"

[string]

$ConfigYamlPath = \
"C:\ProgramData\contrast\dotnet\contrast security.yaml"

)

it (-Not (Test-Path -Path $ProfilerPath64 -PathType Leaf)) {
Write-Host "Cannot find 64-bit profiler DLL at path \
“"$ProfilerPath64™"."
exit 1

}

if (-Not (Test-Path -Path $ConfigYamlPath -PathType Leaf)) {
Write-Host ""Cannot find configuration YAML file at path \
“"$ConfigYamlPath™ ™ "
exit 1

}

it (-Not (Test-Path -Path $ProfilerPath32 -PathType Leaf)) {
Write-Host "Cannot find 32-bit profiler DLL at path \
“"$ProfilerPath32™"."
exit 1
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}

# Check if there is a service with the specified name installed.
$service = Get-Service -Name $ServiceName -ErrorAction Ignore

if ($null -Eq $service) {
Write-Host ""The service ~"$ServiceName™ " was not found."
exit 2

}

# Create value for multiline registry string.

$values = @(
"COR_ENABLE_PROFILING=1",
"COR_PROFI1LER={EFEB8EE0-6D39-4347-A5FE-4D0OC88BC5BC1}"",
"COR_PROFILER_PATH_64=$ProfilerPath64",
"COR_PROFILER_PATH_32=$ProfilerPath32",
""CONTRAST_CONFIG_PATH=$ConfigYamlPath"

)
$registryKey = "HKLM:\SYSTEM\CurrentControlSet\Services\$ServiceName"

# Check if the Environment value already exists.
$environmentValue = Get-ltemProperty -Path $registryKey -
Name "Environment' -ErrorAction lIgnore

if (3null -Ne $environmentValue) {

# Add the Contrast environment variables to the existing variables.

$existingvalues = \
[System.Collections.ArrayList]@($environmentValue.Environment)

foreach ($item in $values) {

$idx = $existingValues.Add($item)
}
$values = $existingValues

¥

# Set the environment variables for the service.
Set-l1temProperty -Path $registryKey -Type MultiString -
Name "Environment™ -Value $values

# Restart the service so it picks up the new environment variables.
Restart-Service -Name $ServiceName

Agent upgrade service

The Agent Upgrade Service is a background Windows service that helps you keep the .NET Framework
and .NET Core for IIS agents automatically updated to the most recent version on Windows. The Agent
Upgrade Service is included with the .NET Framework Agent Installer and .NET Core Agent for IIS
Installer; the agent installers install two products:

+ the corresponding agent, and
» the Agent Upgrade Service.

By default, the Agent Upgrade Service checks for new agent versions released to NuGet when the
service first starts up (when the Windows Server is restarted.) If a new agent version is found, the
Upgrade Service will download the new agent version, verify the installer’s signature, and then finally
execute the installer.
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NOTE

When a new agent version installed, IIS will be restarted.

The Agent Upgrade Service is an optional component and is not required for agent Assess and Protect
features.

» De-select the Install the agent upgrade service checkbox when installing the agent if you do not
want to use the Agent Upgrade Service.

+ If installing the agent via command line, add INSTALL_UPGRADE_SERVICE=0 argument to not install
the Agent Upgrade Service.

:E:I MET Framework Agent Setup - X

C|)NTRAST NET Framework Agent

Customize Setup

.MET Framework Agent

Install felder:

CA\Program Files\Contrast\dotnet!,
Data folder:

CAProgramData\Contrast\dotnet), Browse

YAML configuration file:

CAProgramData\Contrast\dotnet\contrast_security.yam|

[] Run the agent service under a restricted virtual service account.
Start the agent service on Windows startup.

Start the agent service during setup.

Start the Tray when setup is successful.

Restrict edits of YAML configuration file,

Install the agent upgrade service,

Mext | | Cloze

The behavior of the Agent Upgrade Service can be modified via an agent-specific configuration
file in the Contrast data directory. The default location is Cz\ProgramData\Contrast\upgrade-
service.

The configuration for upgrading the .NET Core agent is located in the NetCore.yaml file (page 176).

enable: true # Set to “true” for the agent to automatically upgrade to \
newer versions.

checks: Startup # Set the frequency with which the agent checks for \
updates. Valid values are “daily” for every 24 hours and on startup, or \
“startup” for *only* when service starts up.

timeout_ms: 60000 # Set the time allocated to execute the downloaded agent \
installer before cancelling.

nuget_repository url: https://api.nuget.org/v3/index.json # Set the URL of \
the Nuget repository to be used for the _NET Core Agent for I11S Installer
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nuget package name: Contrast.CorellS.Installer # Set the name of the .NET \
Core Agent for 11S Nuget package.

installer_upgrade_code: 82468c04-dfc0-4a4c-9eb9-c4b314c67fdc # Used \
internally to retrieve the current installed agent version from Windows.

S NOTE

The Agent Upgrade Service is only included with the agent installer. It is not included
with the manual .NET Core Agent, agent NuGet packages, or Azure App Service site
extensions.

Update the .NET Framework agent

The .NET Framework has two versions, legacy and modern. The method of keeping the agent up-to-
date will depend on which of the legacy/modern agent you are using.

There are three ways to update the .NET Framework agent:

» Automatically update the agent
» Download the agent from the JFrog repository (legacy agent versions only)
» Use Contrast API to download the agent and install with the command line

Before you begin

» Confirm your .NET Framework application runs properly without the Contrast .NET Framework agent.

* Previously successfully installed the Contrast .NET Framework agent.

» Defined a policy for how and when to update the agent, based on your change management policy,
workflow, and the environment where you deploy agents.

» Have some familiarity with Windows scripting methods, including PowerShell.

Update the agent automatically (modern)

The modern agent automatically updates through the Agent upgrade service (page 119). Contrast
supports and releases new versions of the modern agent, versions 20.5.1 and later. The modern agent
will not auto-update if it detects an unsupported environment (page 109).

Download the agent from the JFrog repository (legacy)

You can download the agent from the JFrog Artifactory if you need to stay on the legacy agent. This
agent does not automatically update, and needs to be manually updated.

1. Download the new version.
2. Use the silent installer with command line to update the agent:

ContrastSetup.exe -s -norestart
Use the Contrast APl to download the agent (modern)

1. Download the Contrast agent directly from the Contrast API. This works for both hosted and
on-premises instances of Contrast.
You need an account (service or user) to access the API.

2. Use the silent installer to install the agent with command line, after downloading the agent.
You can find your credentials by viewing your organization and personal keys (page 415).
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See also

» Agent upgrade service (page 119)

Configure the .NET Framework agent
The standard configuration (page 29) uses this order of precedence (page 30).

Configure the .NET Framework agent:

» For Azure App Service (below)
* In the web.conTfig file (page 122)
» With the .NET Framework YAML template (page 124)

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

.NET Framework agent-specific settings for Azure App Service
You can configure the .NET Framework agent for Azure App Service in the Azure Portal in three ways:

» Use the environment variable convention of agent configuration. Add all settings to the Application
Settings section of the Configuration blade in the Azure Portal using environment variable
syntax (page 35).

» Specify appl ication configuration options in an application's web.config file. For the agent to pick
up customized application settings, you must place these settings in the application web.config file's
root configuration appSettings section. See application-specific settings for Windows (page 122)
for more details.

+ Instead of setting individual options in the Azure Portal, you may use a YAML configuration
file containing Contrast settings. First, upload the file to your Azure web application by
including it in your application deployment or using the Kudu console. Then add an application
setting, CONTRAST_CONFIG_PATH, that points to this file.

For example, To use the contrast_security.yaml file in the root of your application, add an application
setting with key CONTRAST_CONF1G_PATH and value D:\Home\site\wwwroot\contrast_security.yaml.
Application files in Azure App Service are deployed to D:\home\site\wwwroot.

Configure .NET Framework with web.config file

You can specify the configuration options in an application's web.config file or using YAML
configuration. For the agent to pick up customized application settings with web.config, you must place
these settings in the application web.config file's root configuration appSettings section.

For example, two applications hosted in the same application pool will report as different servers if you
configure the contrast.server _name property in the appSettings in each application's web.config
file. Or, you could use web.config to configure the contrast.application.name, like this:

<configuration>
<appSettings>
<add key="contrast.application.name™ value="MyWebAppName™ />
<add key="'contrast.application.version" value="1.2_.3" />
</appSettings>
<system.web>
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See the .NET Framework YAML template (page 124) for a description of other available properties.

If your agent version is earlier than 21.1.4, only some properties can be configured with web.config as

listed here

contrast

contrast

contrast.
contrast.
contrast.
contrast.
contrast.
contrast.
contrast.

contrast.

Properties
application.code
application.group
application.metadata
application.name
application.session_id
application.session_metadata
application.tags
application.version
.assess.tags

.inventory.tags

Introduced with this .NET Framework agent version
19.6.3
19.1.3
19.1.3
19.1.3
20.6.6
20.6.6
19.1.3
19.1.3
19.1.3
19.1.3

K

NOTE

If contrast.application.name is not specified, the .NET Framework agent will
use the application's virtual path as an application name. If the application is hosted in
the root of a site (meaning, the virtual path is /), the .NET Framework agent will use the

site's name as the application name.

IMPORTANT

Starting with agent version 21.1.4, users can set most agent configuration settings
either with the application's web.config file or with a contrast_security.yaml

file in the same directory as the application. For example, two applications hosted

in the same application pool can now report as different servers by setting
contrast.server.name in the appSettings in each application's web.config file.

The following configuration settings are applied at the process level and cannot be
customized separately for each application. You cannot set these properties using
web.config and must set these configurations another way (like with YAML).

» agent.dotnet.app_pool_denylist

» agent.dotnet.app_pool_allowlist

+ agent.dotnet.enable_instrumentation_optimizations
» agent.dotnet.enable_jit_inlining

» agent.dotnet.enable_transparency_checks

» agent.dotnet.enable_struct_dataflow

» assess.enable_control_detection

Additionally, the agent's profiler component uses the process-level settings for the
following keys, while the agent's sensor component will use the application-specific

settings (if specified):

» agent.logger.level
» agent.logger.stdout
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.NET Framework YAML template

Configure the .NET Framework agent using a YAML configuration file.

The contrast_security.yaml file is copied to the agent's data directory by the installer
(C:\ProgramData\Contrast\dotnet\contrast _security.yaml by default). The installer does not copy the
YAML file if it already exists at the destination.

The template below contains all valid YAML options for this agent. For example, you can use

the file to set the server name reported by the .NET Framework agent. To do this, update

the contrast_security.yaml file, add a new line and the code below, and then continue the installation as
normal.

server:
name: MyServerName

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS_TO_BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
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the
# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls
# | SecurityProtocolType.TlIs1ll | SecurityProtocolType.TIs12).
# tls versions: tls]tlslil]tlsl2

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include "File  or “Store .
certificate_location: NEEDS_TO_BE_SET

H H H

Set the absolute path to the client certificate®s

.CER File for communication with Contrast Ul. The
“certificate location™ property must be set to "File .
cer_file: NEEDS_TO BE_SET

H H R H

Specify the name of certificate store to open. The
“certificate_location™ property must be set to “Store .
Value options include ~“AuthRoot™, ~CertificateAuthority”,
“My~, “Root~, “TrustedPeople™, or "TrustedPublisher .
store_name: NEEDS_TO_ BE_SET

HH R HH

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser™ or "LocalMachine .
store_location: NEEDS TO BE SET

H H R HF

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate_location™ property must be set to ~“Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, ~FindBySerialNumber™,
“FindBySubjectDistinguishedName™, "“FindBySubjectKeyldentifier",
“FindBySubjectName™, or ~“FindByThumbprint .

find_type: NEEDS _TO BE_SET

HoHHHHHHH

Specify the value the agent uses in combination with
“find_type~ to find a certification in the certificate store.

Note - The agent will use the Ffirst certificate from
the certificate store that matches this search criteria.

HOH O HHHH*

find_value: NEEDS TO BE SET
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#

# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS _TO_BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS TO BE SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest , and "Basic .
# auth_type: NEEDS _TO BE SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
#

# agent:

#

# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:
# Set the the log output level. Valid options are
# TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO

# Set to “true” to redirect all logs to
# “stdout™ instead of the file system.
# stdout: false
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# Set the roll size for log files In megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

#

# syslog:

# Set to "true” to enable Syslog logging.-
# enable: NEEDS_TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H* H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS_TO_BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE
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Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT", “CRITICAL",
"ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
severity blocked perimeter: NOTICE

H H R H

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and “DEBUG".
severity_probed: WARNING

H H

# Set the log level of Suspicious attacks. Value options are “ALERT"

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and "DEBUG".
# severity suspicious: WARNING

Set the connection type used for Syslog messages.
Value options are “UNENCRYPTED™ and “ENCRYPTED" .
connection_type: UNENCRYPTED

H H* H

#

# agent.dotnet
# The following properties apply to any _NET agent-wide configurations.

#

# dotnet:

HHHHHH H O HHFH HoHHHH HOH R H

HHHH

Set a list of application pool names that the agent does
not instrument or analyze. Names must be formatted as a
comma-separated list. New after .NET Framework 19.1_.3.
app_pool_denylist: NEEDS TO BE_SET

Set a list of application pool names that the agent instruments
or analyzes. If set, other application pools are ignored.
Allowlist takes precedence over denylist. Names must be formatted
as a comma-separated list. New after .NET Framework 19.1.3.
app_pool_allowlist: NEEDS TO BE SET

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after _NET Framework 19.1.3 and -NET Core 1.0.0.
application_denylist: NEEDS TO BE_SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_allowlist: NEEDS TO BE SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
APl1. Defaults to “true . New after .NET Framework 19.1.3
(Installed Only) and -NET Core 1.9.3 (Installed Only).
enable_chaining: true
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Indicate that the agent should produce a report that
summarizes application hosting on the server (e.g.,

CLR versions, bitness or pipeline modes). Defaults to
“true” . New after _NET Framework 19.1.3 (Installed Only).
enable _dvnr: true

HHHHH

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to “true . New

after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_instrumentation_optimizations: true

HH R H

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_jit inlining: true

H R HF

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to “false .
New after .NET Framework 19.1.3 and _NET Core 1.0.0.
enable_transparency_checks: false

HOH HH

Responses for request paths (e.g., HttpRequest.Path)
that match this regex are not analyzed. Defaults to

“WebResource.axd™ . New after _NET Framework 19.1_.3.

web_module_allowlist: WebResource.axd

H*HHHF

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after .NET Framework 20.6.3 and .NET Core 1.0.0.
enable cat: true

H H* H

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to "20 000 .
New after _NET Framework 20.4.3 and .NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

HoHHHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

"5 000" . New after _NET Framework 20.7.3 and _.NET Core 1.5.11.
protect_searchers _probe_analysis _single pattern_deadline ms: 5 000

H O HHFH

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to "60_000 .

New after _NET Framework 20.4.3 and .NET Core 1.5.0.
protect_searchers_total rule_deadline ms: 60 000

HoHHHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to 10 000 .

New after _NET Framework 20.7.3 and _NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

HHHHH

H*

Sets the maximum duration of time agent log files should be kept
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# since last write before being deleted by the agent. Defaults to

# ~604_800 000" . New after _NET Framework 20.6.1 and .NET Core 1.5.5.

# log_cleanup_maximum_age ms: 604_800_ 000

# Suppresses gathering process-level metrics (process level metrics are

# gathered by default), used to identify performance problems. Metric

# counters may further decrease the stability of already unstable

# systems and can be disabled (set to true) if issues occur. Defaults

# to false . New after _NET Framework 20.6.6 and _-NET Core 1.5.10.

# suppress_metric_counters: false

# Enable file based application watching. Set to false if

# Ffile watching is causing locking issues. Defaults to "true .

# New after .NET Framework 20.7.3 and .NET Core 1.5.11.

# enable_file_based app watching: true

# Enables HttpClient isolation using AppDomain remoting. This can be \
used

# to workaround _NET TLS version limitations at the cost of performance

# and stability. Enabled by default on applications targeting -NET

# Framework < 4.7.0, else disabled. New after .NET Framework 21.5.1.

# enable_http_client_app_domain_isolation: false

# Enables LINQ optimizations to improve performance

# at the cost of possible false negatives. Defaults

# to “true . New after _NET Framework 50.0.1.

# enable_ling_optimizations: true

#

# iInventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to “false™ to disable inventory features in the agent.
enable: true

H* H#*

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS TO BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

# Include this property to determine if the Assess
# feature should be enabled. If this property is not
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present, the decision is delegated to the Contrast Ul.
enable: false

H* H*

Control the values captured by Assess vulnerability events. “Full
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal”
has better performance as it only captures String type objects
as strings and uses type name for other object type values.
event_detail: minimal

HOH R HFHH

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

HHHHH

tags: NEEDS_TO BE_SET

Value options are "ALL™, “SOME™, or “NONE".

#
# stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H H H

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Example - Set “reflected-xss,sql-injection” to disable
the reflected-xss rule and the sgl-injection rule.

HOH R H
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# disabled _rules: NEEDS TO BE SET

#

# protect
# Use the properties in this section to override Protect features.

#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.

#

# rules:
# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled _rules: NEEDS TO BE SET

protect.rules._bot-blocker

if and how the agent blocks bots.

#
# Use the following properties to configure
#
#

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

protect.rules.sgl-injection

#
# Use the following settings to configure the sql-injection rule.
#

# sql-injection:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at _perimeter".
#
#

mode: off
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H*

HOH R H

H*

H*

H oH HH

3+

protect.rules.sgl-injection-semantic-chaining
Use the following properties to configure how the
sgl injection semantic analysis chaining rule works.

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .
# mode: off

protect.rules._sgl-injection-semantic-dangerous-functions
Use the following properties to configure how the sqgl

injection semantic analysis dangerous functions rule works.

sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options
# are "monitor -, “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-suspicious-unions
Use the following properties to configure how the sqgl
injection semantic analysis suspicious unions rule works.

sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
# are "monitor , “block™ or "“off .
# mode: off

protect.rules.sgl-injection-semantic-tautologies
Use the following properties to configure how the sqgl
injection semantic analysis tautologies rule works.

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

protect.rules.cmd-injection
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# Use the following properties to configure
# how the command injection rule works.

# cmd-injection:

# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
# Tell the agent to detect when commands come directly
# from input. The agent blocks 1If blocking is enabled.
# detect phased_commands: true

#

# protect.rules._path-traversal

# Use the following properties to configure

# how the path traversal rule works.

#

# path-traversal:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.method-tampering
Use the following properties to configure
how the method tampering rule works.

# method-tampering:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

# protect.rules._reflected-xss
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# Use the following properties to configure how
# the reflected cross-site scripting rule works.

# reflected-xss:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

#

# protect.rules.unsafe-file-upload

# Use the following properties to configure

# how the unsafe file upload rule works.

#

# unsafe-file-upload:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at _perimeter".
#
# mode: off

#

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

#

# XxXxe:
# Set the mode of the rule. Value options are
# "monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#

# protect.rules.untrusted-deserialization

# Use the following properties to configure

# how the untrusted deserialization rule works.

#
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# untrusted-deserialization:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
mode: off

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS _TO BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO BE_SET

H O HHHH HOHHHH H* H#*

HOH R H

Override the reported application version.
version: NEEDS TO BE SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for

specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with

this session.
disabled. This option and “application.session_metadata™ are

IT an invalid ID is supplied, the agent will be
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H* H*

HHHHHHHH

mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

# se
Us
ho

se

rver
e the settings in this section to set metadata for the server
sting this agent. Contrast recognizes common, supported server

rver or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

HoHHHH H H* H

H* H H

Override the reported server name.
name: localhost

Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO_BE_SET
Override the reported server path. New after

-NET Framework v21.3.1 and .NET Core v1.8.0.
path: NEEDS TO BE SET

#

# Us
# Go
# to

e the properties in this YAML file to configure a Contrast agent.
to https://docs.contrastsecurity.com/en/order-of-precedence.html
determine the order of precedence for configuration values.

#

# Us
# Se
# en

e this setting if you want to temporarily disable a Contrast agent.
t to “true” to enable the agent; set to “false™ to disable the agent.
able: true
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# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TIs1ll | SecurityProtocolType.TIs12).

# tls versions: tls]tlsll]tlsl2

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include "File  or “Store .
certificate location: NEEDS TO BE SET

H* H H

Set the absolute path to the client certificate"s

-CER file for communication with Contrast Ul. The
“certificate_location™ property must be set to "File .
cer_file: NEEDS TO BE_ SET

H O R H

H*

Specify the name of certificate store to open. The
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#

H H* H
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H O HHHH

“certificate location™ property must be set to “Store .
Value options include ~“AuthRoot™, ~“CertificateAuthority ,
“My~, "Root”, "TrustedPeople™, or “TrustedPublisher .
store_name: NEEDS_TO BE_SET

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser™ or ~LocalMachine.
store_location: NEEDS _TO_ BE_SET

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate_location™ property must be set to "Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, “FindBySerialNumber",
“FindBySubjectDistinguishedName™, ~“FindBySubjectKeyldentifier™,
“FindBySubjectName™, or “FindByThumbprint™.

find_type: NEEDS TO BE SET

Specify the value the agent uses in combination with
“find_type” to find a certification in the certificate store.

Note - The agent will use the Ffirst certificate from
the certificate store that matches this search criteria.

find_value: NEEDS_TO BE_SET

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
#
#
#

#

Set value to “true” for the agent to communicate
with the Contrast web interface over a proxy. Set
value to “false™ if you don"t want to use the proxy.
enable: NEEDS_TO BE_SET

Set the URL for your Proxy Server. The URL form is “scheme://

host:port™.

#

#
#

H H H

url: NEEDS_TO BE_SET

Set the proxy user.
user: NEEDS_TO BE_SET

Set the proxy password.
pass: NEEDS TO _BE_SET

Set the proxy authentication type. Value
options are "NTLM™, "Digest , and "Basic .
auth_type: NEEDS TO BE SET
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#

# agent

# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO~, "DEBUG™, and "TRACE .
# level: INFO
# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false
# Set the roll size for log files In megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

# security logger:

# Set the log level for security logging. Valid options
# are "ERROR™, "WARN™, "INFO ", "DEBUG , and “TRACE .
# level: ERROR

#

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.
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#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

H* H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are "ALERT",

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG.

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT", "CRITICAL",

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, "WARNING , "NOTICE , "INFO , and "DEBUG .

# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT"
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".

# severity suspicious: WARNING

# Set the connection type used for Syslog messages.

# Value options are “UNENCRYPTED™ and “ENCRYPTED .

# connection_type: UNENCRYPTED

# agent.dotnet
# The following properties apply to any .NET agent-wide configurations.

#

# dotnet:

# Set a list of application pool names that the agent does
# not instrument or analyze. Names must be formatted as a
# comma-separated list. New after _NET Framework 19.1.3.

# app_pool _denylist: NEEDS TO BE_SET
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Set a list of application pool names that the agent instruments
or analyzes. If set, other application pools are ignored.
Allowlist takes precedence over denylist. Names must be formatted
as a comma-separated list. New after _NET Framework 19.1_.3.
app_pool_allowlist: NEEDS TO BE SET

HHHHH

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after .NET Framework 19.1.3 and _.NET Core 1.0.0.
application_denylist: NEEDS TO BE SET

H HHHH

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_allowlist: NEEDS TO BE SET

HOHHHOHH

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
API. Defaults to "true . New after _NET Framework 19.1.3
(Installed Only) and .NET Core 1.9.3 (Installed Only).
enable_chaining: true

H HHHH

Indicate that the agent should produce a report that
summarizes application hosting on the server (e.g-,

CLR versions, bitness or pipeline modes). Defaults to
“true” . New after _NET Framework 19.1.3 (Installed Only).
enable _dvnr: true

HOH R HH

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to "true . New

after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_instrumentation_optimizations: true

H HHHF

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_jit inlining: true

HOH R H

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to “false .
New after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_transparency_checks: false

H HHH

Responses for request paths (e.g., HttpRequest.Path)
that match this regex are not analyzed. Defaults to

“WebResource.axd™. New after _NET Framework 19.1_.3.

web_module_allowlist: WebResource.axd

H H R H

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after .NET Framework 20.6.3 and .NET Core 1.0.0.
enable_cat: true

H H H
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Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000" .
New after _NET Framework 20.4.3 and _-NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

HHHHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

"5 000" . New after _NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers _probe_analysis_single pattern_deadline ms: 5 000

H HHHH

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to 60 000" .

New after _NET Framework 20.4.3 and _NET Core 1.5.0.
protect_searchers_total rule_deadline_ms: 60_000

HHHHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to "10 000 .

New after _NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

H HHHH

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
604 _800 000" . New after .NET Framework 20.6.1 and .NET Core 1.5.5.
log_cleanup_maximum_age ms: 604_800_000

HOH R H

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) if issues occur. Defaults
to false . New after _NET Framework 20.6.6 and -NET Core 1.5.10.
suppress_metric_counters: false

H O HHHH

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to “true .
New after _NET Framework 20.7.3 and _NET Core 1.5.11.
enable_file based app watching: true

HOH R H

H*

Enables HttpClient isolation using AppDomain remoting. This can be \
used

to workaround _NET TLS version limitations at the cost of performance
and stability. Enabled by default on applications targeting .NET
Framework < 4.7.0, else disabled. New after _NET Framework 21.5.1.
enable_http client _app_domain_isolation: false

H HHHF

Enables LINQ optimizations to improve performance
at the cost of possible false negatives. Defaults
to “true . New after .NET Framework 50.0.1.
enable_ling_optimizations: true

H O R H
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# Inventory

# Use the properties in this section to override the inventory features.

#

# Inventory:

# Set to “false ™ to disable inventory features in the agent.
# enable: true

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS _TO_BE_SET

#

# assess
# Use the properties in this section to control Assess.

#

# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

# Control the values captured by Assess vulnerability events. “Full”
# captures most values by calling ToString on objects, which can

# provide more info but causes increased memory usage. ~Minimal”

# has better performance as it only captures String type objects

# as strings and uses type name for other object type values.

# event_detail: minimal

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS TO BE_SET

Value options are "ALL™, “SOME™, or "NONE™.
stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to “true” to enable sampling.
# enable: false
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This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H H* H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

3+

# Example - Set “reflected-xss,sgl-injection™ to disable
# the reflected-xss rule and the sqgl-injection rule.

#
# disabled _rulles: NEEDS TO BE_SET

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled _rules: NEEDS TO BE_SET

#
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# protect.rules.bot-blocker

# Use the following properties to configure

# 1f and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection

# Use the following settings to configure the sgl-injection rule.

#

# sgl-injection:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

# protect.rules.sql-injection-semantic-chaining

# Use the following properties to configure how the

# sql injection semantic analysis chaining rule works.
#

# sqgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "monitor , “block™ or "“off .
# mode: off

H*

protect.rules._sgl-injection-semantic-dangerous-functions
Use the following properties to configure how the sqgl
injection semantic analysis dangerous functions rule works.

H oH HH

3+

sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

# protect.rules.sgl-injection-semantic-suspicious-unions
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H H H

H*

H H R HF

H+

Use the following properties to configure how the sql
injection semantic analysis suspicious unions rule works.

sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
# are "“monitor , “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-tautologies
Use the following properties to configure how the sql
injection semantic analysis tautologies rule works.

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "monitor , "block™ or “off .
# mode: off

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

cmd-injection:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

Note - If a setting says, "if blocking is enabled",
the setting can be “block™ or “block at perimeter .

H O HHFHHH

mode: off

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect_phased_commands: true

H H H

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
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H*

H HHH

+

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.unsafe-file-upload
Use the following properties to configure
how the unsafe Ffile upload rule works.

unsafe-file-upload:

the setting can be “block™ or “block at perimeter .

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
#

#
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# mode: off

#

# protect.rules._xxe
# Use the following properties to configure
# how the XML external entity works.

#

# xxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
# mode: off

#

# protect.rules.untrusted-deserialization

# Use the following properties to configure

# how the untrusted deserialization rule works.

#

# untrusted-deserialization:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE SET

# Add the name of the application group with which this
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application should be associated in the Contrast Ul.
group: NEEDS_TO BE SET

Add the application code this application should use in the Contrast Ul.
code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS_TO_BE_SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value~ pairs.
Example - ~business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id~ are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server
names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.

HoHHEHHH N H

#
#

#
#
#

Override the reported server name.
name: localhost

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and “DEVELOPMENT.
environment: development

Agents 150



 Contrast Contrast Documentation

HHHHH
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Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

tags: NEEDS _TO BE SET
Override the reported server path. New after

-NET Framework v21.3.1 and _.NET Core v1.8.0.
path: NEEDS TO BE SET

Install the .NET Framework Agent (legacy)

o IMPORTANT

If your applications are running on modern technology you should use the .NET
Framework agent (page 109) instead of the legacy agent.

The legacy .NET Framework agent offers the full capabilities of Contrast Assess,
Protect, and SCA as of April 2020 but is no longer receiving new features or lower
severity bug fixes. Contrast will continue to fix critical bugs in the legacy agent until
January 10th, 2023.

You must have Editor role permission to install an agent.

The legacy Contrast .NET Framework agent can be used to analyze ASP.NET web applications running
on legacy technologies including:

* Windows Server 2008
* Windows machines that cannot upgrade to .NET Framework version 4.7.1 or newer
» Applications that target the CLR2 runtime and cannot be upgraded to CLR4

See the legacy .NET Framework agent supported technologies (page 152) and system
requirements (page 152) for more details.

To install the legacy .NET Framework agent:

1.

w

Download the legacy .NET Framework agent (for example ContrastSetup 20.4.X.zip) where 20.4.X
is the newest legacy version available.

Find the agent keys (page 31) and create a YAML configuration file called contrast_security.yaml.
Copy and paste this sample and replace the <Values> below with your values:

api:

url: <YourContrastURL>

api_key: <YourAPlkey>

service_key: <YourServiceKey>

user_name: <YourUserName>
agent:

dotnet:

enable_chaining: <True/False>

Copy the contrast_security.yaml configuration file and the agent zip file to the web server.
Extract the downloaded zip archive (for example, ContrastSetup _20.4.X.zip) on the web server.
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5. Move the contrast_security.yaml file in the same directory as ContrastSetup.exe.

6. Run ContrastSetup.exe. This installs the .NET agent.
Once installed, the .NET agent automatically instruments ASP.NET applications deployed to IIS.
Agent analysis is performed as applications are exercised by users (or by automated scripts or
tests).

Supported technologies for the .NET Framework (legacy)

o IMPORTANT

The legacy .NET Framework agent offers the full capabilities of Contrast Assess,
Protect, and SCA as of April 2020 but is no longer receiving new features or lower
severity bug fixes. Contrast will continue to fix critical bugs in the legacy agent until
January 10th, 2023.

The legacy Contrast .NET Framework agent can be used to analyze ASP.NET web applications using
the following technologies:

Technology Supported versions
Contrast version Contrast version 3.7.3 or later
Agent versions 20.4.4 and future versions of 20.4.X
Runtime 3.5,4.0,45,451,452,46,46.1,46.2,47,47.1,47.2,48

Application framework * ASP.NET MVC 3-5
* ASP.NET Web Forms
* ASP.NET Web Pages
* |IS-Hosted ASMX-based Web Services
* |IS-Hosted Web API
* |IS-Hosted WCF Services

Web servers « IS
* |IS Express

.NET Framework (legacy) system requirements
Before installing the .NET Framework legacy agent, you must meet the following requirements:

* You have administrative access to a web server, and the server is supported by Contrast.

* There is a deployed application to be analyzed, and the web application technology is supported by
Contrast.

* |IS can be restarted.
» The web server has network connectivity with Contrast.
* The server meets the minimum requirements.

Requirement Recommended

Runtime .NET Framework 4.5.1 present

Operating systems * Windows 7, 8, 10
* Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019

Processor architecture The agent can be installed on both 32-bit and 64-bit systems. On 64-bit systems, you can use the agent
to analyze both 32-bit and 64-bit web applications.

CPU 2

Memory 4GB
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Use the .NET Framework agent with IIS Express

The .NET agent can analyze ASP.NET applications hosted on 1IS Express but it takes a little bit of work
to enable instrumentation on IIS Express. The Contrast tray displays a tab for IS Express if IS Express
is installed on the server.

The Contrast tray (page 156) initially displays a Set environment variables button to enable
instrumentation of IIS Express-hosted applications. Selecting this button sets environment variables
for the current user so that any new IIS Express process will load the .NET agent's profiler, and be
instrumented and analyzed.

Once you set environment variables, the tray displays a Remove environment variables button that
you can use to disable Contrast analysis of 1IS Express-hosted applications.

Any instrumented applications currently running on |IS Express are displayed in the 1IS Express tab
along with a count of the number of URLs (without the querystring) observed.

@ NOTE
IIS Express process instances are commonly launched by other programs such
as Visual Studio or a command window. You should restart these programs after
setting these user environment variables. Any programs (such as Visual Studio) that
were running before you set user environment variables will consequently launch IIS
Express without the environment variables, and the 1IS Express-hosted application
won't be instrumented and analyzed.

Setting user environment variables also causes any .NET applications launched by the
user to load the Contrast Profiler. The Contrast Profiler will safely detach from any
non-11S/non-IIS Express process. Windows treats detachment of a profiler DLL as an
error message in the Windows Event Log; however, you can safely ignore these errors.

Use the .NET Framework agent with applications on Azure

Use the Contrast .NET Framework agent to analyze ASP.NET applications running on Azure Virtual
Machines (VMs), Azure Cloud Services, Mobile Services or Azure App Service (formerly Azure Web
Sites).

To install the .NET Framework agent on Azure Virtual Machines:

1. Set up the Azure VM or the Azure Cloud Services as you would normally, and deploy the ASP.NET
applications to be analyzed.

2. Log in to Contrast, and download the ZIP file for the .NET Framework agent.

Access the Remote Desktop Azure VM or Azure Cloud Service instance.

4. Copy the .NET Framework agent ZIP file to the Azure VM or to the Azure Cloud Services instance,
and extract the archive.

5. Run the .NET Framework agent installer (ContrastSetup.exe).
6. Exercise the application so that Contrast can analyze it.

w

TIP

To install with Azure App Service (formerly Azure Web Apps), install with
NuGet (page 116) or Azure Portal Extension (page 114).
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Use Azure Service Fabric with the .NET Framework or .NET Core agent

If you are using a container image, follow the instructions to install in containers (page 115). Otherwise,
to add the Contrast .NET Framework or .NET Core agent to an Azure Service Fabric service:

TIP

For Standalone Executable services, the ServiceManifest.xml file is located in the
top-level Azure Service Fabric project (for example, the .sfproj file).

1. Install the appropriate NuGet package to the main project for the service.
* .NET Framework: Install Contrast.NET.Azure.AppService. All files in the contrastsecurity
folder must have Copy to Output Directory setto Copy if newer.
* .NET Core: Install Contrast.SensorsNetCore. All files in the contrast folder have Copy to
Output Directory setto Copy it newer.
2. Set ServiceManifest/CodePackage/EntryPoint/ExeHost/WorkingDirectory in
ServiceManifest.xml to CodePackage.

<CodePackage Name=''Code' Version="1.0.0">
<EntryPoint>
<ExeHost>
<Program>DemoNetFxStatelessService.exe</Program>
<WorkingFolder>CodePackage</WorkingFolder>
3. Set environment variables in ServiceManifest.xml to configure the profiler.
+ .NET Framework:

<CodePackage>
<EnvironmentVariables>

<EnvironmentVariable Name="COR_ENABLE_PROFILING" Value="1"/
>

<EnvironmentVariable Name="COR_PROFILER" \
Value=""{EFEBS8EEO-6D39-4347-A5FE-4D0OC88BC5BC1}" />

<EnvironmentVariable Name="COR_PROFILER PATH 32" \
Value=""_\contrastsecurity\ContrastProfiler-32._dl1" />

<EnvironmentVariable Name=""COR_PROFILER_PATH 64" \
Value=""_\contrastsecurity\ContrastProfiler-64._dl11" />

<EnvironmentVariable Name=""CONTRAST_CONFIG_PATH"™ \
Value="'contrast_security.yaml"/>

« .NET Core:

<CodePackage>
<EnvironmentVariables>

<EnvironmentVariable Name="CORECLR_ ENABLE_PROFILING"™ \
Value="1"/>

<EnvironmentVariable Name=""CORECLR_PROFILER™ \
Value=""{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}" />

<EnvironmentVariable Name=""CORECLR_PROFILER_ PATH 32" \
Value=""contrast\runtimes\win-x86\native\ContrastProfiler.dll'/>

<EnvironmentVariable Name=""CORECLR_PROFILER PATH 64" \
Value=""contrast\runtimes\win-x64\native\ContrastProfiler.dll'/>

<EnvironmentVariable Name="CONTRAST_CONFIG_PATH" \
Value=""contrast_security.yaml"/>
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4. Configure the agent with either:
+ A YAML file: Add it to the main project for the service. Make sure Copy to Output
Directory for the file is set to Copy 1T newer. Add an environment variable to
ServiceManifest.xml specifying the location of the file, like this:

<CodePackage>
<EnvironmentVariables>
<EnvironmentVariable Name=""CONTRAST_CONFIG_PATH" \
Value=""contrast_security.yaml"/>
+ Environment variables: Add them to ServiceManifest.xml, like this:

<CodePackage>
<EnvironmentVariables>

<EnvironmentVariable Name=""CONTRAST _API__URL™ \
Value=""https://teamserver-staging.contsec.com"/>

<EnvironmentVariable Name="CONTRAST__API__ APl _KEY' \
Value="aBcD0123"/>

<EnvironmentVariable Name="CONTRAST__API__ SERVICE_KEY"™ \
Value=""ABCD0123"/>

<EnvironmentVariable Name="CONTRAST__APIl__USER_NAME"™ \
Value=""agent_123@Team"/>

5. Deploy the Azure Service Fabric application as usual.

Profiler chaining for the .NET Framework agent

You can use profiler chaining to run the .NET Framework agent alongside other .NET profiler agents,
such as performance or APM tools.

The Contrast .NET Framework agent is tested and proven to be compatible with these profiling tools:

Profiling tool Versions tested
AppDynamics 45.18.1

Dynatrace 1.193.159.20200602-190835
New Relic 8.23.107

@ NOTE
The agent may also be compatible with other profiling tools if those tools follow the
conventions of the CLR Profiling APl and do not make assumptions about the profiling
environment.

To enable profiler chaining, configure the .NET Framework agent (page 122) so that the
agent._dotnet.enable_chaining setting is set to true. For example, you could use this YAML
configuration:

agent:
dotnet:
enable_chaining: true

Once configured, you must restart the agent. On restart, the Contrast .NET Framework agent
automatically detects the presence of other profiling tools registered with IS and configures the
environment to load both the Contrast .NET Framework agent profiler and the third-party profiler.
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IMPORTANT

If you are using profiler chaining with:

< |IS:

Install the third-party agent, then the Contrast .NET Framework agent.
(If you install the Contrast .NET Framework agent before the third-party agent, you
need to restart the Contrast.NET Main Service under Windows Services.)

e Outside of IIS:

The agent.dotnet.enable_chaining configuration flag will not work if you are
using profiler chaining for applications:

* hosted outside of IIS, or

+ that use the third-party agent's Nuget package (rather than the installed agent).

If this applies to you, replace the CLR environment variables for the profiling tool with
CONTRAST_CCC_COR versions. Any of these names should be transformed:

Change this To this
COR_PROFILER CONTRAST_CCC_COR_PROFILER
COR_PROFILER_PATH CONTRAST_CCC_COR_PROFILER_PATH

COR_PROFILER_PATH_32 CONTRAST_CCC_COR_PROFILER_PATH_32
COR_PROFILER_PATH_64 CONTRAST_CCC_COR_PROFILER_PATH_64

Then follow the usual setup instructions for your environment and application.

* Applnsights in Azure App Service:

As of version 20.9.3, the Contrast .NET Framework Site Extension now supports
compatibility with Application Insights (using the CLR Instrumentation Engine (CIE)).
There is no further action required to use Applnsights with the Contrast .NET
Framework Site Extension. The .NET Framework agent's profiler will be loaded by
the CIE if it is registered as the profiling tool in the Azure AppService instance (for
example because Applnsights is enabled).

.NET Framework Contrast tray

The .NET Framework Contrast tray is a Windows system tray application (ContrastTray.exe) that
displays high-level information about the health of the agent.

K

NOTE

You do not have to run the .NET Framework Contrast tray to analyze applications with
Contrast. It exists only to provide status information about the agent. This helps verify
that the agent works as expected, especially when you initially install the agent.
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The Contrast tray provides these status indicators:

Agent Windows Service displays a green light when you correctly install and run the Contrast
service.

Contrast displays a green light when the Agent Windows Service can communicate with the Contrast
application. The most common communication failure is incorrect proxy settings.

IS Sensors displays a green light when you successfully instrument an application hosted on IIS.
A yellow light indicates you did instrument an application with the agent, but IIS hasn't loaded the
application yet.

IIS Express Sensors displays a green light for applications hosted on 1IS Express when the
application loads and you correctly install and run the Contrast agent. A yellow light indicates you
correctly installed the Contrast agent, but [IS Express did not load the application yet. A red light
indicates you have not set environment variables for IS Express.

Select tabs in Contrast tray for more information and help:

Action: Select this to see high-level user instructions for the .NET Framework agent. The instructions
change based on the state of the agent. For example, if the agent can't connect to Contrast, the
Action tab provides details on the error and suggestions on how to resolve the problem.

lIS: Select this to see a list of all web applications running on the IS server. The name displayed
matches the alias that IIS uses to identify the application unless you specify a custom application
name for Windows (page 122). The URLs column displays the number of unique URLs (not including
the query string) that the agent observed for the application. The Last Activity column displays the
time of the last request analyzed by the agent for that application.

IS AppPools: Select this to display a list of all application pools on the IIS server. You can

see configuration details for each application pool: architecture, pipeline mode, CLR version, and
identity. You can also see whether Contrast will analyze applications in this application pool. You can
configure application pool filtering (page 158) with IIS for the .NET Framework agent.

IIS Express: Select this to display a list of all web applications running on IIS Express.
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+ Console: Select this tab to see status and error messages that will help you troubleshoot problems
with the Contrast .NET agent.

Use application pools in IIS

The .NET agent automatically instruments all ASP.NET applications deployed to IIS. If you install
the .NET agent and ensure the background Windows service runs for the agent, Contrast will
instrument all [1IS-hosted applications.

You might want to exclude some applications from instrumentation because:

* You don't need to gather security, architecture and library information for these applications.
» The applications are on resource-constrained servers or need to avoid additional performance
demands for Contrast instrumentation.

Web applications hosted in IIS run in application pools. If you need to disable the .NET agent for an
application, you can denylist the application pool (page 158) where it runs.

There are three ways to find the application pool that runs a specific application:

* Internet Information Services (lIS) Manager
Start 1IS Manager with the command: %windir%\system32\inetsrv\InetMgr.exe. Select the
web application you want, and select Basic Settings. You will see a field that displays the application
pool name.

* AppCnd. exe
If you Administrator privileges, run cmd . exe. Navigate to C:\Windows\System32\inetsrv.
Enter appcmd list apps to see a list of applications and the application pools for each.

» Contrast .NET logs
Start the Contrast .NET agent. Browse to an application. In Windows,
navigate toC:\ProgramData\Contrast\dotnet\LOGS. Open the most recent Profiler log
(XXXXX_Profiler_[AppDomain]XXXXX[XX].log). The application pool name is on the line that starts
with ApplicationPool Name.

Denylist or allowlist an application pool

Denylists and allowlists are based on the application pool name. Application pool denylists
and allowlists also accept * as a variable-length wildcard. (AppPoo 1* will match AppPool1,
AppPool_arb, etc.)

Denylists take precedence over allowlists. Application pools that satisfy both lists won't be analyzed.

To disable the agent for a specific application, populate agent.dotnet.app_pool_denylist with
the appropriate application pool in C:\ProgramData\Contrast\dotnet\contrast_security.yam!:

# Comma-separated list of application pools ignored by Contrast
agent:
dotnet:
app_pool _denylist: ExampleAppPoolName

To only enable the agent for specific applications hosted by IIS,

configure agent.dotnet._app_pool_allowlist to only analyze certain application pools. If an
application pool is allowlisted, the agent analyzes the matching pools. There should be no performance
impact for any other applications.

To enable the agent for only specific application pools,
populate agent.dotnet.app_pool_allowlist with the appropriate application pool
in C:\ProgramData\Contrast\dotnet\contrast_security.yaml:

# Comma-separated list of application pools exclusively profiled by Contrast
agent:
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dotnet:
app_pool_allowlist: ExampleAppPoolName

TIP
Read more about yaml configuration.

.NET Framework and .NET Core Telemetry

.NET Framework and .NET Core agents use telemetry to collect usage data. Telemetry is collected
when an instrumented application first loads the agent’s sensors and then periodically (every few hours)
afterwards.

Your privacy is important to us (page 675). The telemetry feature doesn't collect application data.
The data is anonymized before being sent securely to Contrast. Then the aggregated data is stored
encrypted and under restricted access control. Any collected data will be deleted after one year.

The telemetry feature collects the following data:

Agent versions Data
.NET Framework later than 2020.8.3 Agent version
NET Core later than 1.5.15 Operating system and version
Whether the agent is running in a container
Whether the agent is running in Azure App Service

Hashed Media Access Control (MAC) address: a cryptographically (SHA256) anonymous
and unique ID for a machine

Kernel version

Process memory page size
Process memory working set size
Process running time

Whether Assess is enabled
Whether Protect is enabled

NET Framework later than 2020.8.3
.NET Core later than 1.5.15
.NET Framework later than 20.9.1

.NET Core later than 1.5.17
.NET Framework later than 20.9.3

.NET Core later than 1.5.19

.NET Framework later than 20.10.1

.NET Core later than 1.5.20
.NET Framework later than 20.10.2

.NET Core later than 1.5.21
.NET Framework later than 20.12.2

.NET Core later than 1.7.2

.NET Framework runtime version
.NET Core runtime version

Hosted or on-premises Contrast instance

CLR Instrumentation Engine (CIE) usage
Application framework

Chained profiler vendor

Process hosting mode

CIE Raw Profiler Hook usage

Names of configuration settings with non-default values

Names of disabled Assess rules

Time elapsed for agent’s profiler component to initialize
Time elapsed for agent’s first request to the Contrast web interface
Time elapsed for agent’s profiler component to initialize

Time elapsed between agent initialization and end of the first request
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Agent versions Data

.NET Framework later than 21.1.1 Metrics on 11S-hosted applications, including:

 Total application count

» Application count that will be analyzed (pass application allow list/deny list
configuration)

» Count of apps hosted on CLR4 application pools

» Count of apps hosted on CLR2 application pools

Metrics on IIS applications pools

« Total count

» Count with agent attached
* Count of CLR4

* Count of CLR2

Minimum number of applications in a single app pool
Maximum number of applications in a single app pool
Median number of applications across all app pools

.NET Framework later than 21.1.2 Rule mode (i.e. Monitor vs. Block) for each Protect rule

.NET Core later than 1.7.5

.NET Framework later than 21.4.2 Exceptions thrown and caught within agent sensor code, including log message,
exception type, exception message, and stack trace frames for System and Contrast

.NET Core later than 1.8.4 methods.

.NET Framework later than 21.7.1 * Process Architecture (x86/x64)

.NET Core later than 1.9.7 OS Architecture (x86/x64)

In Azure App Service, the values of the following environment variables:

« WEBSITE_PHYSICAL_MEMORY_MB
+ WEBSITE_PLATFORM_VERSION
« WEBSITE_SKU

.NET Framework later than 21.9.2 Description of location where YAML config file was loaded from (i.e., path specified by
environment variable, default location, application directory).

.NET Core later than 2.0.1

To opt-out of the telemetry feature, set the CONTRAST_DOTNET_TELEMETRY_OPTOUT environment
variable to 1 or true.

Telemetry data is securely sent to telemetry.dotnet.contrastsecurity.com. You can also opt out of
telemetry by blocking communication at the network level.

.NET Core agent

The Contrast .NET Core agent analyzes the behavior of .NET Core web applications as users interact
with them.

The agent automatically instruments the ASP.NET Core application when the host process is set up
with profiling environment variables or an application launch profile.

The Contrast .NET Core agent consists of two components that run within the same process as your
application:

» The .NET Profiler instruments applications by adding calls to Contrast sensor code in security
relevant APIs used by the application and its dependencies (also known as IL weaving).
» Sensors gather security, architecture and library information.

Once you install the .NET Core agent (page 162), its sensors will gather information about the
application's security, architecture and libraries as users exercise the applications. You can view the
results of the agent's analysis in Contrast. The agent uses these supported technologies (page 161)
and these system requirements (page 162).
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.NET Core supported technologies

We support the following technologies for this agent.

Technology Supported versions Notes
Application ASP.NET Core (3.1.X, 5.0.X, 6.0.X) Not supported:
frameworks
* .NET Core or ASP.NET Core version 2.1 or below
* ASP.NET Core applications running under the .NET Framework
(Windows) or Mono (Linux/Windows)
Runtime * .NET Core Runtimes: 3.1.X, Not supported:
5.0.X, 6.0.X
* .NET Core target framework » Running with an ASP.NET Core application that's a higher version
monikers: than the runtime (for example, an application with the .NET Core
netcoreapp3.1 3.1 runtime that references ASP.NET Core 5.0)
net5.0 » Running with a .NET Core application for which the referenced
net6.0 ASP.NET Core version and the target runtime selected during
compilation time don't match
.NET Core for Windows
Windows * Windows Server (LTSC) (x86, On 64-bit systems, you can use the agent to analyze both 32-bit and
operating x64): 2008 R2, 2012, 2012 R2, 64-bit web applications.
systems 2016, 2019
- Windows Server (SAC) (x64): Not supported:
1809, 1903 i
» Windows workstation (x86, x64): * Windows on ARM
7,8/8.1, 10
Server Kestrel, [ISHttpServer Not supported:
container
Http.sys (formerly called WebListener)
Hosting Self-hosted, IIS, 1IS Express
container
.NET Core for Linux
Linux » Ubuntu: 16.04 and later All systems require x64 architectures.
operating » Debian: 9 and later ) . .
systems - openSUSE: 15 and later Not supported: Red Hat Enterprise Linux 6
» Alpine: 3.7 and later
» CentOS: 7 and later
* Red Hat Enterprise Linux: 7, 8
Server Kestrel
container
Hosting Self-hosted
container
IMPORTANT

As of .NET core agent version 1.5.20, we no longer support .NET Core 2.2. If you are

using .NET Core 2.2, you'll need to use .NET Core agent version 1.5.20 or lower until
you can upgrade your application’s .NET Core runtime.

As of .NET core agent version 1.9.9, we no longer support .NET Core 2.1. If you are
using .NET Core 2.1, you'll need to use .NET Core agent version 1.9.9 or lower until
you can upgrade your application’s .NET Core runtime.
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E NOTE
The .NET Core agent does not support applications that do not reference
System_Runtime and ASPNET Core. The agent also does not support trimmed
self-contained deployments and executables, because the compiler can potentially trim
assemblies that the agent depends on.

.NET Core system requirements
Before installing the .NET Core agent confirm you can meet the following requirements:

* You have administrative access to a server, and the server is supported by Contrast (page 161).

» There is a deployed application to be analyzed, and the web application technology is
supported (page 161) by Contrast.

» The web server has network connectivity with Contrast.

» The server meets the minimum requirements (stated below).

Requirement Recommended Minimum Notes
.NET Core versions 2.1,3.0,3.1 2.1,3.0, 3.1
CPU at least 4 2
Memory at least 8 GB 4GB Agents running in Assess roughly double the memory

requirements of analyzed applications. Applications should use
less than half of the available memory when an agent isn't
installed.

Install the .NET Core agent
To install the .NET Core agent:

1. Place the agent’s components on the server’s file system.
2. Set environment variables so that the .NET runtime loads the agent’s profiler component.
3. Use the application as you normally would and verify that Contrast sees your application.

Depending on your situation, use one of these installation methods:

+ Manual installation (page 162) (if you are using self-hosted web application running on Windows,
Linux or Docker)

» .NET Core agent for IIS installer (page 169) (if you are using IIS)

» Azure App Service (page 167)

* NuGet (page 166)

To auto-upgrade your agent, enable this option with the Agent Upgrade Service (page 119).

Install the .NET Core agent manually

Use this method to install the .NET Core agent if you are using a web application hosted on IIS, or
running a self-hosted application on Windows, Linux or Docker.

Before you begin, check the system requirements (page 162) and supported technologies (page 161) to
be sure installation will work and ensure best performance.

NOTE

Installing within containers can be complex, and these steps might not work for your
situation. Read more about installing with Docker.
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1. Select Add new at the top right of the Contrast web interface. Choose .NET Core and select the
link to download the .NET Core agent.

2. On the web server, extract the downloaded ZIP archive (for example, Contrast. NET.Core_1.0.1.zip)
to a directory that your applications have sufficient permissions to access.

3. Set the following environment variables on your application's process. Use the
appropriate CORECLR_PROFILER_PATH settings for your operating system. Replace
<UnzippedDirectoryRoot> with your archive directory.

 Windows

Environment variable
CORECLR_PROFILER_PATH_64

CORECLR_PROFILER_PATH_32

CORECLR_PROFILER
CORECLR_ENABLE_PROFILING
CONTRAST_CONFIG_PATH

Value

<UnzippedDirectoryRoot>\runtimes\win-
x64\native\ContrastProfiler.dll

<UnzippedDirectoryRoot>\runtimes\win-
x86\native\ContrastProfiler.dll

{8B2CE134-0948-48CA-A4B2-80DDADIF5791}
1

<path_to_contrast_security.yaml>

o IMPORTANT

If you are running the .NET Core agent and the .NET Framework agent on

the same server, the CONTRAST_CONFIG_PATH option applies to the load
path (page 30) for both agents. To apply distinct paths for each agent, use these
options to set the data directory:

+ CONTRAST_CORECLR_DATA_ DIRECTORY
+ CONTRAST_DATA_DIRECTORY

e Linux

Environment variable
CORECLR_PROFILER_PATH_64

CORECLR_PROFILER
CORECLR_ENABLE_PROFILING
CONTRAST_CONFIG_PATH

Value

<UnzippedDirectoryRoot>/runtimes/linux-x64/native/
ContrastProfiler.so

{8B2CE134-0948-48CA-A4B2-80DDADIF5791}
1

<path_to_contrast_security.yaml>

4. Ensure the following paths are accessible by the runtime user of the application.

Path Usage Customizable Permissions
The path to .NET Core Configures Yes; set the environment Read
YAML (page 176) the agent variable CONTRAST_CONFIG_PATH
<UnzippedDirectoryRoot> The root No Read
"installation"
directory;
stores the
agent
binaries
* Windows: %ProgramData% Directory Yes; set the environment Read/
\Contrast\dotnet-core\logs for Contrast variable CONTRAST_CORECLR_LOGS_DIRECTORY Write(or
* Linux: /var/tmp/contrast/ agent logs. inherited
dotnet-core/logs If missing, from a parent
the directory)
directory
will be
created
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@ NOTE
When running in 1IS, make sure that the application pool can access these paths.

For example, given an application pool called Default Web Site using

the default identity Appl icationPool Identity, ensure that the user 11S
AppPool\Default Web Site has effective permissions to read the unzipped
directory root.

5. Configure the agent (page 175) with authentication credentials and proxy settings to connect to
Contrast.

6. Once the application has loaded, use the application and then verify that the server and application
are active in Contrast, and that any expected vulnerabilities appear.

TIP

@ To update the agent (page 173), replace the agent files in the agent directory and
restart your application. As the agent is running alongside your application, it can't
update itself.

The agent automatically starts with your application as long as the environment is
properly set up.

To stop the agent, stop the application and remove agent from its environment.
Alternatively, you may change the CORECLR_ENABLE_PROFILING setting to O.

Follow any of these examples to set environment variables using:

+ IS (page 162)

* Bash (Linux) (page 162)

» Powershell or Powershell Core (Windows) (page 162)
» Launch profile (dotnet.exe) (page 162)

IS and IIS Express
Set the environment variables with either:

* The environmentVariables section in the application web.config

<?xml version="1.0" encoding=""utf-8"7>

<configuration>
<system.webServer>
<l_-_ -——>

<aspNetCore processPath="dotnet" \
arguments="".\ExampleNetCoreApp.dll'" stdoutLogEnabled="false" \
stdoutLogFile="_\logs\stdout'>
<environmentVariables>
<environmentVariable name="CORECLR_PROFILER_ PATH 64' \
value=""C:\contrast\dotnetcore\runtimes\win-
x64\native\ContrastProfiler._dll" />
<environmentVariable name="CORECLR_PROFILER_PATH_32" \
value=""C:\contrast\dotnetcore\runtimes\win-
x86\native\ContrastProfiler.dll" />
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<environmentVariable name="CORECLR ENABLE_PROFILING" \
value="1" />
<environmentVariable name=""CORECLR_PROFILER™ \
value=""{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}" />
<environmentVariable name=""CONTRAST_ CONFIG_PATH"™ \
value=""C:\contrast\dotnet-core\contrast_security.yaml" />
</environmentVariables>
</aspNetCore>
</system.webServer>
</configuration>
» The application pool setting on the server

Bash (Linux)

export CORECLR_PROFILER_PATH_64=/usr/local/contrast/runtimes/linux-x64/
native/ContrastProfiler.so

export CORECLR_ENABLE_PROFILING=1

export CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}

export CONTRAST CONFIG_PATH=/etc/contrast/contrast security.yaml

Then run the application:

dotnet ./MyAppWithContrastAgent.dll
Powershell or Powershell Core (Windows)

$env:CORECLR_PROFILER_PATH 64 = "C:\contrast\dotnetcore\runtimes\win-
x64\native\ContrastProfiler.dll"

$env:CORECLR _PROFILER PATH 32 = "C:\contrast\dotnetcore\runtimes\win-
x86\native\ContrastProfiler.dll”

$env:CORECLR _ENABLE PROFILING = "1°*

$env:CORECLR PROFILER = "{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}"
$env:CONTRAST_CONFIG_PATH = "C:\contrast\dotnet-
core\contrast_security.yaml*

Then run the application:

dotnet .\MyAppWithContrastAgent.dll
Launch profile (dotnet.exe)

{
"MyAppWithContrastAgent™: {

"environmentVariables™: {
"CORECLR_PROFILER_PATH 64'": "C:\\contrast\\dotnetcore\\runtimes\
\win-x64\\native\\ContrastProfiler.dll",
"CORECLR_PROFILER _PATH 32": "C:\\contrast\\dotnetcore\\runtimes\
\win-x86\\native\\ContrastProfiler.dll",
""CORECLR_ENABLE_PROFILING™: "1™,
"CORECLR_PROFILER": "{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}",
"CONTRAST_CONFIG_PATH": *c:\\contrast\\config\\MyApp\
\contrast_security.yaml"
}
b
e

Then run the application:
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dotnet run --launch-profile MyAppWithContrastAgent

Install the .NET Core agent manually with NuGet

In some instances, you may prefer to manually install the .NET Core agent using NuGet. For example,
this can be useful if you are unable to access the Azure App Service site extension (page 167) or if you
prefer to include the .NET Core agent as a dependency.

To manually install the .NET Core agent using NuGet:

1. Add the Contrast NuGet package to your application.
Using dotnet command line:

dotnet add package Contrast.SensorsNetCore

Using Visual Studio:

» Under the application project in the Solution Explorer, right-click on References and
select Manage NuGet Packages.

» Search for the Contrast.SensorsNetCore package, select it and add it to your project.

+ Build your application. Confirm that a contrast folder appears in your project. When the
application is published, this folder also appears in the build output directory.

2. Set environment variables so that the .NET runtime loads the agent’s profiler component.:
Windows:

CORECLR_ENABLE_PROFILING: 1

CORECLR_PROFILER: {8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER PATH 32: <application directory>\contrast\runtimes\win-
x86\native\ContrastProfiler.dll

CORECLR_PROFILER PATH 64: <application directory>\contrast\runtimes\win-
x64\native\ContrastProfiler.dll

Linux:

CORECLR_ENABLE_PROFILING: 1
CORECLR_PROFILER: {8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH: <application directory>/contrast/runtimes/linux-
x64/native/ContrastProfiler.so

3. Set the basic configuration either with the YAML configuration file (page 176) or with environment
variables (page 175). For example:

CONTRAST_CONFIG_PATH: [Path to yaml config file]
At minimum, the following environment variables are required:

CONTRAST_API__URL: [IF USING ANOTHER SERVER THAN THE DEFAULT: https://
app-contrastsecurity.com]
CONTRAST _ API___USER_NAME: [REPLACE WITH YOUR AGENT USERNAME]
CONTRAST _ API__ SERVICE_KEY: [REPLACE WITH YOUR AGENT SERVICE KEY]
CONTRAST__ AP1__ APl _KEY: [REPLACE WITH YOUR AGENT API1 KEY]

4. Deploy your application with the environment variables from the previous step.

5. Once the application has loaded, use the application and then verify that the server and application
are active in Contrast, and that any expected vulnerabilities appear.
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o IMPORTANT
When redeploying a web application that has Contrast agent running, you may run
into an error that says "Files in use" on ContrastProfiler.dll. This happens because the
agent DLL files are locked by .NET, and can't be overwritten while the application is still
running.

Install the .NET Core agent with Azure App Service

Before you begin, check the system requirements (page 162) and supported technologies (page 161) to
be sure installation will work and ensure best performance.

To complete an express installation of the .NET Core agent using Azure Portal Extensions:

Create an Azure account, if you don't have one already.

Create a .NET Core web application and deploy it to Azure App Service.

Publish your application to Azure, and confirm that it works as expected without Contrast.
Ensure that your application is deployed using a Windows plan. (Linux plans do not support Site
Extensions.)

il S

NOTE

If you do not have access to the site extension, you can install the .NET Core
agent manually with NuGet (page 166).

5. In the Azure Portal, select your hosted application.

6. Select Configuration under Settings to configure settings that allow the agent to connect to
Contrast.

7. Select New application setting and add the following values for your application:

Key Value
CONTRAST__API__USER_NAME Replace with your agent username (page 31).
CONTRAST__API__SERVICE_KEY Replace with your agent service key (page 31).

CONTRAST__API__API_KEY Replace with your agent AP| key (page 31).
CONTRAST__API__URL Defaults to https://app.contrastsecurity.com. Replace with another URL, if you're
using a Contrast application that's hosted elsewhere.

8. Select Extensions.
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O Search (Cirls € ofm add
O Search (Ctrl
o Weblobs i
Push J Extensions add functionality to your App Service, Click add to see the list of available
extensions.
& MysQLin App
Properties NAME VERSION UFDATE AVAILABLE

ﬂ Locks

Export template

You don't have any extensions installed. Click ADD to get started.

App Service plan
B App service plan
il Quotas

P. Change App Service plan

Development Tools
%® Clone App
B Console
K Advanced Tools
"> App Service Editor (Preview)
& Performance test

=} Resource explorer

- )
Extensions

. Select Add.
10. Select the Contrast .NET Core Site Extension for Azure App Service. This is the extension
for .NET Core applications.
11. Select OK, and agree to the terms and conditions.
12. Wait a few seconds and confirm the site extension installed correctly.
13. Go back to the application overview and Restart the application.
14. Navigate to the application, and confirm the application is reporting to Contrast.

TIP
@ You can also install the agent from the Site Extensions area of your application
management SCM (Kudu) site.

o IMPORTANT
If a new version of the .NET Core agent is available, it's indicated in the Azure Portal
or Kudu dashboard. You must stop the site before starting the update; otherwise, the

update may fail.
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@ NOTE
The site extension sets a number of environment variables, including:

CORECLR_ENABLE_PROFILING=1
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER _PATH 32=D:\Home\siteextensions\Contrast.NetCore
-Azure.SiteExtension\ContrastNetCoreAppService\runtimes\win-
x86\native\ContrastProfiler.dll
CORECLR_PROFILER_PATH_64=D:\Home\siteextensions\Contrast.NetCore
-Azure.SiteExtension\ContrastNetCoreAppService\runtimes\win-
x64\native\ContrastProfiler.dll

CONTRAST _INSTALL DIRECTORY=D:\Home\siteextensions\Contrast.NetCo
re_.Azure.SiteExtension\ContrastNetCoreAppService\
MicrosoftinstrumentationEngine_ConfigPath32 ContrastCorex86Confi
g=D:\Home\siteextensions\Contrast.NetCore.Azure.SiteExtension\Co
ntrastCieCoreClrProfiler-32.config
MicrosoftinstrumentationEngine_ConfigPath64 ContrastCorex64Confi
g=D:\Home\siteextensions\Contrast.NetCore.Azure.SiteExtension\Co
ntrastCieCoreClrProfiler-64.config

If the CLR instrumentation engine (CIE) is configured for the application (for example,
because Application Insights is enabled), Azure should automatically overwrite the
CORECLR_PROFILER* variables to point to the profiler of the CIE.

The CIE will then use the MicrosoftinstrumentationEngine_* variables to load the
Contrast agent.

If the CIE is not configured for the application, the standard CORECLR_PROFILER*
variables will be used to load the Contrast agent.

Install the .NET Core agent with the .NET Core agent for IIS installer

The .NET Core agent for IS installer is a normal Windows application installer built using standard MSI
technology. It validates that the target server and satisfies several requirements (for example, that the
server's operating system is a supported operating system). If all requirements are met, the installer:

» Registers the .NET Core agent for IIS as a standard Windows program.

» Places the agent’s files on a disk in the specified install location (for example, C:\Program
Files\Contrast\dotnet-core). This includes several dynamic link libraries (DLLs) and
executables.

» Creates the specified data directory for the agent that's primarily used to store agent log files and
configuration (for example, C:\ProgramData\Contrast\dotnet-core).

» Adds the .NET Core agent’s native modules to IIS.

Before you begin
Before you begin, check the system requirements (page 162) and supported technologies (page 161) to
be sure installation will work and ensure best performance.

Install the agent using Contrast

1. In the Contrast web application, select Add new.
2. Choose .NET Core in the Choose an agent dropdown menu.

3. Select the link ¥ .NET Core lIS agent installer under Install with 1IS. A ZIP archive downloads.
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6.
7.
8.

Extract the downloaded ZIP archive on the web server, and run contrast-dotnet-core-
agent-for-iis-installer.exe. This installs the .NET Core agent for IIS.

TIP

You can use the command line to access additional options supported by the .NET
Core agent for IIS installer.

Configure the .NET Core agent with a YAML configuration file (page 176) to set the authentication

keys (page 31) and any application-specific configuration.

Copy the yaml file to C:\ProgramData\Contrast\dotnet-core if not already there.
Restart 1IS to pick up the changes.
Use the application as you normally would and verify that Contrast sees your application.

Install the agent using command line
Use the command line to access additional options supported by the .NET Core agent for IIS installer.

The .NET Core for IIS agent can be installed using the Windows interface, and uninstalled or repaired
using standard Windows features (including the Programs and Features Control Panel and Powershell).
However, you may want to use the Contrast Windows installer to perform these actions instead for
certain scenarios such as automated scripting.

Use these commands for attended mode:

* Install:contrast-dotnet-core-agent-for-iis-installer._exe
* Uninstall:contrast-dotnet-core-agent-for-iis-installer.exe -uninstall
* Repair:contrast-dotnet-core-agent-for-iis-installer.exe -repair

Use these commands for unattended or silent mode:

Install:contrast-dotnet-core-agent-for-iis-installer._exe -s

SUPPRESS_RESTARTING_I11S=1

Uninstall:contrast-dotnet-core-agent-for-iis-installer_exe -uninstall -s

SUPPRESS_RESTARTING_11S=1

Repair:contrast-dotnet-core-agent-for-iis-installer.exe -repair -s

SUPPRESS_RESTARTING_11S=1

The .NET Core agent for IS installer supports several additional options that are accessible when you
use the command line for installation.

Option
INSTALLFOLDER

DATAFOLDER

SUPPRESS_RESTARTING_I1S

UPGRADE_SERVICE_INSTALLFOLDER

Description

Specify the location where the
installer will place agent files.

Specify the default location for
agent log and configuration
files.

When set the installer will
not restart IIS. Note that
the agent will not be loaded
by applications until 1IS is
restarted.

Specify the location where the
installer will place upgrade
service files.

Example

INSTALLFOLDER=C:Program
Files\Contrast\dotnet-core

DATAFOLDER=C:\ProgramData\Contrast\d
otnet-core

SUPPRESS_RESTARTING_11S=0

UPGRADE_SERVICE_INSTALLFOLDER=""C:\Pr
ogram Files (x86)\Contrast\upgrade-
service"
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o IMPORTANT

The .NET Core agent for IIS installer automatically restarts 1IS when you install the
agent for the first time. You may want to change the configuration of any web server
monitoring tools that raise alarms when IIS restarts.

The .NET Profiling API requires that profiled processes be started with a profiler.
Therefore, the .NET Core agent must restart IS (and any IIS worker processes) to
attach the Contrast profiler. This process is similar to how other profiling products (for
example, memory or performance profilers) behave.

Agent upgrade service

The Agent Upgrade Service is a background Windows service that helps you keep the .NET Framework
and .NET Core for IIS agents automatically updated to the most recent version on Windows. The Agent
Upgrade Service is included with the .NET Framework Agent Installer and .NET Core Agent for IIS
Installer; the agent installers install two products:

+ the corresponding agent, and
» the Agent Upgrade Service.

By default, the Agent Upgrade Service checks for new agent versions released to NuGet when the
service first starts up (when the Windows Server is restarted.) If a new agent version is found, the
Upgrade Service will download the new agent version, verify the installer’s signature, and then finally
execute the installer.

NOTE

When a new agent version installed, IIS will be restarted.

The Agent Upgrade Service is an optional component and is not required for agent Assess and Protect
features.

» De-select the Install the agent upgrade service checkbox when installing the agent if you do not
want to use the Agent Upgrade Service.

+ If installing the agent via command line, add INSTALL_UPGRADE_SERVICE=0 argument to not install
the Agent Upgrade Service.
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;I MET Framework Agent Setup - X

CONTRAST NET Framework Agent

Customize Setup

.MET Framework Agent

Install felder

CAProgram Files\Contrast\dotnet!, Browse
Data folder:

CAProgramData\Contrast\dotnet), Browse

YAML configuration file:
CAProgramData\Contrast\dotnet\contrast_security.yam| Browse

[] Run the agent service under a restricted virtual service account.
Start the agent service on Windows startup.

Start the agent service during setup.

Start the Tray when setup is successful,

Restrict edits of YAML configuration file,

Install the agent upgrade service,

Mext | | Cloze

The behavior of the Agent Upgrade Service can be modified via an agent-specific configuration
file in the Contrast data directory. The default location is C:\ProgramData\Contrast\upgrade-
service.

The configuration for upgrading the .NET Core agent is located in the .NET Core YAML file.

enable: true # Set to "true” for the agent to automatically upgrade to \
newer versions.

checks: Startup # Set the frequency with which the agent checks for \
updates. Valid values are “daily” for every 24 hours and on startup, or \
“startup” for *only* when service starts up.

timeout_ms: 60000 # Set the time allocated to execute the downloaded agent \
installer before cancelling.

nuget_repository_url: https://api.nuget.org/v3/index.json # Set the URL of \
the Nuget repository to be used for the _NET Core Agent for I1S Installer
nuget package name: Contrast.CorellS.Installer # Set the name of the .NET \
Core Agent for 11S Nuget package.

installer_upgrade code: 82468c04-dfc0-4ad4c-9eb9-c4b314c67fdc # Used \
internally to retrieve the current installed agent version from Windows.

E NOTE
The Agent Upgrade Service is only included with the agent installer. It is not included
with the manual .NET Core Agent, agent NuGet packages, or Azure App Service site
extensions.

Agents 172



 Contrast Contrast Documentation

Update the .NET Core agent

Contrast frequently releases new versions of agents, these steps show you how to easily update
the NuGet package or the manual .NET Core agent and keep it updated. To update the agent by
installation:

+ .NET Core agent agent for IIS installer: use the Agent upgrade service (page 119).
» Azure App Service: Use the Azure portal.

£ Search resources, services, and docs (G+/)

Microsoft Azure

All services > App Services » NetCoreWebApplication2 >

+1 Contrast .NET Core Site Extension for Azure App Service =
'E' Update f Deleta

Mame

Contrast .MET Core Site Extension for Azure App Service
* Manual installation: use the instructions below to set up your own automation.

Before you begin

» Confirmed your .NET Core application runs properly without the Contrast .NET Core agent.

* Previously installed the Contrast .NET Core agent.

» Defined a policy for how and when to update the agent, based on your change management policy
and the environment where you deploy agents.

» An existing workflow to manage and keep application dependencies updated.

Steps

1. Download the Contrast .NET Core agent to the same installation location by using the Contrast
repository:

» Hosted: Contrast synchronizes .NET Core agent releases with public NuGet repositories.

+ On-premises: Contrast does not recommend using newer versions of Contrast agents than those
available from your Contrast instance. Use the same version of the .NET Core agent version you
would otherwise download directly from the Contrast web interface.

2. Get the following API information

CONTRAST_URL=<TeamServer URL e.g. https://app.contrastsecurity.com >
ORG_ID=<YOUR TEAMSERVER ORGANIZATION ID>
AUTH_TOKEN=<YOUR TEAMSERVER AUTHENTICATION TOKEN>
AP1_KEY=<YOUR TEAMSERVER APl KEY>

3. Use one of the following scripts to download Contrast .NET Core agent. Include the script in
the application startup script, automated deployment pipeline, or add the script as a cron job to
automatically update the agent.
+ Bash script

CONTRAST_URL=https://app.contrastsecurity.com
ORG__ID=xxxX

AUTH_TOKEN=XxXXX

API1_KEY=XXXX

curl -X GET $CONTRAST URL/Contrast/api/ng/$0RG_1D/
agents/defaul t/DOTNET _CORE /-0 ./Contrast.NET.Core.zip -
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H "Authorization: $AUTH_TOKEN®" -H “API-Key: $API_KEY" /-
H "Accept: application/json® -0J
Powershell

$ContrastUrl = "https://app.contrastsecurity.com/Contrast"
$Userld = "
$ServiceKey =
$ApiKey = "
$0rganizationld =
$InstallPath = " .\dotnet-core"

# Needed if the 0OS defaults to TIsl.1.
[Net.ServicePointManager]: :SecurityProtocol = \
[Net.SecurityProtocolType]::Tlsl12

New-ltem -l1temType Directory $lnstallPath
Invoke-WebRequest ~

-Uri "$ContrastUrl/api/ng/$0rganizationld/agents/defaul t/
DOTNET_CORE™ ~

-Headers @{
"AP1-Key" = $ApiKey
"Authorization™ = \

[Convert]: :ToBase64String([System.Text_Encoding]: :UTF8.GetBytes("'$
{Userld}:${ServiceKey}"))
-
-OutFile "S$InstallPath\Contrast.zip"
Invoke-WebRequest -Uri ~
"$ContrastUrl/api/ng/$0rganizationld/agents/external/default/
DOTNET_CORE™ ~

-Headers @{
"Accept™ = "text/yaml"
"AP1-Key" = $ApiKey
"Authorization™ = \

[Convert]: :ToBase64String([System.Text_Encoding]: :UTF8.GetBytes("'$
{Userld}:${ServiceKey}"))

-

-OutFile "S$InstallPath\contrast security.yaml"
Expand-Archive "$lInstallPath\Contrast.zip" -DestinationPath \

$InstallPath
Remove-Iltem "$InstallPath\Contrast.zip"

4. Unzip the downloaded file and save the contents to the current Contrast agent location. If you do

not know the location, you can look up the environment variables using the command for your

system.

Windows (64-bit)

echo %CORECLR_PROFILER_PATH_64%CORECLR_PROFILER_PATH_64
Windows (32-bit)

CORECLR_PROFILER_PATH_32
Linux (64-bit)

CORECLR_PROFILER PATH 64
Powershell
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printenv CORECLR_PROFILER_PATH_64

Configure the .NET Core agent

The standard configuration (page 29) for all agents uses this order of precedence (page 30).
Depending on your situation, you can configure the .NET Core agent with:

» Azure App Service (page 175)

» Environment variables (page 175)

* A YAML configuration file (page 176)
* Integrations (page 515)

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

Configure the .NET Core agent for Azure App Service

When using Azure App Service, you can configure the .NET Core agent with:

* The Azure Portal: Configure the .NET Core agent using environment variables (page 175).

Add all settings to the Application Settings section of the Configuration blade using environment
variable syntax.

* Environment variables in a web.config file: Place your overrides using the environment variable
convention in the <environmentVariables> section of <aspNetCore> element.

+ A YAML configuration file (page 176): Upload the file to your Azure web application by including it
in your application deployment or using the Kudu console.
In the Configuration\Application Settings blade, add a new application setting
called CONTRAST_CONFIG_PATH with a value that points to this file.
For example, to use the contrast_security.yaml file in the root of your application,
add a new application setting with the key CONTRAST_CONFI1G_PATH and value
of D:\Home\site\wwwroot\contrast_security.yaml in Configuration\Application Settings. Application
files in Azure App Service are deployed to D:\homel\site\wwwroot.

See also

* Install the .NET Core agent with Azure App Service (page 167)

Configure .NET Core agent with environment variables
You can configure environment variables in several ways:

* Under IIS, the web.conTig file can be used to configure application environment variables
» Under Azure App services, the Azure platform provides a Ul to configure the web site's environment
variables.

» When developing, the launchSettings. json file can be used to configure the environment
variables on launched applications.
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TIP
@ You can convert any of the properties in the .NET Core YAML template (page 176) to
environment variables.

» To change the agent's logging level (agent. logger . level) to "TRACE", add a
setting with key CONTRAST __ AGENT__ LOGGER__ LEVEL and value "TRACE".

» To change the agent's server name (server .name) to "MyServer", add a setting
with key CONTRAST__ SERVER__NAME and value "MyServer".

Here are some of the most common settings:

Environment variable Purpose
CONTRAST__APPLICATION__NAME Specify the application name reported to Contrast.
CONTRAST__ APPLICATION__GROUP Specify the access group for this application. (You must have already

created access groups (page 594).)

CONTRAST__ APPLICATION__SESSION_METADATA Provide metadata which is used to create a new session ID in the
Contrast web interface. Vulnerabilities discovered by the agent are
associated with this new session.

CONTRAST__SERVER__NAME Specify the server name reported to Contrast.

CONTRAST__SERVER__ENVIRONMENT Specify in which environment the application is running (Development,
QA and Production).

See the .NET Core YAML template (page 176) for a description of other available properties.

.NET Core YAML configuration template

Use this template to configure the .NET Core agent using a YAML configuration file. (Learn more about
YAML configuration.)

Place your YAML file in the default location

* Windows: C:/ProgrambData/contrast/dotnet-core/contrast_security.yaml
* Unix: Zetc/contrast/dotnet-core/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false ™ to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.
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api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TlIsll | SecurityProtocolType.TlIs12).

# tls_versions: tls|tlsll]tlsl2

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include “File™ or ~“Store .
certificate location: NEEDS TO BE SET

H H H

Set the absolute path to the client certificate"s

-.CER file for communication with Contrast Ul. The
“certificate location™ property must be set to "File .
cer_file: NEEDS TO BE SET

H HHHF

Specify the name of certificate store to open. The
“certificate location™ property must be set to “Store .
Value options include ~AuthRoot™, “CertificateAuthority ,
"My~ , "Root”, "TrustedPeople™, or ~“TrustedPublisher".
store_name: NEEDS TO BE_SET

HHHH

Agents 177



 Contrast Contrast Documentation

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser™ or "LocalMachine .
store_location: NEEDS TO BE SET

H H R H

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate location™ property must be set to ~“Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, “FindBySerialNumber",
“FindBySubjectDistinguishedName™, “FindBySubjectKeyldentifier ",
“FindBySubjectName™, or “FindByThumbprint .

find_type: NEEDS TO BE_SET

H O HHHHHH

Specify the value the agent uses in combination with
“find_type~ to find a certification in the certificate store.

Note - The agent will use the First certificate from
the certificate store that matches this search criteria.

HoH O HHHH

find_value: NEEDS_TO BE_SET

#

# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS_TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port".
# url: NEEDS_TO BE_SET

# Set the proxy user.
# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest™, and "Basic .
# auth_type: NEEDS_TO_BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
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# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Set the the log output level. Valid options are
# TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false
# Set the roll size for log files in megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100

# Set the number of backup Files to keep. Set to "0 to disable.
# backups: 10

#

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security_ logger:

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO™, "DEBUG™, and “TRACE .
# level: ERROR

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
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H H H

enable: NEEDS TO BE SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE_SET

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS _TO_BE_SET

Set the facility code of the messages the agent sends to Syslog.
facility: 19

Set the log level of Exploited attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity exploited: ALERT

Set the log level of Blocked attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and "“DEBUG .
severity blocked: NOTICE

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL™,
“ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .
severity blocked perimeter: NOTICE

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
severity probed: WARNING

Set the log level of Suspicious attacks. Value options are “ALERT",
“CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

Set the connection type used for Syslog messages.
Value options are “UNENCRYPTED™ and “ENCRYPTED™ .
connection_type: UNENCRYPTED

#

# agent.dotnet
# The following properties apply to any _NET agent-wide configurations.

#

# dotnet:

HHHHH

H H H

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after .NET Framework 19.1.3 and _.NET Core 1.0.0.
application_denylist: NEEDS TO BE SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are
still instrumented. Allowlist takes precedence over
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HOH R HH HHHHH HOH R HH H* H* H H HHHF HOHHH H HHHF HH R HH H H H

H O HHH

H H#*

denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 1.0.0.
application_allowlist: NEEDS TO BE_SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
API. Defaults to “true . New after _NET Framework 19.1.3
(Installed Only) and _NET Core 1.9.3 (Installed Only).
enable_chaining: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to "true . New

after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_instrumentation_optimizations: true

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_jit_inlining: true

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to "false .
New after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_transparency_checks: false

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after .NET Framework 20.6.3 and .NET Core 1.0.0.
enable_cat: true

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000" .
New after _NET Framework 20.4.3 and _-NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

Sets the maximum amount of time a "Probe Analysis®" Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

"5 000" . New after _NET Framework 20.7.3 and _.NET Core 1.5.11.
protect_searchers_probe_analysis _single_ pattern_deadline ms: 5 000

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to “60_000".

New after _NET Framework 20.4.3 and -NET Core 1.5.0.
protect_searchers_total rule_deadline ms: 60 000

Sets the maximum amount of time a "Probe Analysis®" Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to ~10 000 .

New after _NET Framework 20.7.3 and _NET Core 1.5.11.
protect_searchers _probe_analysis total rule deadline_ms: 10 000

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
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~604_800 000" . New after .NET Framework 20.6.1 and .NET Core 1.5.5.
log cleanup_maximum_age ms: 604 800 _000

H* H*

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) If issues occur. Defaults
to false . New after _NET Framework 20.6.6 and _NET Core 1.5.10.
suppress_metric_counters: false

HOH R HFHH

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to “true .
New after .NET Framework 20.7.3 and .NET Core 1.5.11.
enable_file based app watching: true

H HHHF

#

# iInventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to “false™ to disable inventory features in the agent.
enable: true

H* H#*

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”
#
#

tags: NEEDS_TO_BE_SET

# assess
# Use the properties in this section to control Assess.
#

# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

HOH HH

Control the values captured by Assess vulnerability events. "Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal~

has better performance as it only captures String type objects

as strings and uses type name for other object type values.
event_detail: minimal

H O HHHH

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

H H H
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#
# tags: NEEDS_TO BE_SET

# Value options are "ALL™, "SOME~, or “NONE~.
# stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 _000

#

# assess.rules
# Use the following properties to control simple rule configurations.

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled_rules: NEEDS_TO_BE_SET

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
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# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled _rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following properties to configure

# 1f and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.

# sql-injection:

Set the mode of the rule. Value options are
"monitor -, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

H*

protect.rules.sgl-injection-semantic-chaining
Use the following properties to configure how the
sgl injection semantic analysis chaining rule works.

H HHHF

H*

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

Agents 184



 Contrast Contrast Documentation

H*

HOH R H

H*

H*

H oH HH

3+

protect.rules.sgl-injection-semantic-dangerous-functions
Use the following properties to configure how the sqgl

injection semantic analysis dangerous functions rule works.

sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-suspicious-unions
Use the following properties to configure how the sqgl

injection semantic analysis suspicious unions rule works.

sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
# are "monitor -, “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-tautologies
Use the following properties to configure how the sqgl
injection semantic analysis tautologies rule works.

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "monitor , “block™ or "“off .
# mode: off

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rulle works.

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off
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# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect_phased_commands: true

#

# protect.rules._path-traversal

# Use the following properties to configure

# how the path traversal rule works.

#

# path-traversal:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off

#

# protect.rules.method-tampering

# Use the following properties to configure

# how the method tampering rule works.

#

# method-tampering:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

#

# reflected-xss:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off
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H HHHF

protect.rules.unsafe-file-upload
Use the following properties to configure
how the unsafe file upload rule works.

unsafe-file-upload:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.untrusted-deserialization
Use the following properties to configure
how the untrusted deserialization rule works.

untrusted-deserialization:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

#

# application
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# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_ SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

H H H

H*

Add the application code this application should use in the Contrast Ul.
code: NEEDS_TO_BE_SET

H*

Override the reported application version.
version: NEEDS TO BE SET

H* H#

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value  pairs.
Example - “business-unit=accounting, office=Baltimore”

H O HHHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO_BE_SET

HoHHHHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHRHF
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# server

# Use the settings In this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS _TO_BE_SET

Override the reported server path. New after
-NET Framework v21.3.1 and .NET Core v1.8.0.
path: NEEDS TO BE_SET

H* H H

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
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api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TlIs1ll | SecurityProtocolType.TIs12).

# tls versions: tls]tlslil]tlsl2

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include "File  or “Store .
certificate_location: NEEDS_TO_BE_SET

H H H

Set the absolute path to the client certificate"s

.CER File for communication with Contrast Ul. The
“certificate location™ property must be set to "File .
cer_file: NEEDS _TO BE_SET

H H R H

Specify the name of certificate store to open. The
“certificate location™ property must be set to ~“Store .
Value options include “AuthRoot™, “CertificateAuthority ,
"My~, "Root”, “TrustedPeople , or “TrustedPublisher .
store_name: NEEDS_TO BE_SET

HOH R HH

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser~ or "LocalMachine .
store_location: NEEDS TO BE SET

H H R H

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate location™ property must be set to ~“Store .

H H H
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Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, “FindBySerialNumber™,
“FindBySubjectDistinguishedName™, “FindBySubjectKeyldentifier™,
“FindBySubjectName™, or “FindByThumbprint™.

find_type: NEEDS TO BE_SET

HHHHH

# Specify the value the agent uses in combination with
# ~find_type” to find a certification in the certificate store.
#
# Note - The agent will use the Ffirst certificate from
# the certificate store that matches this search criteria.
#
# Find_value: NEEDS_TO_BE_SET
#
# api.proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS _TO_BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS _TO_BE_SET

# Set the proxy password.
# pass: NEEDS TO BE SET

# Set the proxy authentication type. Value
# options are "NTLM~, “Digest”, and "Basic .
# auth_type: NEEDS TO BE SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

#

# agent.logger
# Define the following properties to set logging values.
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# IFf the following properties are not defined, the
# agent uses the logging values from the Contrast Ul.
#

# logger:

# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO

Set to “true  to redirect all logs to
“stdout” instead of the file system.
stdout: false

H* H H

Set the roll size for log files in megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

H H* H

# Set the number of backup files to keep. Set to 0" to disable.
# backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the log level for security logging. Valid options
# are "ERROR™, "WARN™, "INFO ", "DEBUG , and "TRACE .
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS TO BE SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
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# port: NEEDS_TO BE_SET

# Set the facility code of the messages the agent sends to Syslog.

# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG™.

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are "ALERT",

# "CRITICAL™, "ERROR™, "WARNING™, "NOTICE", "INFO , and "DEBUG .

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT", "CRITICAL",

# TERROR™, “WARNING™, “NOTICE™, "INFO , and “DEBUG".

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".

# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".

# severity suspicious: WARNING

# Set the connection type used for Syslog messages.

# Value options are “UNENCRYPTED™ and “ENCRYPTED .

# connection_type: UNENCRYPTED

#

# agent.dotnet

# The following properties apply to any .NET agent-wide configurations.

#

# dotnet:

HOHHHH

H O HHHH

HOH R H

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after _NET Framework 19.1.3 and _-NET Core 1.0.0.
application_denylist: NEEDS TO BE_SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 1.0.0.
application_allowlist: NEEDS TO BE SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
APl1. Defaults to “true . New after .NET Framework 19.1.3
(Installed Only) and _NET Core 1.9.3 (Installed Only).
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H*

enable_chaining: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to "true . New

after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_instrumentation_optimizations: true

HOH R H

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true . New after .NET Framework 19.1.3 and .NET Core 1.0.0.
enable_jit inlining: true

H*H HHHF

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to “false .
New after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_transparency_checks: false

H H R H

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after _NET Framework 20.6.3 and _NET Core 1.0.0.
enable_cat: true

H H

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000 .
New after .NET Framework 20.4.3 and _.NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

H O HHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

5 000" . New after _NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers probe_analysis _single pattern_deadline ms: 5 000

HH O HH

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to 60 000" .

New after .NET Framework 20.4.3 and _.NET Core 1.5.0.
protect_searchers_total rule deadline ms: 60 000

H O HHH

Sets the maximum amount of time a "Probe Analysis®™ Protect

rule 1s allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to 10 000 .

New after _NET Framework 20.7.3 and _NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

H HHHH

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
~604_800_000". New after _NET Framework 20.6.1 and .NET Core 1.5.5.
log cleanup_maximum_age ms: 604 800 _000

H* HHHF

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) iIf issues occur. Defaults
to “false . New after _NET Framework 20.6.6 and _NET Core 1.5.10.

HOHHHH
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# suppress_metric_counters: false

# Enable file based application watching. Set to false if

# file watching is causing locking issues. Defaults to “true .
# New after _NET Framework 20.7.3 and _NET Core 1.5.11.

# enable_file based app watching: true

#

# 1In

# Use the properties in this section to override the inventory features.

ventory

#

# in

H H#*

ventory:

Set to “false” to disable inventory features in the agent.
enable: true

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

tags: NEEDS_TO_BE_SET

# as
# Us

sess
e the properties in this section to control Assess.

#

# as

HOH O HHH® H HHHF

H*H HHHH

H H#*

Sess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

Control the values captured by Assess vulnerability events. “Full”

captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal”
has better performance as it only captures String type objects
as strings and uses type name for other object type values.
event _detail: minimal

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

tags: NEEDS_TO BE_SET

Value options are "ALL™, “SOME™, or “NONE'.
stacktraces: ALL
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# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set "“reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled_rules: NEEDS TO BE_SET

#

# protect
# Use the properties iIn this section to override Protect features.

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#
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# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following properties to configure

# 1Ff and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection
# Use the following settings to configure the sql-injection rule.

# sgl-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

3+

protect.rules.sgl-injection-semantic-chaining
Use the following properties to configure how the
sgl injection semantic analysis chaining rule works.

H H R H

H*

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .
# mode: off

+

protect.rules.sgl-injection-semantic-dangerous-functions
Use the following properties to configure how the sql
injection semantic analysis dangerous functions rule works.

H O R H

H*

sgl-injection-semantic-dangerous-functions:
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H*

H*H HHHF

H*

H*

H*HHHF

+H*

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-suspicious-unions
Use the following properties to configure how the sql

injection semantic analysis suspicious unions rule works.

sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

protect.rules.sgl-injection-semantic-tautologies
Use the following properties to configure how the sql
injection semantic analysis tautologies rule works.

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "“monitor~, “block™ or “off .
# mode: off

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rulle works.

cmd-injection:

# Set the mode of the rule. Value options are

# "monitor~, “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased_commands: true

H* H H

protect.rules.path-traversal
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# Use the following properties to configure
# how the path traversal rule works.

# path-traversal:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

#

# protect.rules.method-tampering

# Use the following properties to configure

# how the method tampering rule works.

#

# method-tampering:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at _perimeter".
#
# mode: off

#

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

#

# reflected-xss:
# Set the mode of the rule. Value options are
# "monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#

# protect.rules.unsafe-file-upload

# Use the following properties to configure

# how the unsafe file upload rule works.

#
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# unsafe-file-upload:
Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

#

mode: off
#
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
#
# xxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
# protect.rules.untrusted-deserialization
# Use the following properties to configure
# how the untrusted deserialization rule works.
#

# untrusted-deserialization:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off

#
#
#
#

application
Use the properties in this section for
the application(s) hosting this agent.

#

application:

# Override the reported application name.
#
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#

Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_BE_ SET

H H H

H H#*

H O HHHH H o HHOH R HOH R HH

HoHHHHHHH

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS_TO BE_SET

Add the application code this application should use in the Contrast Ul.
code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell,label2,label3”

tags: NEEDS _TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_SET

# server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#
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# server:

# Override the reported server name.
# name: localhost

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS_TO BE_SET

Override the reported server path. New after
-NET Framework v21.3.1 and .NET Core v1.8.0.
path: NEEDS_TO_BE_SET

H H H

Profiler chaining for the .NET Core agent

You can use profiler chaining to run the .NET Core agent alongside another .NET Core APM profiler.

The Contrast .NET Core agent is tested and proven to be compatible with the following profiling tools,

given the combination of runtime, deployment type, and OS:

Profiling tool Versions tested .NET Core Third-party profiler
runtime deployment type

AppD 21.81 3.1 Nuget Package
AppD 21.8.1 3.1 Installed

AppD 21.8.1 6.0 Nuget Package
Dynatrace One Agent 1.193.159.20200602-190835 3.1 Installed

New Relic (see 8.23.107 3.1 NuGet Package
example (page 203))

New Relic 8.23.107 3.1 NuGet Package

(015

Windows 2019
Windows 2019
Windows 2022

Windows Server
2019

Windows Server
2019

Ubuntu

@ NOTE
The agent is likely compatible with other profiling tools if those tools follow the
conventions of the CoreCLR Profiling APl and do not make assumptions about the

profiling environment.

IS

1. Install the third-party agent, then the Contrast .NET Core agent.

NOTE

You must use the installed agent, not the manual agent.

Dynatrace chaining is only supported for installed IIS agent.
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2. Enable profiler chaining, configure the .NET Core agent (page 202) so that the
agent._dotnet.enable_chaining setting is set to true. For example, you could use this YAML
configuration:
agent:

dotnet:
enable_chaining: true

3. Once configured, you must restart the agent. On restart, the Contrast .NET Core agent
automatically detects the presence of other profiling tools registered with IIS and configures the
environment to load both the Contrast .NET Core agent profiler and the third-party profiler.

Outside of IIS

The agent.dotnet.enable_chaining configuration flag will not work if you are using profiler
chaining for applications:

* hosted outside of IIS, or
+ that use the third-party agent's Nuget package (rather than the installed agent).

1.

Replace the CLR environment variables for the profiling tool with CONTRAST_CCC_COR versions.
Any of these names should be transformed:

Change this To this
COR_PROFILER CONTRAST_CCC_COR_PROFILER
COR_PROFILER_PATH CONTRAST_CCC_COR_PROFILER_PATH

COR_PROFILER_PATH_32 CONTRAST_CCC_COR_PROFILER_PATH_32

COR_PROFILER_PATH_64 CONTRAST_CCC_COR_PROFILER_PATH_64

2. Make the necessary changes in your APM profiler. Here are examples for New Relic (page 203).

Install .NET Core agent alongside New Relic
To install the .NET Core agent alongside the New Relic agent:

1.

Install the New Relic agent via:

* New Relic

* NuGet

Change the environment variable keys as follows:

Change this To this
CORECLR_PROFILER CONTRAST_CCC_CORECLR_PROFILER
CORECLR_PROFILER_PATH CONTRAST_CCC_CORECLR_PROFILER_PATH

The New Relic environment should should be similar to:

CORECLR_ENABLE_PROFILING=1
CONTRAST_CCC_CORECLR_PROFILER={36032161-FFC0-4B61-B559-F6C5D41BAE5A}
CORECLR_NEWRELIC_HOME=PATH\TO\INSTALL
CONTRAST_CCC_CORECLR_PROFILER_PATH=C:\Program Files\New Relic\_.NET \
Agent\netframework\NewRelic.Profiler.dll
NEW_RELIC_LICENSE_KEY=YOUR_LICENSE_KEY
NEW_RELIC_APP_NAME=YOUR_APP_NAME
#UUID-05d49ede-9962-98cd-7818-9f40911b1908 (page 162)

The application environment with both Contrast and New Relic should look like:

CORECLR_ENABLE_PROFILING=1
CONTRAST_CCC_CORECLR_PROFILER={36032161-FFC0-4B61-B559-F6C5D41BAE5A}
CORECLR_NEWREL1C_HOME=PATH\TON\INSTALL
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CONTRAST_CCC_CORECLR_PROFILER PATH=C:\Program Files\New Relic\.NET \
Agent\netframework\NewRelic.Profiler.dll
NEW_RELIC_LICENSE_KEY=YOUR_LICENSE_KEY
NEW_RELIC_APP_NAME=YOUR_APP_NAME
CORECLR_PROFILER PATH 64=<CONTRAST_ CORE_CLR_HOME>\runtimes\win-
x64\native\ContrastProfiler.dll
CORECLR_PROFILER _PATH 32=<CONTRAST_CORE_CLR_HOME>\runtimes\win-
x86\native\ContrastProfiler.dll
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CONTRAST_CONFIG_PATH=<CONTRAST_CORE_CLR_CONFIG_PATH>\contrast_security.ya
ml

.NET Framework and .NET Core Telemetry

.NET Framework and .NET Core agents use telemetry to collect usage data. Telemetry is collected
when an instrumented application first loads the agent’s sensors and then periodically (every few hours)
afterwards.

Your privacy is important to us (page 675). The telemetry feature doesn't collect application data.
The data is anonymized before being sent securely to Contrast. Then the aggregated data is stored
encrypted and under restricted access control. Any collected data will be deleted after one year.

The telemetry feature collects the following data:

Agent versions Data
.NET Framework later than 2020.8.3 Agent version
.NET Core later than 1.5.15 Operating system and version
Whether the agent is running in a container
Whether the agent is running in Azure App Service

Hashed Media Access Control (MAC) address: a cryptographically (SHA256) anonymous
and unique ID for a machine

Kernel version

Process memory page size
Process memory working set size
Process running time

Whether Assess is enabled
Whether Protect is enabled

.NET Framework later than 2020.8.3
.NET Core later than 1.5.15
.NET Framework later than 20.9.1

.NET Core later than 1.5.17
NET Framework later than 20.9.3

.NET Core later than 1.5.19

NET Framework later than 20.10.1

.NET Core later than 1.5.20
.NET Framework later than 20.10.2

.NET Core later than 1.5.21
.NET Framework later than 20.12.2

.NET Core later than 1.7.2

.NET Framework runtime version
.NET Core runtime version

Hosted or on-premises Contrast instance

CLR Instrumentation Engine (CIE) usage
Application framework

Chained profiler vendor

Process hosting mode

CIE Raw Profiler Hook usage

Names of configuration settings with non-default values

Names of disabled Assess rules

Time elapsed for agent’s profiler component to initialize
Time elapsed for agent’s first request to the Contrast web interface
Time elapsed for agent’s profiler component to initialize

Time elapsed between agent initialization and end of the first request
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Agent versions Data

.NET Framework later than 21.1.1 Metrics on 11S-hosted applications, including:

 Total application count

» Application count that will be analyzed (pass application allow list/deny list
configuration)

» Count of apps hosted on CLR4 application pools

» Count of apps hosted on CLR2 application pools

Metrics on IIS applications pools

« Total count

» Count with agent attached
* Count of CLR4

* Count of CLR2

Minimum number of applications in a single app pool
Maximum number of applications in a single app pool
Median number of applications across all app pools

.NET Framework later than 21.1.2 Rule mode (i.e. Monitor vs. Block) for each Protect rule

.NET Core later than 1.7.5

.NET Framework later than 21.4.2 Exceptions thrown and caught within agent sensor code, including log message,
exception type, exception message, and stack trace frames for System and Contrast

.NET Core later than 1.8.4 methods.

.NET Framework later than 21.7.1 * Process Architecture (x86/x64)

.NET Core later than 1.9.7 O syl LERL )

In Azure App Service, the values of the following environment variables:

« WEBSITE_PHYSICAL_MEMORY_MB
+ WEBSITE_PLATFORM_VERSION
« WEBSITE_SKU

.NET Framework later than 21.9.2 Description of location where YAML config file was loaded from (i.e., path specified by

environment variable, default location, application directory).
.NET Core later than 2.0.1

To opt-out of the telemetry feature, set the CONTRAST_DOTNET_TELEMETRY_OPTOUT environment
variable to 1 or true.

Telemetry data is securely sent to telemetry.dotnet.contrastsecurity.com. You can also opt out of
telemetry by blocking communication at the network level.

Node.js agent

The Contrast Node.js agent analyzes the behavior of Node.js web applications using established
techniques, such as source-to-source compilation, to add Contrast sensors to an application prior to
execution.

The Contrast Node.js agent follows semantic versioning (major.minor.patch). The agent works best with
these supported technologies (page 206) and these system requirements (page 207).

The Node.js agent rewrites the application code prior to startup using the Babel compiler. After start up
the agent patches the required functions for the supported frameworks and modules (page 206).

Once you install the Node.js agent (page 208), there are two primary source code transformations that
it uses to monitor the behavior of your application:

+ AST transformation is the process by which the agent creates an abstract syntax tree of a body of
code, manipulates the tree and then creates new source code based on this syntax tree. The agent
goes through this process to handle scenarios in which function hooks won't work. For example,
rewrites allow Contrast to add operator overloading to JavaScript so that it can properly track the flow
of untrusted data.
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* Function hooks take over the execution of a given function like, chi ld_process.exec, to collect
data about its arguments and its return value, and send this data to the parts of the agent responsible
for analysis. As a result, the agent enables certain functions to be self reporting.

Contrast service

The Contrast service (page 409) is an executable which is packaged within the Node.js agent, and runs
in a separate process. With versions 4.X.X of the agent the Contrast service starts up automatically with

the agent.

The service enables communication between the Node.js agent and Contrast. Like the agent, it can be
configured (page 410) with environment variables (page 35) or a YAML configuration file. The Contrast
service uses port 30555 as the default for HTTP communication between the agent and the service.

You can configure the port and communication protocol between the agent and service. Available
protocols include: HTTP, linux socket (file descriptor), and gRPC. The service can be deployed one-for-
one with the agent, or shared across a group of agents on a single server hosting multiple containers.

Supported technologies for Node.js

This page shows supported technologies for the Contrast Node.js agent. Contrast agent releases are

supported for one year after release.

@ NOTE
The Contrast Node.js agent does not support any versions of modules tagged as
deprecated on npmjs.com. Deprecated modules present a high security risk and may
negatively impact the function of the agent.

It also does not support using a bundler like webpack, parcel, or esbuild to
package or compress the server-side JavaScript code.

Contrast Node.js agent version 3.X will EOL in June 2022.

Language version

« JavaScript ECMAScript 5
« JavaScript ECMAScript 6
* TypeScript

Node.js Long-Term Support (LTS)

All versions in Active and Maintenance
LTS status, currently:

« 10 (only for agent versions 3.X.X)

« 12 ,and 14

+ 16 (only for agent version 4.5.0 and
later)

Notes

Contrast supports even numbered Node.js versions in "active LTS" or
"maintenance" status.

The Node.js LTS versions support these features for JavaScript ECMAScript5 and
6.

TypeScript is only supported if the agent is configured to point to the compiled entry
point for your application.

Notes

The Node.js agent doesn't guarantee support for Node.js features classified as
Experimental (Stability: 1). It also doesn't instrument the native net module. It only
provides functionality for HTTP(S) application servers built using the supported
application frameworks in this table.

HTTP/2 is supported for agent versions 4.9.1 and later when using the Node.js
core HTTP/2 or spdy library.

For customer applications using HTTP/2 with Contrast Node.js agent versions 4.X,
you must configure the agent to use agent.traverse_and_track: true.

Node.js version status is shown in Node.js Long-Term Support Release Schedule.
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Application frameworks

* Express 4

* hapi 19, 20 NOTE

+ Fastify 2 (only for agent versions If you are using Fastify 3 with Node.js agent version 3.X.X,
3.X.X), 3 (see note) you must enable the optional babel rewriter.

* Koa 2.3 and later

* Kraken 2.2.0 and 2.3.0 # env var

« LoopBack 3 (only for agent versions CONTRAST__AGENT___NODE__ENABLE_BABEL=true
3.X.X), 4

+ Restify 8 # yam!

» Sails 1.2.3 and later (only for agent ELJRNES

node:

versions 4.10 and later) el bEbels e

# cli
--agent.node.enable_babel true

Database drivers and object-relational mapping (ORM)

» DynamoDB (Assess only) 2019 and later
* MongoDB 3.5.0 and later, 4.X; (compatible with database versions 3.6, 4.X)
« MySQL2 2.0.0 and later (compatible with MySQL database versions 5.6.51, 5.7.X and 8.0.X)
* Mongoose
+ 4.X and 5.X (only for agent versions 3.X.X)
* 6.X (only for agent versions 4.9.1 and later)
« Postgres driver 7.5.0 and later, 8.X (compatible with database versions 9.6 and later)
» RethinkDB driver version 2.4.0 and later
« Sequelize 5.X and 6.X
« SQLite 4.X (compatible with database versions 3.26.0 and later)
« SQLite3 driver 4.X (compatible with database versions 3.26.0 and later)

Validation modules

* Joi 17 and later
« Validator 13 and later

Templating engines

* Handlebars 4

e Pug3

« EJS 2.6.2,3.0.1 (only for agent version 4.1.0 and later)
« Mustache 4.x and later

Other technologies

* Express-session 1.15.6 , 1.16.0 and later

Test suite

Node Test Benches When changes are made to the Node.js agent, Contrast runs this battery of
automated tests to ensure that it detects findings in supported technologies
across all supported versions of Node. The Node Test Benches include tests that
exercise the agent with all of our supported frameworks. Each framework within the
monorepo is updated as Contrast adds more third-party library support to the agent.

System requirements for the Node.js agent

o IMPORTANT
The Node.js agent does not currently support running on Macs with the M1 chip.

Before installing the Node.js agent confirm you can meet the following requirements:

» There is a deployed application to be analyzed, and the web application technology is supported by
Contrast.
» The agent has network connectivity with the Contrast server.
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Using the Node.js agent requires increasing the application's available CPU and memory due to the
increased processing and analysis of inbound information. Using the Node.js agent will use more
resources than your application on its own. CPU load will also increase but this is heavily influenced by
the specific application architecture and existing CPU usage profile.

If you are using Assess, you should double the available memory in each container compared to what
you would normally use without the Contrast Node.js agent.

System requirements
Operating systems

« CentOS 7 (only for agent versions 3.X.X), 8 and later
« Ubuntu 14.04 and later

* Debian 9 and later

« Windows

* macOS

CPU
* AMD 64, x86_64 and compatible

Install the Node.js agent
There are several ways to install the agent depending on your situation, but generally, this is the
process:

Get the Node.js agent from npm.

Set authentication keys (page 31) .

Add a command to the package. json file to enable your application to run with the agent.
Run your application with the agent.

Use your application as you normally would and verify that Contrast sees the application.

O 0N~

To avoid errors, follow these specific instructions depending on how your application is deployed:

* Install manually (page 208)
* Install in a container (page 209)
* Install with IBM Cloud (page 212)

Install Node.js agent manually
To install or update the agent manually:

1. Install the latest version of the agent from npm by running this command from the application's root
directory:

npm install @contrast/agent
Alternatively, if you use yarn, run this command to install the agent:

yarn add @contrast/agent

@ NOTE
If you don't want to install optional dependencies included with the Node.js
agent, append the --no-optional CLI flag to your install command or add
optional=false to your NPMRC file.

2. Set authentication keys (page 31) with environment variables (page 35). Make sure your Node.js
application has access to the environment variables at runtime.
Alternatively, set the configuration with YAML configuration using this template (page 216). Make
sure the contrast_security.yaml is in the applications root directory.
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3. Add this command to the scripts section of your application's package.json file:

“scripts': {
"contrast': "'node -r @contrast/agent <app-main>.js',
“start'": ...,
“"test": ...

}

4. Run your application with the agent:

npm run contrast

TIP

You can change this npm script to include, other runtime configurations (page 215)
such as an alternate configuration file location.

5. Exercise your application by performing either manual or automated testing to ensure your
application is functioning correctly with the agent installed.
6. \Verify that your server is registered in Contrast and reports an instance of your application.

Install the Node.js agent using a container

Before you begin

This topic provides general guidance for installing the Contrast Node.js agent in a containerized
application, with Docker as an example.

You should have a basic understanding of how containers and related software work. You may need to
adjust the instructions to meet your specific circumstances.

Install the agent
Install the Node.js agent using one of these options:

+ Add the agent to the application during development. (recommended)
This way, the agent will be included with your application’s package. json.
Use this command to populate the agent into your pipelines and container images.

npm install @contrast/agent --no-optional
+ Add the agent to the Dockerfile.

Add the agent at container build time if you prefer to maintain separate images for the application
(with and without the Contrast agent).

Use this command to add the agent into your existing Dockerfile or into a new Dockerfile that uses
your application's image as a base image.

npm install @contrast/agent --no-optional

Configure the agent

Follow these instructions when configuring the Node.js agent for an application deployed into

a container like Docker (otherwise, see more general information on configuring the Node.js
agent (page 215)). Configuration for the Node.js agent follows this order of precedence (page 30).

1. Create a YAML configuration file.
Your contrast_security.yaml file should reside in your application's directory so it is copied to
the container file system. The path to write to stdout is /proc/1/fd/1.
In the YAML file:
* Replace <YourURL>, <YourUserName>, <YourAPIKey> and <YourServiceKey> with your
values. Find your agent keys here (page 31).
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« Enable rewrite caching and specify the path of the cache location.

» Specify the logging level.

* You must also explicitly enable Protect or Assess if you choose to pre-compile with the Node.js
agent rewriter CLI. (page 234).

A typical YAML file for a container installation might look like this:

api:
url: <YourURL>
user_name: <YourUserName>
api_key: <YourAPIKey>
service_key: <YourServiceKey>
agent:
service:
enable: true
logger:
path: /proc/1/fd/1
level: info
host: 127.0.0.1
port: 30555
logger:
path: /proc/1/fd/1
level: info
node:
rewrite_cache:
enable: true
path: ./rewrite_cache
assess:
enable: true
protect:
enable: false
Copy the YAML file into the base image using this command (in this example, Zapp/
contrast_security.yaml is the base directory for your application in the image).

COPY WORKSPACE/contrast_security.yaml /app/contrast_security.yaml

Use environment variables to set application-specific configuration. These can be ENV statements
in the Dockerfile or they can be passed to the Docker run command with the -e option. See a list of
environment variables (page 215) commonly used to set application-specific values

Run and verify

1.

If you want to use the Node.js agent rewriter CLI (available in version 4.X and later), add a
RUN instruction and provide the command to invoke the contrast-transpi le executable. Then
provide your application's entry point.

RUN npx contrast-transpile index.js
You must preload the Contrast agent when you launch your application. Normally, you do this in the
Dockerfile’s CMD statement, but you can also use an npm script defined in the package - json.

For example, if you normally start your application with:
CMD [‘Enode11 ) Liapp11]
Then you can use this command to run the application with Contrast:

CMD [“node”, “-r”, “@contrast/agent”, ‘“app’]
When the agent starts, it will try to connect to Contrast with authentication keys (page 31) in the
YAML configuration file.
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TIP
@ To protect the agent credentials, use the Docker secret and pass them as
environment variables during deployment time. For example:

docker run -e CONTRAST__API_ -

e CONTRAST__API__API_KEY=<value> -

e CONTRAST__API__ SERVICE_KEY=<value> -

e CONTRAST__APIl__ USER_NAME=<value> -

e CONTRAST _ SERVER _ENVIRONMENT=<value> image with_contrast

4. Verify that Contrast is running by checking the activity in the container log.
For example, log activity might look like this:

@contrast/agent 2.16.8--——————————
2020-07-20T19:05:14.407Z INFO contrast-service: BUILD {"progname™: \
"Contrast Service', "version": "2.8.1", "buildTime": "'}
2020-07-20T19:05:14.407Z INFO Building timer for orphan request cleanup \
{"progname': "Contrast Service', "cleanupMs': 5000}
2020-07-20T19:05:14.408Z INFO Building timer for orphan app cleanup \
{"'progname™: *Contrast Service'™, "time': 5000}

2020-07-20T19:05:14.450Z INFO Creating New Application Server \
{"'progname™: *"Contrast Service', "uuid': "96299b72-f867-4354-
b9c9-1eb23511cb8a*, "‘serverName™: 'bclbd6e5cd3a’™, *‘clientld™: "1, \

“pid': 1}
2020-07-20T19:05:14.450Z WARN Failed to initialize secure client, \
falling back to insecure client {'progname': "Contrast Service"}

2020-07-20T19:05:15.473Z INFO setting new server features for \
context{"'progname’: "Contrast Service', "uuld'": "96299b72-f867-4354-
b9c9-1eb23511cb8a', "'serverName": "bclbd6e5cd3a'}
2020-07-20T19:05:15.474Z ERROR Error setting up CEF syslog {'progname": \
"Contrast Service', "err': "open /juice-shop/security.log: permission \
denied"}

2020-07-20T19:05:15.475Z INFO starting event scanner {'progname’: \
"Contrast Service', "report”: {}}

2020-07-20T19:05:15.486Z INFO Creating new application {'progname™: \
"Contrast Service', "uuid": '"96299b72-1867-4354-

b9c9-1eb23511cb8a™, ''serverName™: *"bclbd6e5cd3a™, "appName'™: *juiceshop-
guide', "language": "Node', "clientld": "1', "pid": 1}
2020-07-20T19:05:15.486Z INFO AppCreate: creating and initializing new \
application {"progname'": "Contrast Service', "uuid": "96299b72-f867-4354-
b9c9-1eb23511cb8a', "'server_name': 'bclbd6e5cd3a’, "app_name': ""juiceshop
—-guide™, "app_lang": "Node', "client id": "1", "pid": 1}
2020-07-20T19:05:15.921Z INFO setting new application settings \
{"'progname™: *Contrast Service', "“uuid: '96299b72-f867-4354-
b9c9-1eb23511ch8a*™, "‘serverName™: *bclbd6e5cd3a’™, *‘appName': *juiceshop-
guide™, "language™: "Node'}

2020-07-20T19:05:15.922Z INFO Setting session id on app context: \
{"progname': "Contrast Service', "uuid': "96299b72-f867-4354-
b9c9-1eb23511cb8a™, *clientid™: "1, "appname': *‘juiceshop-

guide', "applang': "Node', "apppath": "/juice-shop/

package.json', "sessionid": "cd0b271e66974162bf5fcca8b32e37bl"}

Entering main at /juice-shop/appinfo: All dependencies in ./

package.json are satisfied (0K)...
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See also
Contrast Support Portal Node.js agent with Kubernetes

Contrast Support Portal AWS Fargate and Contrast agents
Install Node.js with IBM Cloud

1. Install the latest LTS (Long Term Support) version of Node.js.
2. Toinstall from npm, run this command from the app root directory:

npm install @contrast/agent
Alternatively, if you use yarn, run this command to install the agent:

yarn add @contrast/agent

3. Configure the Node.js (page 215) using a YAML configuration file to set the authentication
keys (page 31) and any application-specific configuration.
You can use this sample contrast_security.yaml file, but replace <URL>, <UserName>, <APIKey>
and <ServiceKey> with your values, and set <ServerName> to the name of the IBM cloud
server to which this application will report. (This way you will be able to identify the server when
you view it in Contrast.)

contrast:

url: <URL>

user_nhame: <UserName>

api_key: <APIKey>

service_key: <ServiceKey>

server:

name: <ServerName>

4. Create a folder named contrast in your application’s root directory. and move the node-
contrast-.tgz and the contrast_security.yaml files into the contrast folder.

5. Add this command to the "'scripts' : section of your application's package.json file:

"ibmcloud-with-contrast”: "npm install @contrast/agent && node -
r @contrast/agent index.js -c /home/vcap/app/contrast/
contrast_security.yaml”,

6. Since IBM Cloud runs the start script by default, you must change the start command to point to
the ibmcloud-with-contrast line given in the previous step. Run the agent using:

“start":"npm run ibmcloud-with-contrast™
Now the scripts section of the package.json should look like the following:

“scripts': {

"bluemix-with-contrast”: "npm install @contrast/agent && node -
r @contrast/agent index.js -c /home/vcap/app/contrast/
contrast_security.yaml™,

“start”:"npm run bluemix-with-contrast”

}1
7. Push the application to IBM Cloud using:

cf push <application-name> -t 180
8. Run the agent with:

npm start contrast
9. Exercise your application by performing either manual or automated testing to ensure your
application is functioning correctly with the agent installed.
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10. Verify that your server is registered in Contrast and reports an instance of your application.

Update the Node.js agent

The most reliable and effective way to automatically update the Contrast Node.js agent is to use the
Node.js npm package manager to install and download the latest version available.

Because npm manages all dependencies for your Node.js application, it should already be available
and part of your build environment. How frequently you update the Contrast Node.js agent and where
you get updates depends on your organization’s preferences and your Contrast implementation: hosted
(SaaS) or on-premises (EOP).

You can either update the agent automatically or manually.

Before you begin
Before you begin, you should have:

+ Some familiarity with DevOps practices and Node’s npm package manager.

» Access to the npm repository for the Contrast agent.

+ Confirmed that your Node.js application runs properly without the Contrast Node.js agent.

» Previously successfully installed the Contrast Node.js agent.

» Defined a policy for how and when to update the agent, based on your change management policy
and the environment where you deploy agents.

o IMPORTANT

Unless Contrast Support advises you to do so, do not use a version of the Contrast
Node.js agent that is ahead of the version available from your Contrast instance.

Steps

1. You will install the Node.js agent from the npm public (or private) repository. Depending on your

Contrast installation, you can use one or both sources to get the latest Contrast Node.js agent:

* Hosted (SaaS) installations: You can get the latest version of the agent from npm. If your
organization prefers to validate agents before using them, you can also use a private npm
repository with approved versions only.

+ On-premises (EOP) installations: Many organizations that use on-premises installations do
not immediately update core software or agents when Contrast releases new software. Public
repositories (like npm) typically host new versions of the agent that are not designed or tested
to work with older versions of Contrast. On-premises users should source agent updates from a
private npm repository where you only store versions of the agent that match your on-premises
Contrast installation.

2. Install the agent and use scripts for automatic updates using the best method for you:

+ Use package. j son: This file specifies which dependencies will automatically resolve every
time your Node.js application builds with artifacts from npm (public or private). Include the
Contrast Node.js agent here to easily keep every new build of your application aligned with the
latest version of the agent. For example:

{
"name': "sample_application,
"version': "1.0.0",

"description: ,
"main': "index.js",
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"scripts": {

"start'": ""nodemon™,
"contrast'': ""'node -r @contrast/agent iIndex.js"
},
"keywords": [],
"author™: "',
"“license": "ISC",
"dependencies": {
"express': "M _17.1",
"@contrast/agent': "latest",
}s
"devDependencies': {
"nodemon': *"~1.19.2"
}

}

Then use the $ npm update command whenever you build your application. This will
automatically download, and add or update, the Contrast Node.js agent from npm to the Node.js
application.

* Install and update manually using command line: For some organizations, the
package - json file must be consistent across environments, or they do not plan to install the
Contrast Node.js agent into all environments. In these cases, install the agent manually. You can
manually update agents as part of a Node.js build process.
Use this command to manually retrieve and add or update the Contrast Node.js agent from npm
(public or private) to the Node.js application:

$ npm install @contrast/agent --no-optional
3. After installing with either method, you will see output like this:

$ npm install @contrast/agent

> grpc@1.24.4 install /Users/<aUserName>/Documents/test-apps/juice-shop/
node_modules/grpc> node-pre-gyp install --fallback-to-build --
library=static_library

node-pre-gyp WARN Using request for node-pre-gyp https download[grpc] \
Success: "'/Users/<aUserName>/Documents/test-apps/juice-shop/node_modules/
grpc/src/node/extension_binary/node-v72-darwin-x64-unknown/
grpc_node.node™ is installed via remotenpm WARN jest-config@26.6-1 \
requires a peer of ts-node@>=9.0.0 but none is installed. You must \
install peer dependencies yourself.npm WARN jsdom@16.4.0 requires a \
peer of canvas@™2.5.0 but none is installed. You must install peer \
dependencies yourself.npm WARN ws@7.3.1 requires a peer of \
bufferutil@4.0.1 but none is installed. You must install peer \
dependencies yourself.npm WARN ws@7.3.1 requires a peer of utf-8-
validate@"5.0.2 but none is installed. You must install peer \
dependencies yourself.

+ @contrast/agent@3.4.0added 19 packages from 43 contributors, updated \
5 packages and audited 1995 packages in 14.904sfound 19 vulnerabilities \
(5 low, 7 moderate, 4 high, 3 critical)
run “npm audit fix® to fix them, or “npm audit™ for details
4. To check whether the installation/update succeeded, run the following command and look for this
output:
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$ npm list | grep contrast
@contrast/agent®3.4.0
@contrast/distringuish-prebuilt@2.0.0
@contrast/escodegen®@1.16.0
@contrast/esprima@4.1.1
@contrast/estraverse@5.1.0
@contrast/flat@4.2.0
@contrast/fn-inspect@2.3.0
@contrast/heapdump@®1.0.0
@contrast/protobuf-api@2.2.3
@contrast/require-hook@1.1.2
@contrast/synchronous-source-maps@1.1.0

See also

* Node.js supported technologies (page 206)
+ Install Node.js (page 208)

Configure the Node.js agent
The standard configuration (page 29) for all agents uses this order of precedence (page 30).

There are several ways to configure the Node.js agent, but generally, you should:

» Use a YAML configuration file to set configuration values that are common for all applications
in an organization or container (for example, to redirect logging or proxy configuration). This
template (page 216) shows all valid configuration options for the Node.js agent. Learn more about
YAML configuration in general.

» Use environment variables (page 215) for agent authentication keys and application-specific
configuration values. Learn more about environment variables in general (page 35).

TIP
@ Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

It is also possible to use command line arguments for some configurations. To list
available options enter npx node-contrast --help.

Environment variables

Use environment variables for application-specific configuration values (like configuring server
environment, application names or agent logging). You can also use environment variables to set any
other valid properties for the Node.js agent.

You can see a full list of valid properties in the Node.js YAML template (page 216), but here are some
common examples as environment variables:

Environment variable Description
CONTRAST__API__SERVICE_KEY Set the service key needed to communicate with Contrast.
CONTRAST__API__API_KEY Set the API key needed to communicate with Contrast.
CONTRAST__API__USER_NAME Set the user name needed to communicate with Contrast.
CONTRAST__ API__URL Set the URL for the Contrast web interface.
CONTRAST__APPLICATION__NAME Override the reported application name.
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Environment variable Description

CONTRAST_CONFIG_PATH When set, supersedes the default location of the YAML configuration file.
(Unlike other environment variables, this one cannot be set as a YAML
property, and contains only single underscores.)

CONTRAST__ SERVER__PATH Override the reported server path.

CONTRAST__ AGENT__LOGGER__APPEND When set to false, creates a new log file on startup instead of appending and
rolling daily. Default is true.

CONTRAST__AGENT__LOGGER__LEVEL Logging level: FATAL, ERROR, WARN, INFO, DEBUG or TRACE. Default
is ERROR.
CONTRAST__ AGENT__LOGGER__PATH Where Contrast will put its debug log. Default is node-contrast.log.

CONTRAST__AGENT__LOGGER__STDOUT When set to false, suppresses output to stdout. Default is true.

@ NOTE
For the Node.js agent you must manually configure DEBUG. INFO-level statements
aren't logged to the console unless the environment variable DEBUG is set to include
the Contrast namespace: DEBUG=contrast:*. This could be useful in environments
where you don't have access to the file system (like Docker or ECS).

If you want to redirect logging for the Node.js, see more examples on the npm site or
contact Support for assistance.

Node.js YAML template
Use this template to configure the Node.js agent using a YAML configuration file. (Learn more about
YAML configuration.)

Place your YAML file in the default location: Zetc/contrast/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to “false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast
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# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS _TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.
user_name: NEEDS_TO BE_SET

# Set the default request timeout.
# timeout_ms: NEEDS_TO_ BE_SET

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.
# ca_Ffile: NEEDS_TO BE_SET

# Set the absolute or relative path to the Certificate
# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO BE SET
# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key file: NEEDS TO BE SET
# IFf the Key Ffile requires a password, It can be set here or in
# the matching ENV value (CCONTRAST _CERTIFICATE__KEY_ PASSWORD™).
# key_password: NEEDS_TO_BE_ SET
#
# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.
#

# proxy:
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Set value to “true” for the agent to communicate with

the Contrast web interface over a proxy. Set value to
“false™ if you don"t want to use the proxy. If no value is
indicated, the presence of a valid **contrast.proxy.host**
and **contrast.proxy.port** will enable the proxy.

enable: NEEDS_TO BE_SET

HOHHHOHH

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port .
# url: NEEDS_TO BE_SET

# agent

# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

# Set to limit the length of Error stack traces to a specified number.
# stack_trace_limit: 10

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log File.
# Whille diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log” creates a log in the
# ~/opt/Contrast” directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, TINFO~, "DEBUG , and “TRACE .
# level: INFO

# Set to "false™ for the agent to always create a
# new log file iInstead of appending and rolling.
# append: true

# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
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# stdout: false

# Set the roll size for log files In megabytes. The agent will

# attempt to prevent the log file from being larger than this size.
# This feature is only available in agent version >=4.0.0

# roll_size: 100M

# Set the number of backup files to keep. Set to "0  to disable.

# This feature is only available in agent version >=4.0.0

# backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE .
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.
#
# syslog:
# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
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# severity exploited: ALERT

Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H* H

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE~, "INFO", and "DEBUG .
severity blocked perimeter: NOTICE

HH R H

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".
severity probed: WARNING

H* H H

Set the log level of Suspicious attacks. Value options are "ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

H H H

#

# agent.service
# The following properties are used by the Contrast Service.
#

# service:

Set to “false™ to disallow the service to be started, and
effectively disable the agent, if read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

HOH R H

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

H H H

# REQUIRED
# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

#

# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

# teamserve r_retry:
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# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.-
# max_attempts: 3

H

agent.service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

HHHHH

H*

logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the “/opt/Contrast™ directory.

H O HHFHHH

path: _./contrast_service.log

Set the the log output level. Options are "OFF , “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG™, "TRACE™, and "ALL".
level: ERROR

H H H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent.heap_dump
# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

# heap_dump:

# Set to "true  for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false

Set the location to which to save the heap dump files. If relative,
the path is determined based on the process® working directory.
path: contrast_heap_dumps

H* H H

Set the amount of time to wait, in milliseconds,
after agent startup to begin taking heap dumps.
delay ms: 10 000

H H H
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# Set the amount of time to wait, in milliseconds, between each heap \
dump.
# window_ms: 10 000

# Set the number of heap dumps to take before disabling this feature.
# count: 5

#

# agent.node
# The following properties apply to any Node configurations.

# Set the location of the application®s ~“package.json™ file.
# app_root: NEEDS TO BE SET

# agent.node.rewrite_cache
# Use the following properties to set up rewrite caching in the agent.
#

# rewrite_cache:

# Set to “true” to enable rewrite caching.
# enable: false

# Set the location of the rewrite cache source.
# path: NEEDS TO BE SET

#

# inventory
# Use the properties in this section to override the inventory features.
#

# 1Inventory:

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™

#

# tags: NEEDS_TO_BE_SET

#

# assess
# Use the properties iIn this section to control Assess.
#

# assess:
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# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™

#

# tags: NEEDS_TO_BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#
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# name: NEEDS TO BE SET

# Override the reported application path.
# path: NEEDS_TO_BE_ SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO BE_SET

# Override the reported application version.
# version: NEEDS TO BE SET

Pass arguments to the underlying application.
args: NEEDS_TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HoHHHH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOHHHHH®

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H O HHHH

Provide metadata which is used to create a new session ID In the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO_BE SET

HoHHHHHHH

#
# server

# Use the settings In this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server
#

#

#

names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.
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# server:

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS TO BE_SET

# Override the reported server type.
# type: NEEDS TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false  to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
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service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the default request timeout.
# timeout_ms: NEEDS_TO_ BE_SET

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# ITf set to “false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE SET

H* H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H H

# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key_file: NEEDS_TO_BE_SET

# IFf the Key Ffile requires a password, it can be set here or in
# the matching ENV value (CCONTRAST__CERTIFICATE__KEY_PASSWORD™).
# key password: NEEDS TO BE_SET

#

# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
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# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

# Set to limit the length of Error stack traces to a specified number.
# stack trace_limit: 10

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, It generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - “/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

H O HHOHHHHHH

path: ./contrast _agent.log

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE.
level: INFO

H* H* H

Set to “false™ for the agent to always create a
new log file instead of appending and rolling.
append: true

H H

Set to “true  to redirect all logs to
“stdout” instead of the file system.
stdout: false

H* H H

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
This feature is only available In agent version >=4.0.0
roll_size: 100M

H O R H

H*

Set the number of backup files to keep. Set to “O° to disable.
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# This feature is only available in agent version >=4.0.0
# backups: 10

#

# agent_security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security_ logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO™, "DEBUG™, and “TRACE.
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS_TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS_TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL ™, "ERROR™, “WARNING~, "NOTICE™, "INFO", and “DEBUG .
# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter
# attacks. Value options are “ALERT , "CRITICAL",
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#

#
#
#

#

up-

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .
# severity blocked perimeter: NOTICE

Set the log level of Probed attacks. Value options are “ALERT™,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity probed: WARNING

H H H

Set the log level of Suspicious attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, "WARNING™, "NOTICE~, "INFO , and "DEBUG .
severity suspicious: WARNING

H H H

agent.service
The following properties are used by the Contrast Service.

service:

# Set to “false” to disallow the service to be started, and

# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.

# enable: true

# IFf this property is defined, the service is

# listening on a Unix socket at the defined path.

# socket: /tmp/service.sock

service to which the Contrast agent should report.

#
# Set the the hostname or IP address of the Contrast
#
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

# teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \
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# max_attempts: 3

#

# agent._service.logger

# The following properties are used by the logger in the

# Contrast service. ITf the properties are not defined, the
# service uses the logging values from the Contrast Ul.

#

# logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the ~/opt/Contrast™ directory.

HoH O HHHH*

path: ./contrast_service.log

Set the the log output level. Options are OFF , “FATAL ,
"ERROR™, "WARN™, TINFO~, "DEBUG", "TRACE , and "ALL".
level : ERROR

H H H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent_heap_ dump

# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

#

# heap_dump:

# Set to “true” for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false

Set the location to which to save the heap dump files. If relative,
the path is determined based on the process® working directory.
path: contrast _heap dumps

H H H

Set the amount of time to wait, in milliseconds,
after agent startup to begin taking heap dumps.
delay ms: 10 000

H H H

# Set the amount of time to wait, in milliseconds, between each heap \
dump.
# window_ms: 10_000

# Set the number of heap dumps to take before disabling this feature.
# count: 5
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#

# agent.node
# The following properties apply to any Node configurations.

# Set the location of the application®s “package.json  file.
# app_root: NEEDS TO BE_SET

#

# agent.node.rewrite cache
# Use the following properties to set up rewrite caching In the agent.
#

# rewrite_cache:

# Set to “true” to enable rewrite caching.
# enable: false

# Set the location of the rewrite cache source.
# path: NEEDS TO BE SET

#

# 1nventory
# Use the properties in this section to override the inventory features.

# inventory:

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3~

#

# tags: NEEDS _TO_BE_SET

#

# assess
# Use the properties in this section to control Assess.

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

# Apply a list of labels to vulnerabilities and preflight
# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™
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#
# tags: NEEDS_TO BE_SET

#

# assess.sampling

# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze iIn each window before sampling begins.

# baseline: 5

#
# protect
# Use the properties in this section to override Protect features.
#
# protect:
# Use the properties In this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#
# name: NEEDS TO BE SET

# Override the reported application path.

# path: NEEDS_TO BE_SET

H H H

group: NEEDS TO BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
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# #

HHHHH

H o HHOH R HoH R HHH

H O HHHHHH

Add the application code this application should use in the Contrast Ul.
code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

Pass arguments to the underlying application.
args: NEEDS_TO_BE_SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

#

server
Use the settings In this section to set metadata for the server

names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.

#
#
# hosting this agent. Contrast recognizes common, supported server
#
#
#

#
#

#
#

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO_BE_SET
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# Override the reported server type.
# type: NEEDS TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~“DEVELOPMENT.
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell,label2,label3”

H*H HHHH

tags: NEEDS_TO BE_SET

Node.js agent rewriter CLI

When you start your instrumented application, Contrast applies source transformations to both your
application and the dependency code your application loads. This code rewriting increases startup time
when running applications with the agent.

Starting with version 4.X, the Node.js agent includes a command line utility you can use to pre-compile
applications before starting them. When started with Contrast, the pre-compiled application loads the
rewritten files from disk and significantly improves startup time.

Use the rewriter

1. Inthe Node.js agent's configuration file (contrast_security.yaml):
» Enable rewrite caching and specify the path of the cache location.
+ Specify the logging level.

NOTE
S You can override the YAML configuration settings by invoking the rewriter
with the CLI arguments or environment variables (page 215). For example, to
prevent any logging to stdout or to disk you could use these overrides:

npx contrast-transpile index.js --
agent.logger.stdout false --agent.logger.path /dev/null;

* You must also explicitly enable Protect or Assess.
For example:

agent:
logger:
level: info
path: _/node-contrast
node:
rewrite_cache:
enable: true
path: ./rewrite _cache
assess:
enable: true
protect:
enable: false
2. Invoke the executable and provide it with your application's entry point (for example, index. js).
For example:
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npx contrast-transpile index.js --agent.logger.level trace;
trace: 2021-07-12T18:31:15.128Z 2934603 contrast:rewrite -

successftully rewrote code for /path/to/app/index.js

trace: 2021-07-12T18:31:15.186Z 2934603 contrast:rewrite -

successfully rewrote code for /path/to/app/node_modules/koa/lib/
application.js

trace: 2021-07-12T18:31:15.2517 2934603 contrast:rewrite -

successfully rewrote code for /path/to/app/node_modules/koa-router/lib/
router.js

trace: 2021-07-12T18:31:15.314Z 2934603 contrast:rewrite -

successfully rewrote code for /path/to/app/node_modules/@koa/router/lib/
router.js

info: 2021-07-12T18:31:41.608Z 2946030 contrast:cli-rewriter -
rewriting complete [26.625s]

@ NOTE
The Node.js agent rewriter CLI currently only supports pre-compiling applications
to run with Assess enabled. The agent transpiles code differently depending
on whether Protect or Assess are enabled. Protect requires fewer source
transformations than Assess and doesn't cause the same startup delays.

3. Once rewriting completes, start your application with Contrast as you usually would. (for example,
node -r @contrast/agent index.js).

Transpilers, compilers, source maps and the Node.js agent

The Node.js agent supports applications written in languages that compile to JavaScript, such
TypeScript. Although the Node.js agent only instruments JavaScript, you can also use TypeScript if
you configure the transpiler to compile your application into JavaScript.

S NOTE
The source may not correspond directly with the resulting JavaScript. As a result,
reported metadata (like vulnerability line-of-code and filename) references
the compiled result, not the original source.

Some languages, like TypeScript, require you to precompile your code before runtime. In these cases,
the Node.js agent must point to the compiled entrypoint for your application.

To do this, set up the Node.js agent using the -r option:

scripts: {
“"test': ...V,
“start': ".._..",
contrast': '‘node -r @contrast/agent /path/to/transpiled/entrypoint.js™

}

Source maps
With a source map, you can see the corresponding line numbers between the TypeScript source and
the transpiled JavaScript.
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To use source maps, you must enable the Babel rewriter and rewrite caching in your YAML
configuration:

agent:
node:
rewrite_cache:
enable: true
path: ./cache
enable_babel: true

When enabled, the agent looks for source maps (MAP files) in the same directory as the source
that’s being loaded (for example, if the file /home/app/index. js is loaded, then Contrast looks for /
home/app/index. js.map).

If you do not already have source maps then it needs to be recompiled using the necessary flags to
produce source maps. This is different for every transpiler, so check the options for your transpiler.
For example, for TypeScript, append the —--source-map flag to the TypeScript compiler (tsc) or add
the ”sourceMap”: true entry to the ”compi lerOptions” section in tsconfig. json.

PHP agent

The Contrast PHP agent analyzes PHP web applications at runtime for library usage and vulnerability
detection. The PHP agent is implemented as a PHP extension.

NOTE
The PHP agent currently supports Assess and SCA only.

As a next step, you can:

+ Install the PHP agent (page 237)
» View PHP agent system requirements (page 236)
+ View PHP agent supported technologies (page 236)

PHP agent supported technologies

We support the following technologies for this agent.

Technology Supported versions Notes
Language version * 7.4 (NTS) The agent depends on the mbstring and curl extensions.
Operating systems » Debian
* RHEL/CentOS
Application frameworks + Laravel
Processor architecture + AMDG64
Servers » Apache Other servers using mod_php or php-fpm may work but are not currently
supported.
Package manager » Composer Supported by SCA analysis.

PHP agent system requirements
Before installing the PHP agent, your system must meet the following requirements:

Requirement Version Notes

Runtime system * 64-bit Linux
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Install the PHP agent

A basic installation of the PHP agent looks like this:

Install the agent package.

Download the contrast_security.yaml and place it in the proper path.
Configure the PHP interpreter to enable the Contrast agent extension.
Exercise and test your application.

Verify that Contrast sees your application.

o wN-~

For specific installation instructions, select one of the following options:

+ Install PHP with Debian (page 237)
* Install PHP with RPM (page 238)

Install PHP agent with Debian

Steps
To install the PHP agent:

1. Install the agent package from https://pkg.contrastsecurity.com. This command
registers our package repository in your system:

curl \
https://pkg.contrastsecurity.com/api/gpg/key/public | sudo apt-key add -

echo '"'deb https://pkg.contrastsecurity.com/debian-public/ $(sed -rne "s/
~VERSI1ON_CODENAME=(.-*)$/\1/p" /etc/*ease) contrast' \
| sudo tee /etc/apt/sources.list.d/contrast.list

echo "deb https://pkg.contrastsecurity.com/debian-public/ all contrast™ \
| sudo tee -a /Zetc/apt/sources.list.d/contrast.list
2. Once complete, use this command to install the agent:

sudo apt-get update && sudo apt-get install contrast-php-agent

@ NOTE
Once PHP is configured to use the extension, it will be used whenever the
interpreter is executed. This step should be delayed until immediately before the
application itself is run. This will prevent any unexpected behavior when running
artisan or other PHP commands.

3. Locate the PHP configuration file, called php. ini and on many systems it can be found
under Zusr/local/etc/php/.
If the php-config command is available, it can be used to find the configuration file path using
php-config --ini-path. If no configuration file yet exists under that path, it will need to be
created.

4. Build your application:

echo "extension=/usr/local/lib/contrast/php/contrast.so" >> ~php-
config --ini-path™/php.ini

5. Configure the PHP agent (page 239) using the PHP YAML template (page 239) or environment
variables.

6. Start your application in the normal way.

7. Exercise and test your application.
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8. Verify that the PHP agent is running by checking the Contrast Ul and/or looking for PHP agent log
output (depending on configuration).

Notes
* Itis possible to use the agent with the PHP CLI by adding a flag to the command line:

php -d extension=/usr/local/lib/contrast/php/contrast.so

+ Library analysis and route discovery is currently performed on the first request to the application. For
this reason we expect the first request to be considerably slower than subsequent requests.

» The agent has not been tested with third-party PHP extensions. The behavior of the agent when any
other third-party extensions (including xdebug, APMs, etc.) is undefined.

» The agent may not work properly when preloading is enabled. Disabling preloading when using the
agent is recommended.

» By default the agent assumes that the server’s working directory when it runs the PHP application is
the same as the top level directory of the application source tree. The agent uses this path to perform
library analysis and route discovery. If this is not the case, you will need to use the application.path
setting in the configuration to set the top-level working directory of your application.

Install PHP agent with Red Hat Package Manager (RPM)

Steps
To install the PHP agent:

1. Install the agent package from https://pkg.contrastsecurity.com. Use this script
in your shell to configure your RPM-based system for our package repository. You may
need sudo permissions.

tee /etc/yum.repos.d/contrast.repo <<-"EOF"
[contrast]
name=Contrast centos-$releasever repo
baseurl=https://pkg.contrastsecurity.com/rpm-public/centos-$releasever/
gpgcheck=0
enabled=1
EOF
2. Once complete, use this command to install the agent and service:

sudo yum install contrast-php-agent

$ NOTE

Once PHP is configured to use the extension, it will be used whenever the
interpreter is executed. This step should be delayed until immediately before the
application itself is run. This will prevent any unexpected behavior when running
artisan or other PHP commands.

3. Locate the PHP configuration file, called php. ini and on many systems it can be found
under /usr/local/etc/php/.
If the php-config command is available, it can be used to find the configuration file path using
php-config --ini-path. If no configuration file yet exists under that path, it will need to be
created.

4. Build your application:

echo "extension=/usr/local/lib/contrast/php/contrast.so' >> ~php-
config --ini-path”/php.ini
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5. Configure the PHP agent (page 239) using the PHP YAML template (page 239) or environment
variables.

6. Start your application in the normal way.

Exercise and test your application.

8. Verify that the PHP agent is running by checking the Contrast Ul and/or looking for PHP agent log
output (depending on configuration).

N

Notes
* Itis possible to use the agent with the PHP CLI by adding a flag to the command line:

php -d extension=/usr/local/lib/contrast/php/contrast.so

+ Library analysis and route discovery is currently performed on the first request to the application. For
this reason we expect the first request to be considerably slower than subsequent requests.

* The agent has not been tested with third-party PHP extensions. The behavior of the agent when any
other third-party extensions (including xdebug, APMs, etc.) is undefined.

» The agent may not work properly when preloading is enabled. Disabling preloading when using the
agent is recommended.

» By default the agent assumes that the server’s working directory when it runs the PHP application is
the same as the top level directory of the application source tree. The agent uses this path to perform
library analysis and route discovery. If this is not the case, you will need to use the application.path
setting in the configuration to set the top-level working directory of your application.

Configure the PHP agent

The standard configuration (page 29) for all agents uses this order of precedence (page 30).

You may use a YAML configuration file or environment variables to configure the agent when running
your application:

* You can create your own YAML configuration file or use this YAML template (page 239) that contains
all valid properties for the PHP agent,
* or you can use environment variables (page 35) to configure your build.

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

PHP YAML template

Use this template to configure the PHP agent using a YAML configuration file. (Learn more about YAML
configuration.)

Place your YAML file in the working directory of your application or in he default location: Zetc/
contrast/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.
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# Use this setting 1If you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app-.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE_SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS_TO_BE_SET

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# ITf set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H* H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H* H

# Set the absolute or relative path to the Key PEM
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# Ffile for communication with the Contrast Ul.
# key file: NEEDS TO BE SET

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port .
# url: NEEDS TO BE SET

# agent

# Use the properties In this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

H o HHHHHHHFHR

path: ./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG™, and "TRACE.

H H#*
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# level: INFO

# Set to “true” to redirect all logs to
# “stdout™ instead of the file system.
# stdout: false

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security_logger:

# Set the file to which the agent logs security events.
# path: /._.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, "WARN™, "INFO ", "DEBUG , and "TRACE .
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.-
# enable: NEEDS TO BE SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE SET

H* H* H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO_BE_SET

H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity_exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE
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Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL",
“ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked perimeter: NOTICE

H oH R H

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and “DEBUG.
severity_probed: WARNING

H H H

Set the log level of Suspicious attacks. Value options are "ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

H* H H

#

# agent.service
# The following properties are used by the Contrast Service.

service:

# Set to "false™ to disallow the service to be started, and

# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.

# enable: true

# Set to “true” to enable listening for gRPC connections.

# The “socket™, “host™ and “port™ fields will be used for

# configuring the gRPC server in place of the legacy RPC server.
# grpc: false

# 1T this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock

# REQUIRED
# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service
timeout_ms: 30000

#

# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
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up.-

# to configure failed request retrying in the Contrast service.

# teamserver_retry:

HOH R HH

+

Enable retrying HTTP requests to the Teamserver endpoint.
enable: true

How long to wait between retries in milliseconds.
interval_ms: 5000

How many times to retry HTTP requests to Teamserver before giving \

max_attempts: 3

agent._service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

logger:

# Set the location to which the Contrast service saves log output.
# 1T no log file exists at this location, the service creates one.
#

# Example - ~/opt/Contrast/contrast_service.log™ will

# create a log in the ~/opt/Contrast™ directory.

#

# path: _/contrast_service.log

# Set the the log output level. Options are "OFF , “FATAL",

# "ERROR™, "WARN™, "INFO~, "DEBUG", "TRACE , and "ALL .

# level: ERROR

# Override the name of the process used in logs.

# progname: Contrast Service

# iInventory

# Use the properties in this section to override the inventory features.

#

# inventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true

# Set to “false™ to disable library analysis.
# analyze libraries: true
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# assess
# Use the properties iIn this section to control Assess.
#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision iIs delegated to the Contrast Ul.
# enable: false

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE_ SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO _BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

HHHHH

tags: NEEDS TO _BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOoH O HHH®

metadata: NEEDS_TO BE_SET
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Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HOHHHOHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHHF

#
# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
#
#

server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

# Override the reported server type.
# type: NEEDS TO BE SET

Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H* H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS _TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#
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# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false ™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.
# ca_Ffile: NEEDS TO BE_SET

# Set the absolute or relative path to the Certificate
# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO BE SET

# Set the absolute or relative path to the Key PEM
# File for communication with the Contrast Ul.
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# key file: NEEDS_TO BE_SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

# Set value to "true” for the agent to communicate with

# the Contrast web interface over a proxy. Set value to

# “false™ If you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.

# enable: NEEDS TO BE_SET

H*

Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: ./contrast_agent.log
# Set the the log output level. Valid options are
# TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
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# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security_ logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: ERROR

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

#

# syslog:

# Set to "true” to enable Syslog logging.-
# enable: NEEDS_TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H* H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS_TO_BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE
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Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT", “CRITICAL",
"ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
severity blocked perimeter: NOTICE

H H R H

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and “DEBUG".
severity_probed: WARNING

H H

# Set the log level of Suspicious attacks. Value options are “ALERT ,

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and "DEBUG".
# severity suspicious: WARNING

#

# agent.service
# The following properties are used by the Contrast Service.

#

service:
# Set to false  to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# Set to “true” to enable listening for gRPC connections.
# The “socket™, “host™ and “port™ fields will be used for
# configuring the gRPC server in place of the legacy RPC server.
# grpc: false
# IFf this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock
# REQUIRED

# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service
timeout_ms: 30000

#

# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
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#

# teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.
# max_attempts: 3

H*

agent._service.logger

The following properties are used by the logger in the
Contrast service. IT the properties are not defined, the
service uses the logging values from the Contrast Ul.

HH R HH

3+

logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the ~/opt/Contrast™ directory.

HoH R HHHH

path: ./contrast_service.log

Set the the log output level. Options are OFF , “FATAL ,
"ERROR™, "WARN™, TINFO~, "DEBUG™, "TRACE , and "ALL.
level : ERROR

H H H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# iInventory
# Use the properties in this section to override the inventory features.
#

# inventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true

# Set to “false™ to disable library analysis.
# analyze libraries: true
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# assess
# Use the properties In this section to control Assess.
#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision iIs delegated to the Contrast Ul.
# enable: false

#

# application

# Use the properties iIn this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_ BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS_TO_BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HoHHHH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOHHHHH®

metadata: NEEDS TO BE SET
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Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HOHHHHH®

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHHF

#
# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
#
#

server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS TO BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H* H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

PHP YAML template

Use this template to configure the PHP agent using a YAML configuration file. (Learn more about YAML
configuration.)

Place your YAML file in the working directory of your application or in he default location: Zetc/
contrast/contrast_security.yaml
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# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.
# ca_file: NEEDS_TO_BE_SET
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# Set the absolute or relative path to the Certificate
# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO_BE SET
# Set the absolute or relative path to the Key PEM
# File for communication with the Contrast Ul.
# key file: NEEDS TO BE SET
#
# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ if you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS_TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

HoHHHHHHH
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H H H

H H H

path:

./contrast_agent. log

Set the the log output level. Valid options are
“ERROR™, “WARN
level: INFO

~
’

“INFO™,

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

"DEBUG™, and "TRACE™.

#

# agent.security_logger
# Define the following properties to set security

# logging values.

IT not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options

# are "ERROR™,

#

#

level : ERROR

“WARN™,

TINFO™,

"DEBUG™, and "TRACE™.

# agent.security_logger.syslog
# Define the following properties to set Syslog values. If the \
properties
# are not defined, the agent uses the Syslog values from the Contrast \

ul.
#

# syslog:

#
#

Set to “true” to enable Syslog logging.
enable: NEEDS _TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

Set the port of the Syslog server to
which the agent should send messages.

port: NEEDS_TO BE_SET

Set the facility code of the messages the agent sends to Syslog.

facility: 19

Set the log level of Exploited attacks. Value options are “ALERT,

“CRITICAL™,

"ERROR™,

“WARNING™,

“NOTICE™,

“INFO™, and “DEBUG™.
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# severity exploited: ALERT

Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H* H

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE~, "INFO", and "DEBUG .
severity blocked perimeter: NOTICE

HH R H

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".
severity probed: WARNING

H* H H

"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

H H H

Set the log level of Suspicious attacks. Value options are "“ALERT™

#

# agent.service
# The following properties are used by the Contrast Service.

#
service:
# Set to "false™ to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# Set to "true” to enable listening for gRPC connections.
# The “socket , "host™ and “port” Ffields will be used for
# configuring the gRPC server in place of the legacy RPC server.
# grpc: false
# IFf this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock
# AEAIAAXAAAAXAAAAAAAXAAA XXX X REQUIRED AEAIAAXAAAAXAAAAAAAXAAA XXX X
# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost
# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555
# REQUIRED
# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service

timeout ms: 30000
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# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

# teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.
# max_attempts: 3

H*

agent.service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

HHHHH

# logger:

Example - “/opt/Contrast/contrast _service.log™ will
create a log in the “/opt/Contrast™ directory.

H O HHOH HH

path: ./contrast_service.log

Set the the log output level. Options are "OFF", “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG , "TRACE , and “ALL".
level: ERROR

H H* H

# Override the name of the process used in logs.
# progname: Contrast Service

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

#

# inventory

# Use the properties in this section to override the inventory features.

#

# 1nventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true
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# Set to "false™ to disable library analysis.
# analyze libraries: true

#
# assess
# Use the properties in this section to control Assess.
#
# assess:
# Include this property to determine if the Assess
# feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS TO_BE_ SET

H# #*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - " labell, label2,label3”

H O HHH

tags: NEEDS_TO BE_SET

H*

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
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H O HHHH HHHHH

HoHOHHHHHH

specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_SET

#

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new

# server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS _TO_BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET

Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and “DEVELOPMENT.
environment: development

H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.

Agents

260



 Contrast Contrast Documentation

# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.
#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to “false  to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false , the agent will ignore the

# certificate configuration in this section.

# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.

# ca_FTile: NEEDS _TO BE SET

# Set the absolute or relative path to the Certificate
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# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO BE SET

# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key file: NEEDS TO BE SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

# Set value to “true” for the agent to communicate with

# the Contrast web interface over a proxy. Set value to

# “false™ if you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.

# enable: NEEDS_TO BE_SET

+

Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

HoHHHHHHHFHE
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# path: ./contrast _agent.log

# Set the the log output level. Valid options are
# "TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO

# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO", "DEBUG™, and “TRACE .
# level: ERROR

# agent._security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO BE SET

# Set the facility code of the messages the agent sends to Syslog.
# Ffacility: 19

Set the log level of Exploited attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG".
severity_exploited: ALERT

H H H
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Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H* H

Set the log level of Blocked At Perimeter

attacks. Value options are “ALERT™, "CRITICAL",
“ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG" .
severity blocked perimeter: NOTICE

H oH HH

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity probed: WARNING

H* H H

"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

H H* H

Set the log level of Suspicious attacks. Value options are “ALERT"

# agent.service
# The following properties are used by the Contrast Service.

#
service:
# Set to “false™ to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# Set to “true” to enable listening for gRPC connections.
# The “socket , "host™ and “port™ Ffields will be used for
# configuring the gRPC server in place of the legacy RPC server.
# grpc: false
# IFf this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock
# FEAIAAXAAAAXAAAXAXAAAXAAAXXAXX REQUIRED FEAIAAXAAAAXAAAXAXAAAXAAAXXAXX
# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost
# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555
# REQUIRED
# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service

timeout _ms: 30000
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#
# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
#
# teamserver_retry:
# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
# How long to wait between retries in milliseconds.
# interval_ms: 5000
# How many times to retry HTTP requests to Teamserver before giving \
up.
# max_attempts: 3
#
# agent.service.logger
# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.
#
# logger:
# Set the location to which the Contrast service saves log output.
# 1T no log file exists at this location, the service creates one.
#
# Example - ~/opt/Contrast/contrast _service.log™ will
# create a log in the “/opt/Contrast  directory.
#
# path: ./contrast_service.log
# Set the the log output level. Options are "OFF", “FATAL,
# TERROR™, "WARN™, TINFO™, "DEBUG™, "TRACE", and "ALL".
# level: ERROR
# Override the name of the process used in logs.
# progname: Contrast Service
#

# inventory

# Use the properties in this section to override the inventory features.

#

# inventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true
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# Set to “false™ to disable library analysis.
# analyze libraries: true

#
# assess
# Use the properties in this section to control Assess.
#
# assess
# Include this property to determine if the Assess
# feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS TO_BE_ SET

# #*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell,label2,label3”

H O HHH

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The

H H#*
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Example - ~business-unit=accounting, office=Baltimore™

H H R H

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HHHFHHH

Provide metadata which is used to create a new session ID in the

(conforming to RFC 2253). Available key names for this configuration

testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_SET

HoHHHHHHRH

set must be formatted as a comma-delimited list of “key=value™ pairs.

Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value~ pairs

are branchName, buildNumber, commitHash, committer, gitTag, repository,

# server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS _TO_BE_ SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS_TO BE_SET

Python agent

The Python agent is a WSGI- and framework-specific middleware that's compatible with the most-
popular web application frameworks. The agent's goal is to be fully WSGI compatible, along with
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other web frameworks, and to provide applications built on WSGI or those frameworks with interactive
application security testing (IAST) and runtime application self-protection (RASP) capabilities.

In Assess, the agent identifies vulnerable dataflow paths and other issues during normal execution of
your application. It reports these findings to your organization in Contrast; you can then remediate the
vulnerabilities before deploying the application in a live environment.

In Protect, the Python agent inspects HTTP requests to identify potentially harmful input vectors. During
the request, the agent inspects database queries, file writes and other potentially damaging actions
resulting from the request. At the end of the request, the agent inspects the rendered output for
successful attacks, and can block a successful attack from being forwarded to the application user. The
service sends the details of the attack to the Contrast application, which then sends you an alert and
displays attack details in the interface.

You can:

» View supported technologies for the Python agent (page 268)
+ Install the agent (page 269)

System requirements for the Python agent

WARNING

The Python agent does not currently support running on Macs with the M1 chip.

Before installing the Python agent, your system must meet the following requirements:

» There is a deployed application to be analyzed, and the web application technology is supported by
Contrast.

* The application can be restarted.

* The web server has network connectivity with Contrast.

» The web server has network connectivity with PyP| or the agent manually installed.

» The server meets the minimum requirements shown in this table.

Requirement Versions Notes
Operating * 64-bit OSX Starting with version 2.3.0 of the agent, the package installation step requires
system « B64-bit Linux the compilation of C extensions. This process is automatic, but it requires that

certain software is installed in the target environment:

* Required: gcc, make, automake and autoconf. The package names
may be different on different platforms. Installing your platform's version
of bui ld-essential or installing system headers may be necessary. If
running an agent on Alpine OS, libtool is required.

Python  protobuf: 3.12 and
packages later
 psutil: 5.7 and later
 pip: 6 and later

Supported technologies for the Python agent

We support the following technologies for this agent.
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Technology Supported versions Notes
Language « 3.10.X: First supported agent was 5.2.0 Contrast supports Python Long-Term Support (LTS)
version + 3.9.X: First supported agent was 4.2.0 versions in bugfix and security status. Support for
« 3.8.X: First supported agent was 2.8.0 Python versions is shifted as the working group shifts

« 3.7.X: First supported agent was 1.5.0 its LTS window.

Not supported:
« 3.6.X, 3.5X and 2.7.X: Last supported agent was
4143
Application « Aiohttp 3.7 and later The Python agent is meant to be WSGI compatible. It
frameworks  Bottle: 0.11, 0.12 may be compatible to other WSGI applications as long
« Django: 1.1, 2.X , 3.X and 4.X as the guidelines are followed.

» Django Rest Framework: 3.12 and later

» Falcon: 2.X and 3.X

* FastAPI: 0.68* - 0.74*

e Flask: 1.X, 2.X * FastAPI and Starlette (on which FastAPI depends) are

« Pyramid: 1.10 and 2.X relatively new libraries that are undergoing continuous
development changes which may break Contrast
support. FastAPI states that development moves
quickly. Contrast will maintain support up to the stated
version and update documentation when new support is

The Agent is also ASGI compatible for the FastAPI
framework only.

released.
Processor The agent is tested on x86_64 It may work on other architectures but it isn't officially
architecture supported.

Web servers « Gunicorn 0.16.1 =20.1.X
* uWSGI 2.0.14-2.0.X
e Uvicorn: 0.14 - 0.15

Databases * Mongo (pymongo)
+ MySQL (PyMySQL and mysqgl-connector)
» PostgreSQL (psycopg2)
« SQLite3 (sqlite3 and pysqglite2)

Object-relational » Flask-SQLAIchemy
mapping * SQLAIchemy
databases

(ORM)

Install the Python agent

The Python agent is installed as a standard Python package, and uses the Contrast service to
communicate results.

By default, the service is started automatically when your application starts. It's also possible
to configure the agent to communicate with a standalone Contrast service (page 409) that runs
independently.

Install the agent with PyPi (page 269) or update the Python agent (page 270).

WARNING

The Python agent does not currently support running on Macs with the M1 chip.

Install the Python agent with PyPI
To install the Python agent with PyPI:

1. Install the agent using pip.

pip install contrast-agent
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TIP

If you have a requirements. txt file, you can add contrast-agent to that
file, and install with pip install -r requirements.txt.

Configure middleware. (page 294)

Configure the agent. (page 271)

Verify that autoconf is installed on the system where you will run the agent.

Start and exercise your application as normal.

Verify that your server is registered in Contrast and that it reports an instance of your application.

oL

Python update agent

The most reliable and effective way to automatically update the Contrast Python agent is to use the
Python pip package installer to install and download the latest version available. Because pip
manages all dependencies for your Python application, it should already be available and part of your
build environment. How frequently you update the Contrast Python agent and where you get updates
depends on your organization’s preferences and your Contrast implementation: hosted or on-premises.

The main steps are:

1. Choose a source for the Contrast Python agent.
2. Install the agent.
3. Use scripts for automatic updates.

Before you begin

» Access to the PyPI repository for the Contrast agent.

» Confirmed that your Python application runs properly without the Contrast Python agent.

* Previously successfully installed the Contrast Python agent.

» Defined a policy for how and when to update the agent, based on your change management policy
and the environment where you deploy agents.

Install the agent and use scripts for automatic updates

1. Choose a source for the Python agent:
» PyPI public (or private) repository

2. Specify the Contrast Python agent as a dependency in requirements.txt.
requirements.txt is the file where you specify which dependencies you want to automatically
resolve every time your Python application builds with artifacts from PyPI (public or private).
Include the Contrast Python agent here to easily keep every new build of your application aligned
with the latest version of the agent. Do not specify a version for contrast-agent, and it will retrieve
the latest version.

3. After you update requirements. txt, use the following command when you build your
application. This will automatically download and add or update the Contrast Python agent from
PyPI to the Python application:

$ pip install -U -r requirements.txt

Install and update manually

For some organizations, the requirements.txt file must be consistent across environments, or they do
not plan to install the Contrast Python agent into all environments. In these cases, install the agent
manually. You can manually update agents as part of a Python build process.

1. Choose a source for the Python agent:
» PyPI public (or private) repository
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2. Use the following command to manually retrieve and add or update the Contrast Python agent from
PyPI (public or private) to the Python application:

$ pip install -U contrast-agent
See also

» Python supported technologies (page 268)
* Install Python (page 269)

Configure the Python agent

The standard installation (page 29) for all agents uses this order of precedence (page 30).

Additionally, you must configure middleware (page 294) and configure the Python agent with a YAML
configuration file.

The Python agent launches an executable on startup that also needs access to the configuration

files. Since the service is generally launched by the Python agent process, it has access to the same
configuration file as the agent. However, if the service is started independently, it will attempt to use the
same order of precedence (page 30) for its configuration file.

In other words, the service can share the application's configuration file, if (as is usually the case) the
service's working directory is also the base directory of the application. Both the agent and the service
use the ./config/contrast_security.yaml path.

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

Python YAML template
Use this template to configure the Python agent using a YAML configuration file. (Learn more about
YAML configuration (page 32).)

Place your YAML file in the default location: Zetc/contrast/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
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# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: ./tmp/config

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO_BE_SET

H H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO_BE SET

H H H

Set the absolute or relative path to the Key PEM
file for communication with the Contrast Ul.
key file: NEEDS TO BE_ SET

H* H H

# api .proxy
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# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnostic logging by setting a path to a log File.
# Whille diagnostic logging hurts performance, it generates
# useful iInformation for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast” directory, and rotates it automatically as needed.
#
# path: ./contrast _agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO~, "DEBUG™, and “TRACE".
# level: INFO

# Override the name of the process the agents uses in logs.
# progname: Contrast Agent
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# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG~, and "TRACE™.
level: ERROR

H H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are true  or false .
roll_daily: NEEDS_TO_BE_ SET

HoH O HHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE SET

H* H#*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches iIts size cap.

#
# Note - this property must be used with

# "agent.security logger.roll _daily=false ; otherwise,

# Contrast continues to log daily and disregard this limit.
#

#

backups: NEEDS TO BE SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO_BE_SET
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Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO_ BE SET

H H* H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

Set the log level of Exploited attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, "WARNING™, "NOTICE~, "INFO , and "DEBUG .
severity exploited: ALERT

H* H® H

Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, "WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H H

Set the log level of Blocked At Perimeter

attacks. Value options are “ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .
severity blocked perimeter: NOTICE

HOH HH

Set the log level of Probed attacks. Value options are "ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG .
severity probed: WARNING

H* H® H

“CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity suspicious: WARNING

H* H* H

Set the log level of Suspicious attacks. Value options are “ALERT"

# agent.service
# The following properties are used by the Contrast Service.

#

service:

HOH R H

H H

#
#
#
h

#
#
#

Set to “false™ to disallow the service to be started, and
effectively disable the agent, If read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

Set the the hostname or IP address of the Contrast
service to which the Contrast agent should report.

ost: localhost

REQUIRED
Set the the port of the Contrast service
to which the Contrast agent should report.

port: 30555
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up -

H*

HHHHH

agent.service.teamserver_retry
The following properties are used by the Teamserver HTTP client
to configure failed request retrying in the Contrast service.

teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

# max_attempts: 3

agent.service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

logger:

# Set the location to which the Contrast service saves log output.
# 1T no log file exists at this location, the service creates one.
#

# Example - ~/opt/Contrast/contrast _service.log™ will

# create a log in the “/opt/Contrast  directory.

#

# path: ./contrast _service.log

Set the the log output level. Options are "OFF", “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG , "TRACE , and “ALL".
level: ERROR

H H* H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent.python
# The following properties apply to any Python agent-wide configurations.

#

# python:

# Allow the agent to dump “cProfile” data to file for each request.

#

enable_profiler: false
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#

# 1nventory
# Use the properties in this section to override the inventory features.
#

# inventory:

# Set to "false  to disable inventory features in the agent.
# enable: true

Set to “false™ to disable library analysis.
analyze libraries: true

H* H*

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”
#
# tags: NEEDS TO BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3~

#

# tags: NEEDS_TO_BE_SET

Value options are "ALL™, “SOME™, or “NONE".
stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
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# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Z Example - Set “reflected-xss,sqgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

# protect

# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled _rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker
# Use the following properties to configure
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# 1Ff and how the agent blocks bots.

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

# protect.rules.sqgl-injection
# Use the following settings to configure the sqgl-injection rule.
#

# sql-injection:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

# 1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
# detect _tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the iInvocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_functions: true

H OH HH

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained _queries: true

H H R HF

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

HOH R H

H*

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

H H R HF

H+

cmd-injection:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
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H*

H*H HHHF

H*

#

#
#
#
#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block_at_perimeter .

HoHHHHHH

mode: off

Detect when custom code attempts to access sensitive

H* H H

detect custom _code_ accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

HOH R H

system files. The agent blocks if blocking is enabled.

protect.rules.method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.
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# reflected-xss:

+

H oH R H

H*

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block_at_perimeter .
mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:
# Set the mode of the rule. Value options are

# “monitor , "block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#

# mode: off

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS_TO_BE_SET
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Override the reported application version.
version: NEEDS TO BE_SET

H* H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore”

HOHHHOH R

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. ITf an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO BE_SET

HoH O HFHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value~ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_SET

HoHHHHHHRH

#

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_ SET

# Override the reported server environment. Valid
# values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
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# environment: development

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2, label3”

HHHH K

tags: NEEDS_TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false  to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS _TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.
user_name: NEEDS_TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: ./tmp/config

#

# api.certificate
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# Use the following properties for communication
# with the Contrast Ul using certificates.
#

# certificate:

# ITf set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H* H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H* H

Set the absolute or relative path to the Key PEM
file for communication with the Contrast Ul.
key file: NEEDS_TO_BE_SET

H H H

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS TO BE SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger
# Define the following properties to set logging values.
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# IFf the following properties are not defined, the
# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log file.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Override the name of the process the agents uses in logs.
# progname: Contrast Agent
#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

#
#

H O HHOHHH H* H* H

H* H#*

#
#

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE™.
level : ERROR

Change the Contrast security logger from a file-sized based rolling

scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.

Note - this scheme does not have a size limit; manual log
pruning will be required. This flag must be set to use the
backups and size flags. Value options are “true  or false .
roll_daily: NEEDS TO BE SET

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE SET

Specify the number of backup logs that the agent will create before

Contrast cleans up the oldest file. A value of 0" means that no \

backups
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are created, and the log is truncated when it reaches its size cap.

Note - this property must be used with
~agent.security_logger.roll_daily=false™; otherwise,
Contrast continues to log daily and disregard this limit.

HoH O HHHH

backups: NEEDS TO BE SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# Set to “true” to enable Syslog logging.
# enable: NEEDS_TO_ BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H* H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS _TO_BE_SET

H H* H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE~, "INFO", and “DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT , "CRITICAL",

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are "ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG .

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity suspicious: WARNING
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# agent.service
# The following properties are used by the Contrast Service.
#

service:
# Set to “false” to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# IFf this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock

# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

# teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.
# max_attempts: 3

# agent.service.logger

# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.

#

# logger:
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Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the ~/opt/Contrast™ directory.

HoH O HHHH

path: ./contrast_service.log

"ERROR™, “WARN™, "INFO", "DEBUG , "TRACE , and "ALL .
level: ERROR

H* H® H

# Override the name of the process used in logs.
# progname: Contrast Service

Set the the log output level. Options are OFF , “FATAL ,

#

# agent._python

# The following properties apply to any Python agent-wide configurations.

#

# python:

# Allow the agent to dump “cProfile” data to file for each request.

# enable_profiler: false

#

# i1nventory

# Use the properties in this section to override the inventory features.

#

# inventory:

# Set to “false  to disable inventory features in the agent.

# enable: true

Set to “false™ to disable library analysis.
analyze libraries: true

H* H#*

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™
#
# tags: NEEDS_TO_BE_SET

#

# assess

# Use the properties in this section to control Assess.

#

# assess:

# Include this property to determine if the Assess
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feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

H H H

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HH R HH

tags: NEEDS_TO_BE_SET

Value options are "ALL™, "SOME~, or “NONE.

#
# stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true  to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Z Example - Set “reflected-xss,sqgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

# protect

# Use the properties in this section to override Protect features.
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#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS _TO BE_SET

#

# protect.rules.bot-blocker

# Use the following properties to configure
# 1T and how the agent blocks bots.

#

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

# protect.rules.sgl-injection
# Use the following settings to configure the sqgl-injection rule.
#

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter~, or off.

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

Tell the agent to detect when semantic analysis of the query
reveals tautologies used in exfiltration attacks (e.g., "or

1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect_tautologies: true

H O R H

H*

Tell the agent to detect when semantic analysis of the query
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reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: true

H H H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect _chained_queries: true

HOH HH

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect suspicious_unions: true

H* HHHF

H*

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

HOH HH

H*+

cmd-injection:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at _perimeter".
#
#

mode: off

H*

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

H*HHHF

+H*

path-traversal:

# Set the mode of the rule. Value options are

# "monitor~, “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect_custom_code_accessing_system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.

H H H
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# detect_common_file exploits: true

#

# protect.rules.method-tampering

# Use the following properties to configure
# how the method tampering rule works.

#

# method-tampering:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

#

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

#

# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
# mode: off

#

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

#

# xxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
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# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

H o HHOH R

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HHHHHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are

HOoH O HHH®
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# mutually exclusive; if both are set the agent will be disabled.
# session_metadata: NEEDS TO BE SET

#

# server

# Use the settings In this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# server

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS _TO_BE_SET

Override the reported server environment. Valid
values include "QA~, "PRODUCTION™ and “DEVELOPMENT.
environment: development

H* H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HH O HH

tags: NEEDS_TO BE_SET

Validate the Python agent configuration
The Python agent includes a script for validating and testing your agent configuration.

Steps to run the script

1. Install contrast-agent version 5.1.0 or later using pip.

2. Prepare your Contrast configuration using a YAML file (page 271), environment
variables (page 35), or both.

3. Runthe command contrast-val idate-config. This script validates your current configuration
and tests your ability to communicate with Contrast.

See also

» Configure the Python agent (page 271)

Configure middleware

Middleware is a software component that's part of a web application, and is capable of reading and
modifying inbound requests and outbound responses.

The Python agent is implemented as a middleware for all of the frameworks that Contrast supports. To
use the Python agent, you must configure the middleware for the framework that your application uses:
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AIOHTTP

AIOHTTP middleware is a class-based middleware that should be passed into the aiohttp
web . Application constructor as an argument. The following example shows a sample AIOHTTP
application that uses the Contrast middleware class:

from aiohttp import web
from contrast.aiohttp import ContrastMiddleware

routes = web.RouteTableDef()

@routes.get(''/™)
def index(request):

raise web.HTTPFound(*"/hello™)

middlewares = [ContrastMiddleware(app_name="app name™)]
app = web._Application(middlewares=middlewares)
app-add_routes(routes)

web . run_app(app)

Django
Old configuration steps: will not work with Contrast Python agent versions 5.0.0 and later

Django middleware is configured in the settings.py file.

1.

Find the setti ngs. py file. This file isn't found in the same location for all applications, but it's
generally near the top of the application source tree. Common locations include:

« /settings.py

+ config/settings.py

* app/settings.py

NOTE

When searching the source tree to find the settings.py, make sure to exclude any
directories that correspond to Python virtual environments.

Some applications have multiple settings.py files, which may correspond to different configurations

of the application (for example, prod or test). In these cases, add the Contrast agent middleware to

any and all of the configurations where it will be used.

Add the Contrast agent module to the list.

Include the Contrast middleware as early in the list as is possible; although modifying the order

may be necessary to get the application working in some circumstances.

» Django 1.10 and later: Look for the MIDDLEWARE configuration variable, which is an array. Add
the Contrast agent module to the list:

MIDDLEWARE = [
"contrast.agent.middlewares.django _middleware.DjangoMiddleware®,
# OTHER MIDDLEWARE,

1
* Django 1.6 to 1.9: Look for the MIDDLEWARE_CLASSES configuration variable in settings.py and
add the Contrast agent module to the list:

MIDDLEWARE_CLASSES = [
"contrast.agent.middlewares. legacy django _middleware.DjangoMiddleware
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# OTHER MIDDLEWARE
1

See the Django documentation for more details on middleware inclusion.
New configuration steps: works with Contrast Python agent versions 4.6.0 and later
Contrast's Django middleware is a WSGI middleware, not a Django-style middleware.

1. Find your WSGI application object. The WSG1_APPL ICATI0ON Django configuration option points to
your project's WSGI app - this is often located in wsgi . py.
A sample wsgi . py might look like this, where application is your WSGI application object:

from django.core.wsgi import get wsgi_application
application = get wsgi_application()

<InstallContrastHere>
2.  Wrap the WSGI application object with Contrast's middleware. In the example above, replace
<InstallContrastHere> with:

from contrast.django import ContrastMiddleware
application = ContrastMiddleware(application)

FastAPI

FastAP| middleware is a class-based ASGI middleware that relies on
starlette.middleware.BaseHTTPMiddleware. Check Python supported technologies (page 268)
for the latest version of FastAPI supported by Contrast. The following example shows a sample FastAPI
application that uses the Contrast middleware class:

from fastapi import FastAPI
from contrast.fastapi import ContrastMiddleware

app = FastAP1()
app-add_middleware(ContrastMiddleware, original_app=app)

@app-get (/™)
def read_root():
return RedirectResponse("'/home')

If your FastAPI application uses other middleware in addition to Contrast, Contrast must be the first
middleware initialized in order for certain features to work.

from fastapi import FastAPI
from fastapi.middleware._httpsredirect import HTTPSRedirectMiddleware
from contrast.fastapi import ContrastMiddleware

app = FastAP1()

# ContrastMiddleware must be the first middleware
app-add_middleware(ContrastMiddleware, original_app=app)
app-add_middleware(HTTPSRedirectMiddleware)

Adding middleware via the add_middleware method is the only supported way to add middleware

at this time, because certain features require the FastAPI app to be passed in as the original_app
keyword argument. Initializing middlewares by passing them in directly to the FastAPI class initialization
is not currently supported by Contrast.
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# Not currently supported.
app = FastAPI(middleware=[...])

WARNING
Calling add_middleware multiple times is known to re-initialize all previous
middleware.
Flask
Contrast’s Flask middleware is a WSGI middleware which operates by wrapping the Flask application
instance.

1.

Find your Flask application object. This will be an instance of Flask.Flask.
A sample Flask application might look like this, where app is your Flask application object:

import Flask
app = Flask(__name_ )
<InstallContrastHere>

@app-route("/")
def index():
return render_template("index.html*)

app-run(-..)
Wrap the Flask application object with Contrast's middleware. In the example above, replace
<InstallContrastHere> with:

from contrast.flask import ContrastMiddleware
app-wsgi_app = ContrastMiddleware(app)

NOTE

Contrast's Flask middleware requires an instance of flask.Flask as an
argument, rather than flask.Flask.wsgi_app.

Pyramid
Old configuration steps: will not work with Contrast Python agent versions 5.0.0 and later

In Pyramid, middlewares are called "tweens".

1.

Find the configurator object in your application codebase. It might look like this:

from pyramid.config import Configurator
config = Configurator()

<InstallContrastHere>
Add Contrast's middleware to your config. In the example above, replace
<Instal lContrastHere> with:
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config.add_tween("contrast.agent.middlewares.pyramid_middleware.PyramidMi
ddleware®)

See the Pyramid documentation for additional details on tween configuration.

New configuration steps: works with Contrast Python agent versions 4.6.0 and later

Contrast's Pyramid middleware is a WSGI middleware, not a Pyramid-style "tween".

1.

Find your WSGI application object. This is often created by a call to
Configurator.make _wsgi_app().
For example, it might look like this:

from pyramid.config import Configurator

config = Configurator()
app = config.-make_wsgi_app(Q

<InstallContrastHere>

2.  Wrap the WSGI application object with Contrast's middleware. In the example above, replace
<InstallContrastHere> with:
from contrast.pyramid import ContrastMiddleware
app = ContrastMiddleware(app)
o IMPORTANT
In rare cases, Contrast may require that you pass your application's Registry
object to the middleware as well. The registry is commonly available as an
attribute of both the Configurator instance and the Pyramid application object.
If the application does not start, find your application Registry and pass it to
Contrast's middleware, for example:
app = ContrastMiddleware(app, config.registry)
WSGI

Contrast provides a generic WSGI middleware that includes all core agent functionality. Framework-
specific features such as route discovery are not implemented in the generic WSGI middleware.

To instrument any WSGI-compliant application with Contrast:

1.

Find the WSGI application object in your application codebase. For example, given a WSGI app
created as follows:

from example.module import make app
wsgi_app = make_app()

<InstallContrastHere>
Wrap the WSGI application object with Contrast's middleware. In the example above, replace
<InstallContrastHere> with:

from contrast.wsgi import ContrastMiddleware
wsgi_app = ContrastMiddleware(wsgi_app)

See the WSGI specification for additional details on WSGI middleware.
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Python web servers
The Python agent is tested against several common production web servers. Some servers require
certain configuration options in order to work properly with Contrast.

Gunicorn
You can integrate Gunicorn with popular frameworks like Django, Pyramid, Tornado, or others.

Use the following command to start Gunicorn: gunicorn app.wsgi_app:application (where app
is the folder of your application).

The following configurations are available within your Gunicorn server:

* Bind:

-b ADDRESS1

gunicorn -b 127.0.0.1:8000
» Timeout:

-t INT or --timeout INT

Workers silent for more than this many seconds are killed and restarted.

Value is a positive number or 0. Setting it to O has the effect of infinite timeouts by disabling timeouts
for all workers entirely.

The default is 30 seconds. Only set this noticeably higher if you’re sure of the repercussions for sync
workers. For the non sync workers, it means that the worker process is still communicating and is not
tied to the length of time required to handle a single request.

Uvicorn
Uvicorn is an asynchronous web server that can be installed with: pip install
uvicorn[standard].

The following are some suggested configurations:

+ ——loop=uvloop

+ ——http=httptools
Both uvloop and httptools are written in Cython, and offer greater performance but are not
compatible with Windows or PyPy.

+ ——interface
You may set this to some of the ASGI protocols. If you are using WSGI, and using —
ws=websockets, websockets will not be used and defaults to auto.

« —-ws
If you have set --ws-max-size, --ws-ping-interval, --ws-ping-timeout, and —ws is not
set with websockets, everything will be ignored.

» To use gunicorn as a manager to uvicorn you can do that by the following:
gunicorn -k uvicorn.workers._UvicornWorker

» The UvicornWorker implementation uses the uvloop and httptools implementations. To run
under PyPy, you will need to use pure-python implementation instead. You can do this by using
the UvicornHl11Worker class.gunicorn -k uvicorn.workers.UvicornHllWorker.

uWSGI configuration

Contrast requires the following configuration options when running on uUWSGI. You can set these on the
command line or in your uWSGI configuration (.ini) file:

+ —-enable-threads: Contrast's machinery utilizes threads. This option must be enabled so the
agent can start background threads.

+ —-single-interpreter: The Python agent applies its instrumentation to the Python process in
which it is initialized. This option ensures that Contrast is initialized in the same process that handles
requests for your application.
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* If using --master you must also use --lazy-apps: When running in master mode, uWSGI
initializes the application in a master process but forks this process into workers which handle
requests. To operate correctly, Contrast must be initialized independently in each worker process;
-—lazy-apps achieves this.

Python YAML template

Use this template to configure the Python agent using a YAML configuration file. (Learn more about
YAML configuration (page 32).)

Place your YAML file in the default location: /etc/contrast/contrast _security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to "false™ to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

user_name: NEEDS_TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: _./tmp/config

#
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# api.certificate
# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# ITf set to false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H H

# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key_ file: NEEDS_TO_BE_SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

# Set value to "true  for the agent to communicate with

# the Contrast web interface over a proxy. Set value to

# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.

# enable: NEEDS _TO_BE_SET

H*

host:port™.
# url: NEEDS_TO_BE_SET

Set the URL for your Proxy Server. The URL form is “scheme://

#

# agent

# Use the properties in this section to control the way and frequency

# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#
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# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO~, "DEBUG , and “TRACE.
# level: INFO

# Override the name of the process the agents uses in logs.
# progname: Contrast Agent

#

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options

# are "ERROR™, “WARN™, TINFO~, "DEBUG", and “TRACE".

# level: ERROR

# Change the Contrast security logger from a file-sized based rolling
# scheme to a date-based rolling scheme. At midnight server time,

# the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
# Note - this scheme does not have a size limit; manual log

# pruning will be required. This flag must be set to use the

# backups and size flags. Value options are “true” or "false .

# roll_daily: NEEDS TO BE_SET

# Specify the file size cap (in MB) of each log file.

# roll_size: NEEDS TO BE SET

# Specify the number of backup logs that the agent will create before
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# Contrast cleans up the oldest file. A value of "0 means that no \
backups
# are created, and the log is truncated when it reaches its size cap.

#
# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.
#
#

backups: NEEDS_TO_BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

#

# syslog:

# Set to "true” to enable Syslog logging.-
# enable: NEEDS_TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS_TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT, "CRITICAL",

# "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity suspicious: WARNING
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#

# agent.service
# The following properties are used by the Contrast Service.
#

service:
# Set to "false  to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

H H* H

service to which the Contrast agent should report.

#
# Set the the hostname or IP address of the Contrast
#
host: localhost

# REQUIRED
# Set the the port of the Contrast service
# to which the Contrast agent should report.

port: 30555
#
# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
#
# teamserver_retry:
# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
# How long to wait between retries in milliseconds.
# interval_ms: 5000
# How many times to retry HTTP requests to Teamserver before giving \
up-
# max_attempts: 3
#
# agent.service.logger
# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.
#
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#

# logger:
# Set the location to which the Contrast service saves log output.
# ITf no log file exists at this location, the service creates one.
#
# Example - ~/opt/Contrast/contrast_service.log™ will
# create a log in the ~/opt/Contrast™ directory.
#
# path: _/contrast_service.log
# Set the the log output level. Options are "OFF", “FATAL",
# "ERROR™, "WARN™, "INFO", "DEBUG™, "TRACE", and "ALL".
# level: ERROR
# Override the name of the process used iIn logs.
# progname: Contrast Service

# agent.python

# The following properties apply to any Python

#

agent-wide configurations.

# python:

# Allow the agent to dump “cProfile” data to file for each request.
# enable_profiler: false

#

# iInventory

# Use the properties in this section to override the inventory features.

#

# inventory:

#
#

Set

to “false™ to disable inventory features in the agent.

enable: true

Set

to “false™ to disable library analysis.

analyze libraries: true

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS_TO_BE_SET
#
# assess
# Use the properties In this section to control Assess.
#
# assess:
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Include this property to determine if the Assess
feature should be enabled. ITf this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”

#

# tags: NEEDS TO BE SET

Value options are "ALL™, "SOME™, or “NONE.
stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze iIn each window before sampling begins.
baseline: 5

H H* H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Example - Set “reflected-xss,sql-injection” to disable
the reflected-xss rule and the sgl-injection rule.

H O HHH

disabled rules: NEEDS TO BE SET
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# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

Define a list of Protect rules to disable in the agent.
The rules must be formatted as a comma-delimited list.
disabled_rules: NEEDS TO BE_SET

H H H

protect.rules.bot-blocker
Use the following properties to configure
if and how the agent blocks bots.

# bot-blocker:

# Set to "true” for the agent to block known bots.
# enable: false

protect.rules.sgl-injection
Use the following settings to configure the sgl-injection rule.

H* H* H

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor , "block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., 'or

# 1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
# detect tautologies: true
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Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks i1If blocking is enabled.
detect_dangerous_functions: true

H oH R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained _queries: true

HH R H

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

H R HF

H*

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

HH R H

+

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

H*+

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

H H R H

H*

path-traversal:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "“block at perimeter .
#

# mode: off

Detect when custom code attempts to access sensitive
system files. The agent blocks if blocking is enabled.
detect_custom_code_accessing_system files: true

H H* H

# Detect when users attempt to bypass filters by
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HH R H

+

+H*

HOH HH

#
#
#

using "::$DATA"™ channels or null bytes in Ffile
names. The agent blocks if blocking is enabled.
detect _common_file_exploits: true

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”

the setting can be “block™ or “block at perimeter .

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled"
the setting can be “block™ or “block at perimeter .
mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:
# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or "off .
#

# Note - If a setting says, "if blocking is enabled”
# the setting can be “block™ or “block at _perimeter".
#

# mode: off
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#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO _BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS TO_BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

HOH O HHH®

metadata: NEEDS_TO BE_SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H O HHHH

Provide metadata which is used to create a new session ID In the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

HOH R H
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# are branchName, buildNumber, commitHash, committer, gitTag, repository,
# testRun, and version. This option and “application.session_id™ are

# mutually exclusive; if both are set the agent will be disabled.

# session_metadata: NEEDS TO BE SET

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

# Override the reported server type.
# type: NEEDS TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT.
environment: development

H* H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS_TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to "false™ to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

Agents 311



 Contrast Contrast Documentation

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: ./tmp/config

#

# api.certificate
# Use the following properties for communication
# with the Contrast Ul using certificates.

# certificate:

# If set to false , the agent will ignore the

# certificate configuration in this section.

# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.

# ca_fTile: NEEDS_TO BE_SET

# Set the absolute or relative path to the Certificate

# PEM file for communication with the Contrast Ul.

# cert_file: NEEDS_TO_BE_SET

# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key File: NEEDS TO BE SET

#

# api .proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
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# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# ~false™ if you don"t want to use the proxy. If no value is
# iIndicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS_TO_BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnhostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, TINFO~, "DEBUG , and “TRACE .
# level: INFO

# Override the name of the process the agents uses in logs.
# progname: Contrast Agent

#

# agent_security_logger
# Define the following properties to set security
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# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, "WARN™, TINFO~, "DEBUG", and “TRACE™.
level: ERROR

H* H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS_TO_BE_SET

HoH R HHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS_TO BE_SET

H# #*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.-

#
# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.
#
#

backups: NEEDS_TO BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS TO BE SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
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# port: NEEDS_TO BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG™.

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are "ALERT",

# "CRITICAL™, "ERROR™, "WARNING™, "NOTICE", "INFO , and "DEBUG .

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT", "CRITICAL",

# TERROR™, “WARNING™, “NOTICE™, "INFO , and “DEBUG".

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".

# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT"
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".

# severity suspicious: WARNING

# agent.service
# The following properties are used by the Contrast Service.

#

service:

H H R HF

H H H

#
#
#
h

#
#
#

Set to false  to disallow the service to be started, and
effectively disable the agent, if read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

Set the the hostname or IP address of the Contrast
service to which the Contrast agent should report.

ost: localhost

REQUIRED
Set the the port of the Contrast service
to which the Contrast agent should report.

port: 30555

#
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# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
#
# teamserver_retry:
# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
# How long to wait between retries in milliseconds.
# interval_ms: 5000
# How many times to retry HTTP requests to Teamserver before giving \
up.
# max_attempts: 3
#
# agent.service.logger
# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.
#
# logger:
# Set the location to which the Contrast service saves log output.
# ITf no log file exists at this location, the service creates one.
#
# Example - ~/opt/Contrast/contrast_service.log™ will
# create a log in the “/opt/Contrast™ directory.
#
# path: _/contrast _service.log
# Set the the log output level. Options are "OFF", “FATAL",
# "ERROR™, "WARN™, "INFO™, "DEBUG™, "TRACE", and "ALL".
# level: ERROR
# Override the name of the process used in logs.
# progname: Contrast Service
#

# agent.python
# The following properties apply to any Python agent-wide configurations.
#

# python:

# Allow the agent to dump “cProfile” data to file for each request.
# enable_profiler: false
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# inventory
# Use the properties in this section to override the inventory features.
#

# i1nventory:

# Set to "false” to disable inventory features in the agent.
# enable: true

# Set to false  to disable library analysis.
# analyze libraries: true

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”
#
#

tags: NEEDS_TO BE_SET

# assess
# Use the properties in this section to control Assess.
#

# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”

#

# tags: NEEDS TO BE SET

Value options are "ALL™, "SOME™, or “NONE'.
stacktraces: ALL

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5
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# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

z Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

# protect

# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS TO BE_SET

#

# protect.rules.bot-blocker

# Use the following properties to configure
# 1f and how the agent blocks bots.

#
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# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

protect.rules.sqgl-injection
Use the following settings to configure the sql-injection rule.

H H H

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., 'or

# 1=1" or "or 2<>3'"). The agent blocks if blocking is enabled.
# detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: true

HOH R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained_queries: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks iIf blocking is enabled.
detect _suspicious_unions: true

H H R H

H*

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rulle works.

H H R HF

H*

cmd-injection:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
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H+

H oH HH

H

H H R H

H*

#
# mode: off

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Detect when custom code attempts to access sensitive
# system Files. The agent blocks if blocking is enabled.
# detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in Ffile
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

H H R H

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:
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H*

H HHHF

H+

HoH O HHHH

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:
# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#

# mode: off

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO BE_SET

# Override the reported application path.
# path: NEEDS_TO BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO_BE_SET
# Override the reported application version.
# version: NEEDS TO BE_SET
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H O HHHH HHHHH

HOHHHHH

H O HHHHHRHF

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO_BE_SET

Provide metadata which is used to create a new session ID in the

Contrast Ul. Vulnerabilities discovered by the agent are associated with

this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,

testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

#

server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
#
# names, paths, types and environments. Doing this may require a new
#
#

H H* H

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO BE_SET

Override the reported server type.
type: NEEDS_TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

Apply a list of labels to the server. Labels
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# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS _TO _BE_SET

Python telemetry

The Python agent use telemetry to collect usage data. Telemetry is collected when an instrumented
application first loads the agent’s sensors and then periodically (every few hours) afterwards.

Your privacy is important to us (page 675). The telemetry feature does not collect application data.
The data is anonymized before being sent securely to Contrast. Then the aggregated data is stored

encrypted and under restricted access control. Any collected data will be deleted after one year.

The telemetry feature collects the following data:

Agent versions Data

Python 4.14.0 Agent version
Operating system and version
Python version
Application framework and version

Web server and version

Hosted or on-premises Contrast instance

To opt-out of the telemetry feature, set the CONTRAST _AGENT_TELEMETRY_OPTOUT environment
variable to 1 or true.

Telemetry data is securely sent to telemetry.python.contrastsecurity.com. You can also opt out of
telemetry by blocking communication at the network level.

Ruby agent

The Ruby agent is a Rack middleware that's compatible with the most-popular web application
frameworks. The agent's goal is to be fully Rack compatible and to provide applications built on

Rack with interactive application security testing (IAST) and runtime application self-protection (RASP)
capabilities.

There are two primary components of the Ruby agent: the agent and a service used to communicate to
the Contrast server.

In Assess, the agent identifies vulnerable dataflow paths and other issues during normal execution of
your application. It reports these findings to your organization in Contrast; you can then remediate the
vulnerabilities before deploying the application in a live environment.

In Protect, the Ruby agent inspects HTTP requests to identify potentially harmful input vectors. During
the request, the agent inspects database queries, file writes and other potentially damaging actions
resulting from the request. At the end of the request, the agent inspects the rendered output for
successful attacks, and can block a successful attack from being forwarded to the application user. The
service sends the details of the attack to the Contrast application, which then sends you an alert and
displays attack details in the interface.

See also

+ Install the Ruby agent (page 325)
» Supported technologies for the Ruby agent (page 324)
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System requirements for the Ruby agent
Before installing the Ruby agent, your system must meet the following requirements:

» There is a deployed application to be analyzed, and the web application technology is supported by

Contrast.

» The application can be restarted.
» The web server has network connectivity with Contrast.

» The web server has network connectivity with RubyGems or the agent manually installed.
» The server meets the minimum requirements shown in this table.

Requirement

Operating
system

Ruby gems

Versions

* 64-bit Linux (recommended)
» 64-bit OSX
* 64-bit Alpine

ougai: ~>1.8 (1.8 and later, earlier
than 2)

parser: ~>2.6 (2.6 and later, earlier
than 3)

protobuf: ~>3.10 (3.10 and later,
earlier than 4

rack: ~>2.0 (2.0 and later, earlier
than 3)

Notes

Starting with agent version 3.0.0, the gem installation step
requires the compilation of C extensions. This process is
automatic, but you may need to install the following in the
target environment:

« gcc, make, automake and autoconf (Package names
may vary. You may install your platform's version of bui ld-
essential.)

+ system headers

The agent runs in the Ruby application layer with

some C dependencies so it may need to be installed with the

--platform ruby flag to allow for compilation in either g libc

or musl libc based systems.

Supported technologies for the Ruby agent

We support the following technologies for this agent.

Technology

Language
version

Supported versions Notes

» 3.0.X: First supported agent was 4.6.0
» 2.7.X: First supported agent was 3.8.0
» 2.6.X: First supported agent was 2.3.0

See the Ruby Maintenance Branches schedule for specific release dates.

Contrast supports
Ruby Long-Term
Support (LTS)
versions in normal
maintenance and sec
urity

maintenance status.
Contrast shifts its
support for Ruby
versions as the
working group shifts
its LTS windows.

Not supported:

« 2.5X: Last
supported agent
was 4.14.1

e 2.4.X: Last
supported agent
was 3.9.1
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Technology Supported versions Notes
Application * Rails 5 X-7.X While the agent
frameworks » Grape 1.5.X can still run

 Sinatra 2.X and later on Rack-based

web frameworks
that aren't officially
supported, Contrast
may produce less-
specific findings than
it does for supported
frameworks. Instead
of reporting that a
vulnerability occurs
in your application
code, Contrast may
report it within

the framework code
where it interfaces
directly with the Rack
methods.

Not supported:

Rails 3.X: Last
supported agent
was 3.11.0

Rails 4.X: Last
supported agent
was 3.11.0

Databases * MongoDB Contrast doesn't
* Mysql2 support old or
. PG deprecated versions

« SQLite3 of thlrd-party
modules.

Testing We test on a matrix of our supported Operating Systems, Application Frameworks, When changes are
environments and Web Servers and also run the Ruby Mspec Suite. made, Contrast
runs a battery of
automated tests to
ensure that it detects
findings in supported
technologies across
all supported
versions of Ruby.
In addition to its
own testing, Contrast
also runs the Ruby
Spec Suite against
an environment with
the agent enabled.

Web servers » Passenger 5.37 and 6.X
* Puma3.7-5X
* Thin1.7.2-1.8.X
» Unicorn 5.0.X - 6.X

Install the Ruby agent

The contrast-agent.gem is a standard Ruby library that you can add to the application Gemfile.

Install the Ruby agent using RubyGems as a gem source (page 325) or update the Ruby
agent (page 326).

Install the Ruby agent with RubyGems as a gem source
To download the Ruby agent from RubyGems:

1. Add this to your application's gemfile:

gem "contrast-agent”
2. Runaninstall:
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bundle install
or an update:

bundle update contrast-agent

Configure middleware (page 327) (Rails, Sinatra, or Grape).

Configure the agent (page 327).

Verify that autoconft is installed on the system where you will run the agent.
Verify that you can see your application in Contrast.

o0 ko

@ NOTE
If installing in Alpine, you may need to run the command bundle config
force_ruby platform true prior to installation.

@ NOTE
If you only want to run with Contrast in certain environments, you can do so using the
Bundler's Group function.

Ruby update agent

The most reliable and effective way to automatically update the Contrast Ruby agent is to use the
Ruby Bundler package manager to install and download the latest version available. Because
Bundler typically manages all dependencies for your Ruby application, it should already be available
and part of your build environment. How frequently you update the Contrast Ruby agent and where you
get updates depends on your organization's preferences and your Contrast implementation: Hosted or
on-premises.

The main steps are:

1. Choose a source for the Contrast Ruby agent.
2. Install the agent,
3. Use scripts for automatic updates.

Before you begin

+ Some familiarity with Ruby’s Bundler package manager.

» Access to the RubyGems repository for the Contrast Ruby agent.

» Confirmed that your Ruby application runs properly without the Contrast Ruby agent.

* Previously successfully installed the Contrast Ruby agent.

» Defined a policy for how and when to update the agent, based on your change management policy
and the environment where you deploy agents.

Install and use scripts automatic updates

1. Choose a source for the Contrast ruby agent:
* RubyGems public (or private) repository

2. Include the Contrast Ruby agent in the Gemfile to easily keep every new build of your application
aligned with the latest version of the agent. Do not specify a version for contrast-agent, and it will
retrieve the latest version.
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The Gemfile is where you specify which dependencies you want to automatically resolve every
time your Ruby application builds with artifacts from RubyGems (public or private).

3. After you update the Gemfile, use the following command when you build your application. This will
automatically download and add the Contrast Ruby agent from RubyGems to the Ruby application.

$ bundle install
4. After you add contrast-agent to your Gemfile, you can use Bundler to update your agent, like this:

bundle update contrast-agent

Install the gem manually

You can manually update agents as part of a Ruby build process in two ways. Choose the one that
works best for your organization and workflow:

* Rubygems: Use the following command to retrieve and install the Contrast Ruby agent from
RubyGems (public or private) to the application:

$ gem install contrast-agent

Add the following line to your Gemfile to manage updates with Bundler, because the previous
command only installs the agent locally:

gem "‘contrast-agent"
Then to either install or update the agent using bundler run the following:

$ bundle install
» Add the following line to your Gemfile to manage the updates with Bundler, because the previous
command only installs the agent locally:

gem '‘contrast-agent"
See also

* Ruby supported technologies (page 324)
+ Install Ruby (page 325)

Configure the Ruby agent

The configuration (page 29) for all agents uses this order of precedence (page 30). Configure the agent
using a YAML configuration file.

TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

The Ruby agent launches an executable on startup that also needs access to the configuration

files. Since the service is generally launched by the Ruby agent process, it has access to the same
configuration file as the agent. However, if the service is started independently, it will attempt to use the
same order of precedence (page 30) for its configuration file.

In other words, the service can share the application's configuration file, if (as is usually the case) the
service's working directory is also the base directory of the application. Both the agent and the service
use the ./config/contrast_security.yaml path.
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Follow these guidelines to configure your:

* Frameworks (page 352)
* Grape (page 352)
* Rails (page 352)
» Sinatra (page 352)

* Web servers (page 352)
» Passenger (page 353)
* Puma (page 356)
» Thin (page 359)
* Unicorn (page 359)

See also

* Run the service (page 386)
* Ruby supported technologies (page 324)

Ruby YAML template

Use this template to configure the Ruby agent using a YAML configuration file. (Learn more about
YAML configuration (page 32).)

Place your YAML file in the default location: Zetc/contrast/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false ™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
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service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: ./tmp/config

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# ITf set to false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H* H H

# Set the absolute or relative path to the Certificate
# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO BE_SET

# Set the absolute or relative path to the Key PEM
# file for communication with the Contrast Ul.
# key_ file: NEEDS_TO_BE_SET

#

# api.proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to "true for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET
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# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, TINFO~, "DEBUG , and “TRACE.
# level: INFO

# Override the name of the process the agents uses in logs.
# progname: Contrast Agent

Set to “true” for the agent to tag
logs with “IAM!I" for the metrics tool.
metrics: true

H H* H

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security_logger:

# Set the file to which the agent logs security events.
# path: /._.contrast/security.log
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Set the log level for security logging. Valid options
are "ERROR™, "WARN™, TINFO~, "DEBUG~, and “TRACE™.
level: ERROR

H H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are true  or false .
roll_daily: NEEDS TO BE SET

H O HHOHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE SET

H* H*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches iIts size cap.

#
# Note - this property must be used with

# "agent.security logger.roll _daily=false ; otherwise,

# Contrast continues to log daily and disregard this limit.
#

#

backups: NEEDS TO BE SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE_SET

H H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

Set the log level of Exploited attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity exploited: ALERT

H H H
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Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H H

Set the log level of Blocked At Perimeter

attacks. Value options are “ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .
severity blocked perimeter: NOTICE

HOH HH

Set the log level of Probed attacks. Value options are “ALERT",
CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO~, and “DEBUG .
severity probed: WARNING

H* H H

Set the log level of Suspicious attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity suspicious: WARNING

H H* H

#

# agent.service
# The following properties are used by the Contrast Service.
#

service:
# Set to “false™ to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

H H H

service to which the Contrast agent should report.

#
# Set the the hostname or IP address of the Contrast
#
host: localhost

# REQUIRED
# Set the the port of the Contrast service
# to which the Contrast agent should report.

port: 30555

#

# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

H*

teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
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up -

H*

HHHHH

H*

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

# max_attempts: 3

agent.service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

logger:

# Set the location to which the Contrast service saves log output.
# 1T no log file exists at this location, the service creates one.
#

# Example - ~/opt/Contrast/contrast _service.log™ will

# create a log in the “/opt/Contrast  directory.

#

# path: ./contrast _service.log

Set the the log output level. Options are "OFF", "“FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG , "TRACE , and “ALL".
level: ERROR

H H* H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent.heap_dump
# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

#
# heap_dump:
# Set to “true” for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false
# Set the location to which to save the heap dump files. If relative,
# the path is determined based on the process®" working directory.
# path: contrast_heap_dumps
# Set the amount of time to wait, in milliseconds,
# after agent startup to begin taking heap dumps.
# delay _ms: 10 000
# Set the amount of time to wait, in milliseconds, between each heap \
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dump.
#

#
#

window_ms: 10 000

Set the number of heap dumps to take before disabling this feature.

count: 5

Set to “true” for the agent to trigger garbage collection before
taking a heap dump to remove temproary objects from the dump.
clean: false

#

# agent.ruby

# The following properties apply to any Ruby agent-wide configurations.

#

# ruby:

#
#
#
#
#
#
#
#

#
about,

Allow the agent to track frozen Objects returned by
source methods. This configuration is on by default.
track_frozen_sources: NEEDS_TO_BE_SET

Allow the agent to track propagation through interpolated
Strings. This configuration is on by default.
interpolate: NEEDS TO BE_SET

Set a comma-separated string of rake tasks
in which to disable agent operation.
disabled agent_rake tasks: \

assets:clean,assets:clobber,assets:environment,assets:precompile,asset
s:precompile:all,db:create,db:drop,db:migrate:status,db:rollback,db:schema:c
ache:clear,db:schema:cache:dump,db:schema:dump,db:schema: load,db:seed,db:set
up,db:structure:dump,db:version,doc:app, log:clear,middleware,notes,notes:cus
tom, rails:template, rails:update, routes, secret,spec, spec: features, spec:reques
ts,spec:controllers,spec:helpers,spec:models,spec:views,spec:routing,spec:rc
ov,stats, test,test:all,test:all:db,test:recent,test:single,test:uncommitted,
time:zones:all,tmp:clear,tmp:create,webpacker:compile

#

# i1nventory

# Use

the properties in this section to override the inventory features.

#

# inventory:

H* H#

HHHH

Set to “false  to disable inventory features in the agent.
enable: true

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - "“labell, label2, label3”

tags: NEEDS_TO BE_SET
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#

# assess
# Use the properties In this section to control Assess.

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - "“labell, label2, label3”

#

# tags: NEEDS_TO_BE_ SET

Value options are "ALL™, “SOME™, or “NONE".
stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H® H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H* H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

H*
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# Example - Set “reflected-xss,sgl-injection™ to disable
# the reflected-xss rule and the sgl-injection rule.

#
# disabled _rules: NEEDS TO BE SET

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. 1If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following properties to configure

# 1Ff and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection

# Use the following settings to configure the sql-injection rule.

#

# sgl-injection:

# Set the mode of the rule. Value options are

# “monitor™, “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
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H+

H oH HH

H

H*

H H R HF

H*

#
# mode: off

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off
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protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

# reflected-xss:

Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or "off .

the setting can be “block™ or "block at perimeter”.

#
#
#
# Note - If a setting says, "if blocking is enabled"
#
#
#

mode: off
#
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
#
# Xxe:

Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

the setting can be “block™ or “block at perimeter .

mode: off

#
#
#
# Note - If a setting says, "if blocking is enabled™
#
#
#

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.
#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#
# name: NEEDS_TO BE_SET

Override the reported application path.
path: NEEDS_TO_BE_SET

H H#*

# Add the name of the application group with which this
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H #*

H HHHH

HOHHHOHH® HOH R HFHH

H O HHHHHH

application should be associated in the Contrast Ul.
group: NEEDS_TO BE SET

Add the application code this application should use in the Contrast Ul.
code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS_TO_BE_SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value~ pairs.
Example - ~business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id~ are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server
names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.

HoHHEHHH N H

#
#

#
#

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO_BE_SET
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# Override the reported server type.
# type: NEEDS TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT™ .
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS TO _BE SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast

# Ul. 1t is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
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# last_config_path: ./tmp/config

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H H H

Set the absolute or relative path to the Certificate
PEM File for communication with the Contrast Ul.
cert_file: NEEDS TO_BE SET

H H H

Set the absolute or relative path to the Key PEM
file for communication with the Contrast Ul.
key file: NEEDS _TO BE SET

H* H H

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy
# Set value to "true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the URL for your Proxy Server. The URL form is “scheme://

host:port .
# url: NEEDS_TO BE_SET

#

# agent

# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:
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#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnostic logging by setting a path to a log File.
# Whille diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# is the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log” creates a log in the
# ~/opt/Contrast” directory, and rotates it automatically as needed.
#
# path: _/contrast _agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO", "DEBUG™, and “TRACE".
# level: INFO

# Override the name of the process the agents uses iIn logs.
# progname: Contrast Agent

Set to “true” for the agent to tag
logs with “!'AM!" for the metrics tool.
metrics: true

H H

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options

# are "ERROR™, "WARN™, "INFO~, "DEBUG™, and “TRACE .

# level: ERROR

# Change the Contrast security logger from a file-sized based rolling
# scheme to a date-based rolling scheme. At midnight server time,

# the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
# Note - this scheme does not have a size limit; manual log

# pruning will be required. This flag must be set to use the
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# backups and size flags. Value options are “true  or "false .
# roll_daily: NEEDS_TO BE_SET

# Specify the file size cap (in MB) of each log file.
# roll_size: NEEDS_TO BE_SET

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches iIts size cap.

#
# Note - this property must be used with

# "agent.security logger.roll _daily=false™ ; otherwise,

# Contrast continues to log daily and disregard this limit.
#
#

backups: NEEDS_TO_BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are "ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG.
# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT", "CRITICAL",

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE
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Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity probed: WARNING

H H H

“CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, “INFO™, and “DEBUG .
severity_suspicious: WARNING

H H H

Set the log level of Suspicious attacks. Value options are “ALERT",

#

# agent.service
# The following properties are used by the Contrast Service.

#

service:

HOH HH

H* H® H

#
#
#

Set to “false” to disallow the service to be started, and
effectively disable the agent, if read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

REQUIRED
Set the the hostname or IP address of the Contrast
service to which the Contrast agent should report.

host: localhost

#
#
#

Set the the port of the Contrast service
to which the Contrast agent should report.

port: 30555

#

up.

agent.service.teamserver_retry
The following properties are used by the Teamserver HTTP client
to configure failed request retrying in the Contrast service.

teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving

# max_attempts: 3

\
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# agent.service.logger

# The following properties are used by the logger in the

# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.

#

# logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the “/opt/Contrast™ directory.

H O HOHHH

path: _./contrast_service.log

Set the the log output level. Options are "OFF , “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG™, "TRACE~, and "ALL".
level: ERROR

H H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent.heap_dump
# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

# heap_dump:

# Set to “true” for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false

Set the location to which to save the heap dump files. If relative,
the path is determined based on the process®™ working directory.
path: contrast _heap_ dumps

H* H* H

Set the amount of time to wait, in milliseconds,
after agent startup to begin taking heap dumps.
delay ms: 10 000

H H

# Set the amount of time to wait, in milliseconds, between each heap \
dump.
# window_ms: 10_000

# Set the number of heap dumps to take before disabling this feature.

# count: 5

# Set to “true” for the agent to trigger garbage collection before
# taking a heap dump to remove temproary objects from the dump.

# clean: false
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#

# agent.ruby

# The following properties apply to any Ruby agent-wide configurations.

#

# ruby:

# Allow the agent to track frozen Objects returned by
# source methods. This configuration is on by default.

# track frozen_sources: NEEDS TO BE_SET

Allow the agent to track propagation through interpolated

#
# Strings. This configuration is on by default.
# interpolate: NEEDS TO BE_SET

# Set a comma-separated string of rake tasks
# 1In which to disable agent operation.
# disabled agent rake tasks: \

about,assets:clean,assets:clobber,assets:environment,assets:precompile,asset
s:precompile:all,db:create,db:drop,db:migrate:status,db:rollback,db:schema:c
ache:clear,db:schema:cache:dump,db:schema:dump,db:schema: load,db:seed,db:set
up,db:structure:dump,db:version,doc:app, log:clear,middleware,notes,notes:cus
tom, rails:template, rails:update, routes, secret,spec, spec: features, spec:reques
ts,spec:controllers,spec:helpers,spec:models,spec:views,spec:routing,spec:rc
ov,stats,test,test:all,test:all:db, test:recent, test:single,test:uncommitted,

time:zones:all,tmp:clear,tmp:create,webpacker:compile

# inventory

# Use the properties in this section to override the inventory features.

#

# inventory:

H* H#*

enable: true

Set to "false™ to disable inventory features in the agent.

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™
#
# tags: NEEDS_TO_BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

# Include this property to determine if the Assess
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feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

H H H

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HH R HH

tags: NEEDS_TO_BE_SET

Value options are "ALL™, "SOME~, or “NONE.

#
# stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true  to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Z Example - Set “reflected-xss,sqgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

# protect

# Use the properties in this section to override Protect features.
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#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS _TO BE_SET

#

# protect.rules.bot-blocker

# Use the following properties to configure
# 1T and how the agent blocks bots.

#

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

# protect.rules.sgl-injection
# Use the following settings to configure the sqgl-injection rule.
#

# sgl-injection:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off
#
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
#
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#

+

H oH R H

H*

H*

H H R H

+

H*+

H H R H

H*

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

# Set the mode of the rule. Value options are
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# “monitor , “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#

# mode: off

protect.rules.xxe

Use the following properties to configure

how the XML external entity works.

XXe:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

#

# application
# Use the properties in this section for
# the application(s) hosting this agent.

#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

# Override the reported application version.
# version: NEEDS TO BE SET
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H O HHHH HHHHH

HOHHHOHH

H o HHHHHRHF

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - " labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

# server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO BE_SET

Override the reported server type.
type: NEEDS TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
environment: development

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
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# Example - " labell, label2, label3”
#
# tags: NEEDS _TO_BE_SET

Ruby frameworks

Application frameworks are software libraries that provide a fundamental structure to support the
development of applications for a specific environment.

Follow these guidelines based on your framework:

Configure with Grape
If you're using the Grape framework, you must configure your application to use the Ruby agent. A
simple application configured to work with the Ruby agent looks like the following example:

require "grape”
require "contrast-agent”

class App < Grape::API
use Contrast::Agent::Middleware, true
end

Configure with Rails
If you are using Rails, the Ruby agent functions as a Railtie so no additional configuration is required.

Configure with Sinatra

If you're using the Sinatra framework, you must configure your application to use the Ruby agent. A
simple application configured to work with the Ruby agent looks like the following example:

require "sinatra“
require “contrast-agent”

class App < Sinatra::Base
use Contrast::Agent::Middleware, true
end

See also

» Configure the Ruby agent (page 327)
* Run the service (page 386)
* Ruby supported technologies (page 324)

Ruby web servers

Web Servers are technologies that deploy Web Application Frameworks. These servers manage
the application processes and receive HTTP requests which they forward to said Web Application
Frameworks.

Follow the guidelines based on your web server:

+ Passenger (page 353)
* Puma (page 356)

» Thin (page 359)

* Unicorn (page 359)
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See also

» Configure the Ruby agent (page 327)
* Run the service (page 386)
* Ruby supported technologies (page 324)

Configure Passenger

Sometimes the Ruby agent pushes the application over the timeout threshold and that prevents the
server from startup. This can be prevented by server configuration.

Passenger can be configured in Standalone mode or along side HTTP severs: Passenger + NGINX or
Passenger + Apache.

The standard way of configuration in Standalone mode goes through these three options:
1. Command line options:

$ passenger start --start-timeout 100
2. Environment variables:

$ env PASSENGER_START_TIMEOUT=100 passenger start
3. Passenger.json (must be located in the application directory):

{
}

The order of configurations (most to least precedent):

"start_timeout': "100"

» Command line options
» Environment variables
» Passengerfile_json

NOTE

An exception is made for mass deployment, then pre-app configurations are
overridden both for command line and environment variables.

Passenger in NGINX or Apache mode is configured via the corresponding Apache or NGINX
configuration files. These modes don not consult with Passengerfile. json.

# example of an Nginx configuration file which also configures Passenger:

server {
SEerver_name YOurServer.com;
root /var/www/myapp/code/public;
passenger_enabled on;
passenger_ruby /usr/bin/ruby2.0;
passenger_sticky sessions on;

}

# example of an Apache configuration file which also configures Passenger:

<VirtualHost *:80>
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ServerName yourserver.com
DocumentRoot /var/www/myapp/code/public
PassengerStickySessions on

<Directory /var/www/myapp/code/public>
Allow from all
Options -MultiViews
Require all granted
</Directory>
</VirtualHost>

Timeouts

+ Max request time - The maximum amount of time, in seconds, that an application process may
take to process a request. If the request takes longer than this amount of time, then the application
process will be forcefully shut down, and possibly restarted upon the next request. A value of 0
means that there is no time limit. This is an enterprise only configuration.

* Default value: 0
+ Command line:

$ passenger start --max-request-time SECONDS
* Environment variables:

* Passengerfile.json:

{
}

* Max request queue time - When all concurrent requests are handled and their maximum number
is reached, Passenger will queue all incoming requests. This option specifies the maximum time
a request may spend in that queue. If a request in the queue reaches this specified limit, then
Passenger will send a "504 Gateway Timeout" error for that request. A value of 0 means that the
queue time is unbounded. This is an enterprise only configuration.
* Default value: 0
* Command line:

"max_request_time': integer

$ passenger start --max-request-queue-time NUMBER
¢ Environment variables:

PASSENGER_MAX_REQUEST_ QUEUE_TIME=integer
» Passengerfile.json:

{
}

* Pool idle time - Maximum time for idle application process. If an application process hasn't received
any traffic after the given number of seconds, then it will be shutdown in order to conserve memory.
When this value is set to 0, application processes will not be shutdown unless manual killed or crush
occurs. Decreasing this value means that application processes will have to be spawned more often.
» Default value: 300 (5 minutes)

* Command line:

"max_request _queue_time": integer

$ passenger start --pool-idle-time SECONDS
* Environment variables:

PASSENGER_POOL_IDLE_TIME=integer
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* Passengerfile.json:

{
+

* Max preload idle time - Timeout for automatically shutdown a preloader process if it hasn't done
anything for a given period. This option allows you to set the preloader's idle timeout, in seconds. A
value of 0 means that it should never idle timeout. Setting a higher value will mean that the preloader
is kept around longer, which may slightly increase memory usage. But as long as the preloader
server is running, the time to spawn a Ruby application process only takes about 10% of the time that
is normally needed.

» Default value: 300 (5 minutes)
+ Command line:

"pool _idle_time": integer

$ passenger start --max-preloader-idle-time SECONDS
* Environment variables:

PASSENGER_MAX_PRELOADER_IDLE_TIME=integer
» Passengerfile.json:

{
+

+ Start timeout - Timeout for the startup of application. If an application process fails to start within the
timeout period then it will be forcefully killed with SIGKILL, and the error will be logged.

¢ Default value: 90
« Command line:

"max_preloader_idle_time': integer

$ passenger start --start-timeout SECONDS;
* Environment variables:

PASSENGER_START_TIMEOUT=integer
* Passengerfile.json:

{
+

"start_timeout': integer

Forking

Passenger is more like a process manager and instead of running application inside its own process
space it launches it as external process and handle the management. This includes shut down of
unused processes, or restarting them when they crash. An instance of an application is called a
process. Passenger takes care of starting and stopping application.

Spawning is when Passenger starts an instance of an application. There are two methods for spawning
an application in Passenger:

» Direct: new Ruby process with full copy of the application code and the web framework in memory.
This approach uses more memory and takes more time to start.

» Smart: For Ruby apps this method is default. It begins with 'preloader’ process. This process loads
the entire application along with the web framework, by loading the file config.ru. The preloader
process doesn't participate in request handling. Whenever new application process is needed the
preloader spawns a child process (with the fork() system call).

The command used for creating a new fork is:

$ bundle exec passenger start --min-instances 2
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This tells Passenger to keep 2 instances of the application.
» Default value: 1

» Default pool size for instances: 6

* Passengerfile.json:

{
+

When a request is handled, Passenger will pass it to the process with the least number of requests. If
a process is kKilled, it is restarted automatically. Processes are also dynamically scaled, depending on
traffic, spawning new forks up to the maximum pool number.

"max_pool_size'": 6

See also

+ Configure the Ruby agent (page 327)
* Run the service (page 386)
* Ruby supported technologies (page 324)

Configure Puma

Sometimes the Ruby agent pushes the application over the timeout threshold and that prevents the
server from startup. This can be prevented by server configuration.

Puma can be configured directly through the CLI, in the config/puma.rb or config.ru files.

Timeouts

While the agent should work with the default or your custom configuration, it adds overhead to the first
request. As such, you may need to increase timeouts, and here’s how:

o IMPORTANT

Some of the options are available only in Cluster Mode. All of the available options for
the timeouts are listed in the puma/dsl.rb.

+ persistent_timeout(seconds) - Define how long persistent connections can be idle before Puma
closes them. The seconds are passed as integers.

« first_data_timeout(seconds) - Define how long the tcp socket stays open, if no data has been
received. The seconds are passed as integers.

» *force_shutdown_after(val=:forever) *- How long to wait for threads to stop when shutting
them down. You can pass seconds too, but you can pass symbols between :forever
and :immediately.
» :forever - the value is set to -1
+ simmediately - the value is set to 0
* seconds - it sets them directly as the timeout

NOTE

Puma always waits a couple of seconds before shutdown, even in immediately
mode.

The following options are only available in cluster mode:
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+ worker_timeout(seconds) - Verifies that all workers have checked in to the master process within
the given timeout. This timeout is to protect against dead or hung processes. Setting this value will
not protect against slow requests. The minimum value is 6 seconds, the default value is 60 seconds.

» worker_boot_timeout(seconds) - change the default worker timeout for booting. If unspecified - it
will default to the value of worker_timeout.

» worker_shutdown_timeout(seconds) - Set the timeout for worker shutdown.

+ wait_for_less_busy_worker(val=0.005) - attempts to route traffic to less-busy workers by causing
them to delay listening on the socket, allowing workers which are not processing any requests to pick
up new requests first.

NOTE

This setting only works with MRI. For all other interpreters, this setting does nothing.

Puma initially sets two default timeout values:

« DefaultWorkerTimeout = 60
» DefaultWorkerShutdownTimeout = 30

To apply all of the timeouts settings, Puma must be configured to work in Cluster Mode.

Forking

Cluster mode is introduced in Puma 5, which allows Puma to fork workers from worker 0, instead of
directly from the master process.

Similar to the preload_app option, the fork_worker option allows your application to be initialized
only once for copy-on-write memory savings.

This actual mode has couple of advantages, and the first one is that it's compatible with a phased
restart. The master process initially does not preload the application and that's why this mode works
with phased restart. When worker 0 reloads as part of a phased restart, it initializes a new copy of your
application first, then the other workers reload by forking from this new worker already containing the
new preloaded application.

TIP

@ A phased restart replaces all running workers in Puma cluster. It is done by first
killing an old worker, then starting a new worker, waiting until the new worker has
successfully started before proceeding to the next worker, until it goes through all
workers. The master process is not restarted.

This allows a phased restart to complete as quickly as a hot restart while still minimizing downtime by
staggering the restart across cluster workers.

The other advantage is that a refork command is added for additional copy-on-write improvements in
running applications and the idea is that it re-loads all nonzero workers by re-forking them from worker
0.

This command can potentially improve memory utilization in large or complex applications that don't
fully pre-initialize on startup, because the re-forked workers can share copy-on-write memory with a
worker that has been running for a while and serving requests.
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A refork will also automatically trigger once, after a certain number of requests have been processed
by worker 0 (default 1000). To configure the number of requests before the auto-refork, pass a positive
integer argument to fork_worker (e.g., fork_worker 1000), or O to disable.

Limitations:

» Cluster mode is not compatible with preload_app.

* In order to fork new workers cleanly, worker 0 shuts down its server and stops serving requests so
there are no open file descriptors or other kinds of shared global state between processes, and to
maximize copy-on-write efficiency across the newly-forked workers. This may temporarily reduce total
capacity of the cluster during a phased restart / refork.

After going through fork_worker and re-fork commands, these are other clustered (fork worker)
commands:

+ *workers(count) *- How many worker processes to run. Typically this is set to the number of
available cores. The default is the value of the environment variable WEB_CONCURRENCY if set,
otherwise 0.

» before_fork(&block) - code to run immediately before master process forks workers (once on boot).
These hooks can block if necessary to wait for background operations unknown to Puma to finish
before the process terminates.

» on_worker_boot(&block) - code to run in a worker when it boots to setup the process before
booting the app.

» on_worker_shutdown(&block) - code to run immediately before a worker shuts down (after it has
finished processing HTTP requests)

» on_worker_fork(&block) - code to run in the master right before a worker is started. The worker's
index is passed as an argument.

+ after_worker_fork(&block) - code to run in the master after a worker has been started. The worker's
index is passed as an argument.

» on_refork(&block) - When enabled, code to run in Worker 0 before all other workers are re-
forked from this process, after the server has temporarily stopped serving requests (once per
complete refork cycle).This can be used to trigger extra garbage-collection to maximize copy-on-write
efficiency, or close any connections to remote servers(database, Redis, ...) that were opened while
the server was running.

+ out_of band(&block) - code to run out-of-band when the worker is idle. These hooks run
immediately after a request has finished processing and there are no busy threads on the worker.
The worker doesn't accept new requests until this code finishes. This hook is useful for running
out-of-band garbage collection or scheduling asynchronous tasks to execute after a response.

» fork_worker(after_request=1000) - When enabled, workers will be forked from worker 0 instead of
from the master process. This option is similar to "preload_app’ because the app is preloaded before
forking, but it is compatible with phased restart. This option also enables the refork command.

» nakayoshi_fork(enabled=true) - This is kind of different, but when enabled, Puma will GC 4 times
before forking workers. It will increase time to boot and fork. See your logs for details on how much
time this adds to your boot process. For most apps, it will be less than one second.This fork method
is based on the work of Koichi Sasada and Aaron Patterson and this option may decrease memory
utilization of preload-enabled cluster-mode Pumas.

NOTE

If available (Ruby 2.7+), it will also call GC. compact.

Not recommended for non-MRI Rubies.
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See also

» Configure the Ruby agent (page 327)
* Run the service (page 386)
» Ruby supported technologies (page 324)

Configure Thin

Sometimes the Ruby agent pushes the application over the timeout threshold and that prevents the
server from startup. This can be prevented by server configuration.

Thin is lightweight web server, supporting clusters and providing options to set timeouts and wait time.
Thin accepts CLI commands or adding a config.yml file in which you can set all the settings you
need.

Timeouts
The wait option is the maximum wait time for the server to be restarted within a cluster.

The timeout option is the maximum number of seconds for incoming data to arrive before the
connection is dropped.

Forking
Thin supports clusters and you can run several server instances on different ports.

These are the available options:

cluster options:

-s, —-servers NUM Number of servers to start

-0, —-only NUM Send command to only one server of the \
cluster

-C, —-config FILE Load options from config file

-0, —--onebyone Restart the cluster one by one (only \
works with restart command)

-w, —-wait NUM Maximum wait time for server to be \

started in seconds (use with -0)
There is also an experimental tuning option that can be run alongside clusters:

--threaded Call the Rack application in threads \
[experimental]

See also

» Configure the Ruby agent (page 327)
* Run the service (page 386)
* Ruby supported technologies (page 324)

Configure Unicorn

Unicorn is single-threaded and multi-processed. It doesn't adjust the number of processes automatically
based on traffic. You must use a unicorf.conf.rb orunicorn_.conf.minimal .rb file, or a script,
to configure this.

» Example for unicorn.conf._rb:

# Define your root directory.
root = "/home/deployer/apps/gifroll/current"

# Define worker directory for Unicorn.
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working_directory "/path/to/app/current™

# Define number of worker processes.
# Each forked OS process consumes additional memory.
worker_processes 4

# Define timeout for hanging workers before they are restarted.
timeout 30

# Location of PID File.
pid "'/path/to/app/shared/pids/unicorn.pid"

# Define log paths:

# Allow redirecting $stderr to a given path. Unlike doing this from the \
shell,

# this allows the Unicorn process to know the path being written to and \
rotates

# the file If it is used for logging.-

stderr_path "#{root}/log/unicorn.log"

# Same as stderr_path, except for $stdout. Not many Rack applications \
write

# to $stdout, but any that do will have their output written here.
stdout path "#{root}/log/unicorn.log"

# Loads Rails before forking workers for better worker spawn time.

# Preloading your application reduces the startup time of individual

# Unicorn worker_processes and allows you to manage the external \
connections

# of each individual worker using the before fork and after_fork calls.
#

# Please check if other external connections work properly with

# Unicorn forking. Many popular gems (dalli memcache client, Redis) will \
have

# compatibility confirmation with Unicorn and the process model.

# Check the gem documentation for more information.

preload app true

# When enabled, Unicorn will check the client connection by writing the
# beginning of the HTTP headers before calling the application. This will
# prevent calling the application for clients who have disconnected while
# their connection was queued.

check client_connection false

# Enable a local variable to guard against running a hook (before fork, \
after_fork)

# multiple times

run_once = true

# For example, use of before fork and after_fork:

#

# POSIX Signals are a form of interprocess communication, and signal
# events or state changes.

# QUIT: Signals a process to exit, but creates a core dump.
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# TERM: Tells a process to terminate, but allows the process
# to clean up after itself.
#
# Unicorn uses the QUIT signal to indicate a graceful shutdown.
# The master process receives it and sends it to all workers, telling \
them to
# shutdown after any in-flight request.
before_fork do |server, worker]
Signal .trap "TERM®" do
puts “Unicorn master intercepting TERM and sending myself QUIT \
instead”
Process.kill "QUIT", Process.pid
end

# You may want to execute code in the master process, before the forking
# begins, to deal with operations that causes changes in state.
# You need them to run once:
if run_once
# do_something _once _here ...
run_once = false # prevent from firing again
end
end

after_fork do |server, worker|
Signal .trap "TERM® do
puts "Unicorn worker intercepting TERM and doing nothing. Wait for \
master to send QUIT"
end
# ...
end

# For more information, check the Unicorn Configurator: https://msp-
greg-github.io/unicorn/Unicorn/Configurator._html
+ Example for unicorn.conf.minimal .rb:

listen 2007 # by default Unicorn listens on port 8080
worker_processes 2 # this should be >= nr_cpus

pid *"'/path/to/app/shared/pids/unicorn.pid”
stderr_path "'/path/to/app/shared/log/unicorn.log”
stdout_path "/path/to/app/shared/log/unicorn.log”

Configure forking

Unicorn has a multi-process architecture to make better use of available CPU cores. On startup,

the Unicorn master process loads the application code and then spawns workers which inherit the
application code from their master process. The requests are handled only by the workers and never by
the master. The operating system network stack queues incoming requests and distributes them among
the workers.

Unicorn is designed to replace crashed workers without dropping user requests. When a worker
reaches the request timeout, the master process ends it (with ki Il -9) and replaces it with a new
process. You can configure the number of worker processes and the request timeout.
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Configurations Description

worker_processes (nr) Sets the current number of worker_processes to nr. Each worker
process will serve exactly one client at a time. You can increment
or decrement this value at runtime by sending signals SIGTTIN or
SIGTTOU respectively to the master process without reloading the
rest of your Unicorn configuration.

You can read more about signals on BUnicorn's site.

Unicorn: :Configurator#after_fork Sets after_fork hook to a given block
Unicorn::Configurator#before_fork Sets before_fork hook to a given block.
Unicorn::Configurator#preload_app(bool) This preloads an application before forking worker processes. This
ObjectEnabling allows memory savings when using a copy-on-write-friendly GC but

can cause bad things to happen when resources like sockets are
opened at load time by the master process and shared by multiple

children.
Configure timeouts
Variable Description Default value
timeout 30 This sets the timeout of worker processes to 30 seconds, the default value is 60 seconds. 60 seconds

The timeout configuration will end workers that exceed this limit. This timeout is enforced by
the master process itself and not subject to the scheduling limitations by the worker process.

delay integer This sets the seconds to wait between successful tries. 0.5 seconds

TIP
Unicorn works with nginx for more settings.

Configure APMs
The following APMs support Unicorn:

+ [BScout has a separate class for Unicorn integration.
« BNew Relic

- BAppDynamics
See also

» Configure the Ruby agent (page 327)
* Run the service (page 386)
* Ruby supported technologies (page 324)

Ruby YAML template

Use this template to configure the Ruby agent using a YAML configuration file. (Learn more about
YAML configuration (page 32).)

Place your YAML file in the default location: Zetc/contrast/contrast_security.yaml

#
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# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: _./tmp/config

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true
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Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H H

Set the absolute or relative path to the Key PEM
file for communication with the Contrast Ul.
key file: NEEDS TO BE_SET

H* H® H

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to "true for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS _TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

# Enable diagnostic logging by setting a path to a log Ffile.

# While diagnostic logging hurts performance, it generates

# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
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HOHHHHH®

H H H

log file exists at this location, the agent creates a File.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~“/opt/Contrast™ directory, and rotates it automatically as needed.

path: _./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, "WARN™, TINFO~, "DEBUG , and “TRACE .
level: INFO

Override the name of the process the agents uses in logs.
progname: Contrast Agent

Set to “true” for the agent to tag
logs with “IAM!" for the metrics tool.
metrics: true

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security_logger:

# Set the file to which the agent logs security events.

# path: /._.contrast/security.log

# Set the log level for security logging. Valid options

# are "ERROR™, "WARN™, "INFO", "DEBUG , and “TRACE .

# level: ERROR

# Change the Contrast security logger from a file-sized based rolling

# scheme to a date-based rolling scheme. At midnight server time,

# the log from the previous day is renamed to *file name.yyyy-MM-dd*.

# Note - this scheme does not have a size limit; manual log

# pruning will be required. This flag must be set to use the

# backups and size flags. Value options are “true” or "false .

# roll_daily: NEEDS TO BE_SET

# Specify the file size cap (in MB) of each log file.

# roll_size: NEEDS_TO_BE_SET

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.

#

# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.

#
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# backups: NEEDS TO BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO_BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, "WARNING , "NOTICE , "INFO , and "DEBUG .

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT", "CRITICAL",

# TERROR™, “WARNING™, “NOTICE™, "INFO , and "DEBUG".

# severity_blocked_perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity_probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, "WARNING™, "NOTICE , "INFO", and "DEBUG .

# severity suspicious: WARNING

# agent.service
# The following properties are used by the Contrast Service.
#

service:
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# Set to “false™ to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# 1T this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock
# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost
# REQUIRED
# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555
#
# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
#
# teamserver_retry:
# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
# How long to wait between retries in milliseconds.
# interval_ms: 5000
# How many times to retry HTTP requests to Teamserver before giving \
up.
# max_attempts: 3
#
# agent._service.logger
# The following properties are used by the logger in the
# Contrast service. IF the properties are not defined, the
# service uses the logging values from the Contrast Ul.
#
# logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

#
#
#
# Example - ~/opt/Contrast/contrast_service.log™ will
# create a log in the ~/opt/Contrast™ directory.

#
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# path: ./contrast _service.log

Set the the log output level. Options are "OFF", “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG , "TRACE , and “ALL".
level : ERROR

H H* H

# Override the name of the process used in logs.
# progname: Contrast Service

#

# agent.heap_dump

# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

#

# heap_dump:

# Set to “true” for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false

Set the location to which to save the heap dump files. If relative,
the path is determined based on the process® working directory.
path: contrast _heap_ dumps

H* H H

Set the amount of time to wait, in milliseconds,
after agent startup to begin taking heap dumps.
delay ms: 10 000

H H* H

# Set the amount of time to wait, in milliseconds, between each heap \
dump.
# window_ms: 10_000

# Set the number of heap dumps to take before disabling this feature.

# count: 5

# Set to “true” for the agent to trigger garbage collection before
# taking a heap dump to remove temproary objects from the dump.

# clean: false

#

# agent.ruby
# The following properties apply to any Ruby agent-wide configurations.
#

# ruby:

# Allow the agent to track frozen Objects returned by
# source methods. This configuration is on by default.
# track frozen_sources: NEEDS TO BE_SET

# Allow the agent to track propagation through interpolated
# Strings. This configuration is on by default.
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# interpolate: NEEDS TO BE SET

# Set a comma-separated string of rake tasks

# 1In which to disable agent operation.

# disabled _agent_rake tasks: \
about,assets:clean,assets:clobber,assets:environment,assets:precompile,asset
s:precompile:all,db:create,db:drop,db:migrate:status,db:rollback,db:schema:c
ache:clear,db:schema:cache:dump,db:schema:dump,db:schema: load,db:seed,db:set
up,db:structure:dump,db:version,doc:app, log:clear,middleware,notes,notes:cus
tom, rails:template, rails:update, routes, secret,spec, spec: features, spec:reques
ts,spec:controllers,spec:helpers,spec:models,spec:views,spec:routing,spec:rc
ov,stats, test,test:all,test:all:db,test:recent,test:single,test:uncommitted,
time:zones:all,tmp:clear,tmp:create,webpacker:compile

#

# i1nventory
# Use the properties in this section to override the inventory features.

# inventory:

# Set to “false  to disable inventory features in the agent.
# enable: true

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”

#

# tags: NEEDS_TO_BE_ SET

#

# assess
# Use the properties in this section to control Assess.

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

H*H HHHH

tags: NEEDS_TO BE_SET

Value options are "ALL™, “SOME™, or “NONE'.
stacktraces: ALL

H H#*

Agents 369



 Contrast Contrast Documentation

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to "true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set "“reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled_rules: NEEDS TO BE_SET

#

# protect
# Use the properties iIn this section to override Protect features.

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#
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# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following properties to configure

# 1Ff and how the agent blocks bots.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection
# Use the following settings to configure the sql-injection rule.

# sgl-injection:
Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off
#
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
#
# cmd-injection:
# Set the mode of the rule. Value options are
# “monitor , "block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#

# protect.rules._path-traversal
# Use the following properties to configure
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# how the path traversal rule works.

# path-traversal:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

# protect.rules.method-tampering

# Use the following properties to configure
# how the method tampering rule works.

#

# method-tampering:
Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off
#
# protect.rules._reflected-xss
# Use the following properties to configure how
# the reflected cross-site scripting rule works.
#
# reflected-xss:
# Set the mode of the rule. Value options are
# "monitor~, “block™, “block at perimeter , or “off .
#
# Note - IT a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
#
# xxe:
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# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#

# mode: off

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_BE_ SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H* H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

HoHHHH R

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with

H H#*
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this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H H R H

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id~ are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H O HHHHHH

#

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and “DEVELOPMENT.
environment: development

H* H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HOHHHH

tags: NEEDS_TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false  to disable the agent.
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# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

user_name: NEEDS_TO BE_SET

# Set the path to which the agent should store the
# currently used configuration from the Contrast Ul.
# last_config_path: _/tmp/config

#

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

#

# certificate:

# ITf set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca_file: NEEDS_TO BE_SET

H* H H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS TO BE SET

H H* H

# Set the absolute or relative path to the Key PEM
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# Ffile for communication with the Contrast Ul.
# key file: NEEDS TO BE SET

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port .
# url: NEEDS TO BE SET

# agent

# Use the properties In this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

H o HHHHHHHFHR

path: ./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG™, and "TRACE.

H H#*
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level: INFO

Override the name of the process the agents uses in logs.
progname: Contrast Agent

Set to “true” for the agent to tag
logs with “'AM!" for the metrics tool.
metrics: true

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

# Set the file to which the agent logs security events.

# path: /.contrast/security.log

# Set the log level for security logging. Valid options

# are "ERROR™, "WARN™, "INFO", "DEBUG", and “TRACE".

# level: ERROR

# Change the Contrast security logger from a file-sized based rolling

# scheme to a date-based rolling scheme. At midnight server time,

# the log from the previous day is renamed to *file_name.yyyy-MM-dd*.

# Note - this scheme does not have a size limit; manual log

# pruning will be required. This flag must be set to use the

# backups and size flags. Value options are “true  or "false .

# roll_daily: NEEDS_TO BE_SET

# Specify the file size cap (in MB) of each log file.

# roll_size: NEEDS TO BE_SET

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.-

#

# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.

#

# backups: NEEDS_TO BE_SET

#

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

Agents

377



 Contrast

Contrast Documentation

#
# syslog:
# Set to “true” to enable Syslog logging.
# enable: NEEDS TO BE_SET
# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET
# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS _TO_BE_SET
# Set the facility code of the messages the agent sends to Syslog.
# facility: 19
# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
# severity exploited: ALERT
# Set the log level of Blocked attacks. Value options are "ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT", "CRITICAL",
# TERROR™, “WARNING™, “NOTICE™, "INFO , and “DEBUG".
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, "WARNING , "NOTICE , "INFO , and "DEBUG .
# severity_probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .
# severity suspicious: WARNING

#

# agent._service
# The following properties are used by the Contrast Service.

#
service:
# Set to “false  to disallow the service to be started, and
# effectively disable the agent, if read by the service. If the
# agent reads this property, it disallows service auto-start.
# enable: true
# ITf this property is defined, the service is
# listening on a Unix socket at the defined path.
# socket: /tmp/service.sock
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#
#
#

REQUIRED
Set the the hostname or IP address of the Contrast
service to which the Contrast agent should report.

host: localhost

# AEAAXAXAAAAXAAAXAAAAXAAAXAAXX REQUIRED AEAAXAXAAAAXAAAXAAAAXAAAXAAXX
# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555
#
# agent.service.teamserver_retry
# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.
#
# teamserver_retry:
# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true
# How long to wait between retries in milliseconds.
# interval_ms: 5000
# How many times to retry HTTP requests to Teamserver before giving \
up.
# max_attempts: 3
#
# agent.service.logger
# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.
#
# logger:

Example - ~/opt/Contrast/contrast service.log™ will
create a log in the “/opt/Contrast ™ directory.

HoH R HHH

path: ./contrast_service.log

Set the the log output level. Options are "OFF", “FATAL ",
"ERROR™, “WARN™, TINFO~, "DEBUG", "TRACE™, and “ALL".
level: ERROR

H* H H

# Override the name of the process used in logs.
# progname: Contrast Service

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.
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#

# agent.heap_dump

# The following properties are used to trigger heap dumps from within
# the agent to snapshot the behavior of instrumented applications.

#

# heap_dump:

# Set to “true” for the agent to automatically
# take heap dumps of the instrumented application.
# enable: false

# Set the location to which to save the heap dump files. IT relative,
# the path iIs determined based on the process®™ working directory.
# path: contrast_heap_dumps

# Set the amount of time to wait, in milliseconds,

# after agent startup to begin taking heap dumps.

# delay_ms: 10_000

# Set the amount of time to wait, in milliseconds, between each heap \

# window_ms: 10_000

# Set the number of heap dumps to take before disabling this feature.
# count: 5

# Set to “true” for the agent to trigger garbage collection before
# taking a heap dump to remove temproary objects from the dump.
# clean: false

#

# agent.ruby
# The following properties apply to any Ruby agent-wide configurations.
#

# ruby:

# Allow the agent to track frozen Objects returned by
# source methods. This configuration is on by default.
# track frozen_sources: NEEDS TO BE_SET

# Allow the agent to track propagation through interpolated
# Strings. This configuration is on by default.
# interpolate: NEEDS _TO BE_SET

# Set a comma-separated string of rake tasks

# 1In which to disable agent operation.

# disabled_agent rake tasks: \
about,assets:clean,assets:clobber,assets:environment,assets:precompile,asset
s:precompile:all,db:create,db:drop,db:migrate:status,db:rollback,db:schema:c
ache:clear,db:schema:cache:dump,db:schema:dump,db:schema: load,db:seed,db:set
up,db:structure:dump,db:version,doc:app,log:clear,middleware,notes,notes:cus

Agents 380



 Contrast Contrast Documentation

tom, rails:template, rails:update, routes, secret,spec, spec: features, spec:reques
ts,spec:controllers,spec:helpers,spec:models,spec:views,spec:routing,spec:rc
ov,stats,test,test:all,test:all:db, test:recent, test:single,test:uncommitted,
time:zones:all,tmp:clear,tmp:create,webpacker:compile

#

# inventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to "false™ to disable inventory features iIn the agent.
enable: true

H* H#*

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™
#
# tags: NEEDS_TO_BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS _TO_BE_SET

# Value options are "ALL™, “SOME~, or “NONE~.
# stacktraces: ALL

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#

# sampling:

# Set to “true” to enable sampling.
# enable: false
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This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Z Example - Set “reflected-xss,sqgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

# protect

# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rulles: NEEDS TO BE_SET

#

# protect.rules.bot-blocker
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Use the following properties to configure
if and how the agent blocks bots.

H H H

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

protect.rules.sqgl-injection
Use the following settings to configure the sql-injection rule.

H* H H

# sgl-injection:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off
#
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
#
# cmd-injection:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
# protect.rules.path-traversal
# Use the following properties to configure
# how the path traversal rule works.
#
# path-traversal:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - IT a setting says, "if blocking is enabled",
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+

+H*

HOH HH

#
#
#

the setting can be “block™ or “block at perimeter .

mode: off

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”

the setting can be “block™ or “block at perimeter .

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled"
the setting can be “block™ or “block at perimeter .
mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:
# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or "off .
#

# Note - If a setting says, "if blocking is enabled”
# the setting can be “block™ or “block at _perimeter".
#

# mode: off
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#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO _BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H HHHH

tags: NEEDS TO_BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

HOH O HHH®

metadata: NEEDS_TO BE_SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H O HHHH

Provide metadata which is used to create a new session ID In the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

HOH R H
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# are branchName, buildNumber, commitHash, committer, gitTag, repository,
# testRun, and version. This option and “application.session_id™ are

# mutually exclusive; if both are set the agent will be disabled.

# session_metadata: NEEDS TO BE SET

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

# Override the reported server type.
# type: NEEDS TO BE SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT.
environment: development

H* H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS_TO_BE_SET

Run the service

On application startup, the Ruby agent starts a service in a separate process. This process is
responsible for aggregating messages from the agent, sending attack information to Contrast and
receiving updates to settings from Contrast.

The agent is packaged with 64-bit Mac and Linux services. Because the service is launched by the
agent, it has access to the same configuration file that the agent used. If the service process is stopped,
the agent will attempt to restart it.

In the unlikely event that the restart process fails, the agent will cease trying to restart the service
after five attempts, and won't send findings to Contrast. However, the agent will continue to protect the
application using the last settings it received.

You can access the service status using rake tasks:

* rake contrast:service: status: Returns online or offline

* rake contrast: service: start: Attempts to start the service using the configuration for the
local Ruby agent.

* rake contrast: service: st op: Attempts to stop the service. If the agent receives additional
requests, it will attempt to restart the service on its own.

Agents 386



 Contrast Contrast Documentation

TIP
@ Ensure that the service host and port values are consistent.

If there are multiple applications protected by the Ruby agent, the first one to start
will launch the service. This is not a problem since the service is designed to handle
communication with multiple agents.

But, if the agent.service.host and agent.service.port configuration values
don't match, the additional agent won't be able to communicate with the previously
started service.

Ruby telemetry

The Ruby agent use telemetry to collect usage data. Telemetry is collected when an instrumented
application first loads the agent’s sensors and then periodically (every few hours) afterwards.

Your privacy is important to us (page 675). The telemetry feature does not collect application data.
The data is anonymized before being sent securely to Contrast. Then the aggregated data is stored
encrypted and under restricted access control. Any collected data will be deleted after one year.

The telemetry feature collects the following data:

Agent versions Data

Ruby 4.13 Agent version
Operating system and version
Ruby version
Application framework and version

Web server and version

Hosted or on-premises Contrast instance

To opt-out of the telemetry feature, set the CONTRAST_AGENT_TELEMETRY_OPTOUT environment
variable to 1 or true.

Telemetry data is securely sent to telemetry.ruby.contrastsecurity.com. You can also opt out of telemetry
by blocking communication at the network level.

Go agent

The Go agent is a source code rewriter that instruments Go web applications for library support and
vulnerability reporting. It provides runtime insight into the source code and libraries that make up the
application.

E NOTE
As a source code rewriter, installing the Go agent in an application requires access to
the application build environment.

The Go agent currently supports Assess and SCA only.

As a next step, you can:
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* Install the Go agent (page 389)
* View Go agent system requirements (page 388)
» Go supported technologies (page 388)

Supported technologies for the Go agent

We support the following technologies for this agent.

Technology Supported Notes
versions
Language version + 1.16.X Contrast follows the Go release support policy which consists of the two most
« 1.17.X recently released major versions. Support for Go language versions is shifted

as new major versions are released. The application dependencies must be
specified in a go.mod file.

Not supported:

« 1.15.X: Last supported agent was 1.12.0

Operating systems * Linux

+ Darwin
Application * Go standard Other frameworks may be compatible at runtime with reduced functionality for
frameworks library certain features.

* Gin1.X
Processor AMD64 The Go agent rewriter and the generated runtime may work on other
architecture architectures but is not officially supported.
Database support Go standard library Some third-party database libraries may be compatible but are not supported.
Dependency Go mod The agent only supports modules as a dependency system: Using Go
management modules. An application can be initialized with modules by running go mod
system init.

Go agent system requirements
Before installing the Go agent, your system must meet the following requirements:

Requirement Version Notes
Build system * 64-bit OSX Required: Go build tools version 1.16 or higher.
* 64-bit Linux The AMDG64 architectures of these operating
systems are supported, not the ARM versions.
Runtime system * 64-bit OSX The AMD64 architectures of these operating
* 64-bit Linux systems are supported, not the ARM versions.

Install the Go agent without the Contrast Service

0 IMPORTANT

If you did not opt-in to install the Go agent without the service, then follow the install
the Go agent (legacy) (page 389) instructions.

You can opt-in to configure the agent to report directly to Contrast by installing the Go agent without the
Contrast service.

The executable must be built using contrast-go to instrument the application with the agent. A basic
installation of the Go agent consists of two parts: producing an executable and running the executable.
An installation overview looks like this:

1. Download the following and place in the proper path:
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* Go agent
» contrast_security.yaml
Ensure your yaml or environment variables are set to bypass:true.

agent:
service:
bypass: true

Alternatively, the same feature can be enabled using environment variables:

CONTRAST_ AGENT__ SERVICE__ BYPASS=true
2. Set up appropriate permissions.
3. Build the Go application, replacing go with contrast-go to get a final application artifact which
contains the Go agent.
4. Run the executable.
5. Exercise and test your application.
6. Verify that Contrast sees your application.

TIP

To see a list of available flags with command line arguments for contrast-go,
type contrast-go -h.

For specific installation instructions, select one of the following options:

* Install Go from RPM (.rpm) (page 392)
+ Install Go from Debian (.deb) (page 391)
+ Install from direct download (page 393)

Install the Go agent (legacy)

o IMPORTANT

You can opt-in to configure the agent to report directly to Contrast by installing the Go
agent without the Contrast service. (page 388)

Using the Go agent involves two artifacts. The executable must be built using contrast-go

to instrument the application with the agent. The application requires contrast-service to
communicate with the Contrast dashboard at runtime. A basic installation of the Go agent consists
of two parts: producing an executable and running the executable. An installation overview looks like
this:

1. Download the following and place in the proper path:
» Go agent
» Contrast service
* contrast_security.yaml
2. Set up appropriate permissions.
3. Build the Go application, replacing go with contrast-go to get a final application artifact which
contains the Go agent.
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4. Run the executable.
5. Exercise and test your application.
6. Verify that Contrast sees your application.

TIP

To see a list of available flags with command line arguments for contrast-go,
type contrast-go -h.

For specific installation instructions, select one of the following options:

* Install Go from RPM (.rpm) (page 392)
+ Install Go from Debian (.deb) (page 391)
* Install from direct download (page 393)

Install the Go agent using a container

The Go agent has two main components: contrast-go (a build tool) and the agent itself (a package
injected into your app at build time by contrast-go).

You can download contrast-go with a curl command, or from a repository or package manager. You
will also need to configure the agent to connect with Contrast. You can use a YAML configuration file or
environment variables. You can download the YAML from Contrast, or create your own from a template.

When running the agent you will also need the Contrast service running in the background. When
installing the Contrast Go agent in a container, you just need to follow these steps in your container
image file.

TIP

If you would like to explore a sample application using the Go agent and running the
Contrast service in a separate container, see the Go Test Bench open source project.

Before you begin
This topic provides general guidance for installing the Contrast Go agent in a containerized application,
with Docker as an example.

You should have a basic understanding of how containers and related software work. You may need to
adjust the instructions to meet your specific circumstances.

Build your application with cont r ast - go
Follow the instructions to install the Go agent.

1. Download the Go agent. Either use the curl below, or install with Debian (page 391).

RUN curl -L https://pkg.contrastsecurity.com/go-agent-release/latest/
linux-amd64/contrast-go > contrast-go
2. Ensure the correct permissions are set

RUN chmod u+x contrast-go
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3. Replace your normal go bui ld command with contrast-go build. This will give you an
executable with Contrast embedded in it.

RUN ./contrast-go build -o instrumented-app
Run your instrumented application
1. Get the Contrast service using this curl command.

RUN curl -L https://pkg.contrastsecurity.com/contrast-service-release/
latest/linux-amd64/contrast-service > contrast-service
2. Ensure the correct permissions are set

RUN chmod u+x contrast-service
3. Copy the contrast_security.yaml config file from your file system into the container.

COPY ./contrast_security.yaml contrast_security.yaml

TIP

@ Alternatively, you can pass the properties as environment variables to the
container, using docker run -e <PROPERTY> for example. See the Docker
documentation for more details.

4. Run your application with the Contrast service in the background.

CMD ./contrast-service & ./instrumented-app
See also

+ BKubernetes and Contrast
« BAWS Fargate and Contrast agents

Install Go agent with Debian
To install the Go agent:

1. Download both of the executable files from https://pkg.contrastsecurity.com. This
command registers our package repository in your system:

curl \
https://pkg.contrastsecurity.com/api/gpg/key/public | sudo apt-key add -

echo ""deb https://pkg.contrastsecurity.com/debian-public/ $(sed -rne "s/
~VERSION_CODENAME=(-*)$/\1/p" /etc/*ease) contrast' \
| sudo tee /etc/apt/sources.list.d/contrast.list

echo "deb https://pkg.contrastsecurity.com/debian-public/ all contrast" \
| sudo tee -a /Zetc/apt/sources.list.d/contrast.list
2. Once complete, use this command to install the agent and service:

sudo apt-get update && sudo apt-get install contrast-service

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.
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7.
8.
9.

Be sure the application has a go-mod file to indicate required dependencies. In the application
source directory run the following command:

go mod init
Build your application:

contrast-go build -o output-name-of-application

Configure the Go agent (page 394) using the Go YAML template (page 395) or environment
variables.

Run the Contrast Service using the command: ./contrast-service.

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

Run your application using the executable from the output above.
Exercise and test your application.
Verify that Contrast sees your application.

Install Go agent with Red Hat Package Manager (RPM)

To install the Go agent with or without the Contrast service:

1.

Download both of the executable files from https://pkg.contrastsecurity.com. Use this
script in your shell to configure your RPM-based system for our package repository. You may need
sudo permissions.

tee /etc/yum.repos.d/contrast.repo <<-"EOF"

[contrast]

name=Contrast centos-$releasever repo
baseurl=https://pkg.contrastsecurity.com/rpm-public/centos-$releasever/
gpgcheck=0

enabled=1

EOF

Once complete, use this command to install the agent and service:

sudo yum install contrast-go contrast-service

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

Be sure the application has a go.mod file to indicate required dependencies. In the application
source directory run the following command:

go mod init
Build your application:

contrast-go build -o output-name-of-application
Configure the Go agent (page 394) using the Go YAML template (page 395) or environment
variables.

Run the Contrast service through the command: ./contrast-service.
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NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

7.  Run your application using the executable with the output from above.
8. Exercise and test your application.
9. Verify that Contrast sees your application.

Install the Go agent with direct download
To install the Go agent:

1. Download both of the executable files from https://pkg.contrastsecurity.com

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

The contrast-go and contrast-service executables can be downloaded directly for Mac
and Linux operating systems. You can see available versions in the contrast-service-release
and go-agent-release user interface. Replace <version> with the version number you want, or
latest.

* For Mac:

wget https://pkg.contrastsecurity.com/contrast-service-release/
<version>/darwin-amd64/contrast-service

wget https://pkg.contrastsecurity.com/go-agent-release/<version>/
darwin-amd64/contrast-go

or

curl -L https://pkg.contrastsecurity.com/contrast-service-release/
<version>/darwin-amd64/contrast-service > contrast-service
curl -L https://pkg.contrastsecurity.com/go-agent-release/<version>/
darwin-amd64/contrast-go > contrast-go

* For Linux:

wget https://pkg.contrastsecurity.com/contrast-service-release/
<version>/linux-amd64/contrast-service

wget https://pkg.contrastsecurity.com/go-agent-release/<version>/1inux-
amd64/contrast-go

or

curl -L https://pkg.contrastsecurity.com/contrast-service-release/
<version>/linux-amd64/contrast-service > contrast-service
curl -L https://pkg.contrastsecurity.com/go-agent-release/<version>/
linux-amd64/contrast-go > contrast-go

2. After download, verify that the agent and service are executable. For example:

chmod u+x contrast-service
chmod u+x contrast-go
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7.
8.
9.

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

Be sure the application has a go.mod file to indicate required dependencies. In the application
source directory run the following command:

go mod init
Build your application:

./contrast-go build -o output-name-of-application

Configure the Go agent (page 394) using the Go YAML template (page 395) or environment
variables.

Run the Contrast service through the command: ./contrast-service.

NOTE

If you opted in to use the agent without the service, you do not need to run the
service command.

Run your application using the executable from the output above.
Exercise and test your application.
Verify that Contrast sees your application.

Configure the Go agent

The standard configuration (page 29) for all agents uses this order of precedence (page 30).

There are different ways to configure the Go agent:

A YAML configuration file (learn more) is required to run your application. It is not needed to run

the Go agent. You can create your own YAML configuration file or use this template (page 395) that
contains all valid properties for the Go agent.

You can configure the Contrast service (page 409) separately or they share the

same contrast_security.yaml configuration file. Place the file at /etc/contrast/
contrast_security.yaml and then find the agent keys (page 31) and set these values:

api:
url:
api_key:
service_key:
user_name:
agent:
service:
host: 127.0.0.1
port: 30555
#socket: /tmp/
contrast.sock # optional: only “socket™ OR “host™ and “port” should be set
grpc: true

* You can use environment variables (page 35) to configure your build.

Command line configuration is also available.
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TIP

Use the Contrast agent configuration editor (page 33) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

Go YAML template

Use this template to configure the Go agent using a YAML configuration file. (Learn more about YAML
configuration.)

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to "false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

#

# api.certificate
# Use the following properties for communication
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# with the Contrast Ul using certificates.
#

# certificate:

# If set to false™, the agent will ignore the
# certificate configuration in this section.
# enable: true

# Set the absolute or relative path to a CA for communication
# with the Contrast Ul using a self-signed certificate.
# ca_Ffile: NEEDS TO BE_SET

# Set the absolute or relative path to the Certificate
# PEM file for communication with the Contrast Ul.
# cert_file: NEEDS TO BE SET

# Set the absolute or relative path to the Key PEM
# File for communication with the Contrast Ul.
# key file: NEEDS TO BE SET

#

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

# Set value to “true” for the agent to communicate with

# the Contrast web interface over a proxy. Set value to

# “false” i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.

# enable: NEEDS TO BE SET

H*

Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger
# Define the following properties to set logging values.
# 1T the following properties are not defined, the
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# agent uses the logging values from the Contrast Ul.

#
# logger
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: ./contrast_agent.log
# Set the the log output level. Valid options are
# TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO

# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE .
# level: ERROR

#

# agent.security_logger.syslog
# Define the following properties to set Syslog values.
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET
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H H H

H H H

H H R HF H H H H* H H

H* H H

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS_TO_BE_SET

Set the facility code of the messages the agent sends to Syslog.
facility: 19

Set the log level of Exploited attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".
severity exploited: ALERT

Set the log level of Blocked attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity blocked: NOTICE

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT , "CRITICAL",
"ERROR™, "WARNING™, "NOTICE~, "INFO", and "DEBUG .
severity blocked perimeter: NOTICE

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity probed: WARNING

Set the log level of Suspicious attacks. Value options are “ALERT"

“CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, “INFO~, and “DEBUG".
severity suspicious: WARNING

#

# agent.service
# The following properties are used by the Contrast Service.

#

service:

HOH HH

H* HHHF

H H* H

Set to “false™ to disallow the service to be started, and
effectively disable the agent, if read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

Set to "true” to enable listening for gRPC connections.

The “socket™, “host™ and “port” fields will be used for
configuring the gRPC server in place of the legacy RPC server.
grpc: false

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock
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# Set the the hostname or IP address of the Contrast
# service to which the Contrast agent should report.
host: localhost

# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service
timeout_ms: 30000

#

agent.service.teamserver_retry
The following properties are used by the Teamserver HTTP client
to configure failed request retrying in the Contrast service.

HOH HH

H*+

teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.
# max_attempts: 3

H*+

agent.service.logger

The following properties are used by the logger in the
Contrast service. If the properties are not defined, the
service uses the logging values from the Contrast Ul.

HHHHH

H*

logger:

Set the location to which the Contrast service saves log output.
IT no log file exists at this location, the service creates one.

Example - ~/opt/Contrast/contrast_service.log™ will
create a log in the “/opt/Contrast™ directory.

H o HHHHH

path: ./contrast_service.log

Set the the log output level. Options are "OFF , “FATAL",
"ERROR™, "WARN™, TINFO™, "DEBUG™, "TRACE , and “ALL".
level : ERROR

H H H
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# Override the name of the process used in logs.
# progname: Contrast Service

#

# iInventory
# Use the properties in this section to override the inventory features.
#

# inventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true

# Set to "false™ to disable library analysis.
# analyze libraries: true

#
# assess
# Use the properties in this section to control Assess.
#
# assess:
# Include this property to determine if the Assess
# Teature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS _TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

H H H
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# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS_TO_BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H*H HHHH

tags: NEEDS _TO_BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOHHHHH®

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H O HHHH

Provide metadata which is used to create a new session ID In the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO_BE_ SET

HoHHHHHHH

# server

# Use the settings In this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS TO_BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET
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Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to "false™ to disable the agent.
# enable: true

#

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

user_name: NEEDS_TO BE_SET

#

# api.certificate
# Use the following properties for communication
# with the Contrast Ul using certificates.
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#

# certificate:

# If set to false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Set the absolute or relative path to a CA for communication
with the Contrast Ul using a self-signed certificate.
ca _file: NEEDS TO BE SET

H* H® H

Set the absolute or relative path to the Certificate
PEM file for communication with the Contrast Ul.
cert_file: NEEDS_TO BE_SET

H H H

Set the absolute or relative path to the Key PEM
file for communication with the Contrast Ul.
key file: NEEDS TO BE_SET

H H H

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ if you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS_TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port".
# url: NEEDS_TO BE_SET

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

agent:

#

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.
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#
# logger:
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log  creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: ./contrast agent.log
# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Set to “true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false
#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE .
# level: ERROR

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
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# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS_TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT ,

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT, "CRITICAL",

# "ERROR™, “WARNING~, "NOTICE", "INFO", and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity suspicious: WARNING

#

# agent.service
# The following properties are used by the Contrast Service.

#

service:

HOH R H

H HHHF

H* H* H

Set to “false™ to disallow the service to be started, and
effectively disable the agent, if read by the service. If the
agent reads this property, it disallows service auto-start.
enable: true

Set to "true  to enable listening for gRPC connections.

The “socket™, "host™ and “port” fields will be used for
configuring the gRPC server in place of the legacy RPC server.
grpc: false

IT this property is defined, the service is
listening on a Unix socket at the defined path.
socket: /tmp/service.sock

Set the the hostname or IP address of the Contrast
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# service to which the Contrast agent should report.
host: localhost

# REQUIRED
# Set the the port of the Contrast service
# to which the Contrast agent should report.
port: 30555

# Timeout (in milliseconds) that the agent-init
# should wait for the contrast-service
timeout_ms: 30000

#

# agent.service.teamserver_retry

# The following properties are used by the Teamserver HTTP client
# to configure failed request retrying in the Contrast service.

#

# teamserver_retry:

# Enable retrying HTTP requests to the Teamserver endpoint.
# enable: true

# How long to wait between retries in milliseconds.
# interval_ms: 5000

# How many times to retry HTTP requests to Teamserver before giving \

up.
# max_attempts: 3

# agent.service.logger

# The following properties are used by the logger in the
# Contrast service. If the properties are not defined, the
# service uses the logging values from the Contrast Ul.

#

# logger:
# Set the location to which the Contrast service saves log output.
# 1T no log file exists at this location, the service creates one.
#
# Example - ~/opt/Contrast/contrast _service.log™ will
# create a log in the “/opt/Contrast  directory.
#
# path: ./contrast _service.log

Set the the log output level. Options are "OFF", “FATAL",
"ERROR™, “WARN™, TINFO~, "DEBUG , "TRACE , and “ALL".
level: ERROR

H H* H

# Override the name of the process used in logs.
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# progname: Contrast Service

#

# i1nventory
# Use the properties in this section to override the inventory features.
#

# inventory:

# Set to “false  to disable inventory features in the agent.
# enable: true

# Set to "false™ to disable library analysis.
# analyze libraries: true

#
# assess
# Use the properties in this section to control Assess.
#
# assess:
# Include this property to determine if the Assess
# f