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Welcome to Contrast

Contrast supports real-time application security through all phases of your software development life

cycle (SDLC).

Take a walk through (page 16) an example of how you can use Contrast in your environment.

If you want to...

Analyze your applications for security vulnerabilities
during the development and test (QA) phases of your
SDLC:

* In the development phase: Get instant and accurate
vulnerability feedback for applications and the libraries
that they use.

By exercising your application, you can simulate the
routes in your application and, with the data from
Contrast, ensure that you are checking in secure code.

« In the test phase: Get assurance that applications

are evaluated for security vulnerabilities as you apply

« In production: Get full visibility into attacks and
defend applications from malicious exploitation in the
production phase of your SDLC.

Analyze libraries that your applications use.

Find vulnerabilities in your code earlier in the SDLC and
get easy-to-understand guidance on how to fix them.

View an architecture diagram that provides an interactive
view of where data and resources are shared within your
organization and beyond it.

Integrate Contrast into your CI/CD pipeline.

manual or automated test cases or in a CI/CD pipeline.

Contrast offers...

« Agents (page 41) Supports a variety of programming languages,
frameworks, and container technologies that instrument your
applications with sensors.

Contrast Assess: (page 22) Uses tuneable detection rules to
accurately find vulnerabilities. It provides details on how the issue
was discovered, how to reproduce it, and how to fix it.

« Scan: (page 25) Identifies vulnerabilities in uploaded binary
packages by performing a fast and efficient static scan.

Protect: (page 24) Automatically identifies attacks and either
monitors them or prevents them from being exploited in
production. Protect discovers and blocks attacks from within the
running application but can also integrate with Web Application
Firewalls (WAF).

Contrast SCA: (page 23) Offers visibility into security risks and

legal issues introduced by open-source libraries used during
applications at run time. It identifies vulnerabilities in open-source
libraries. It also identifies if a current library is out-of-date and should
be updated.

View vulnerability (page 613) data that includes suggestions on
how to fix (page 622) vulnerabilities that Assess, Scan, and SCA
discover.

Flow maps (page 515) provide a detailed diagram of your
application, the layers of technologies within it, and the back-end
systems to which it connects.

A wide variety of integrations (page 646) that let you to integrate
Contrast actions and data into developer IDEs, build system,
communication tools, and more.

Customization

Contrast provides a variety of options for customizing data access, data views, and data collection from
applications that you've added to Contrast. Customization helps you to enhance your views of the data

that Contrast provides.

Welcome to Contrast
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Option

Role-based access control

Custom filters

Custom data from
applications

Description

Access groups (page 736) let you assign permissions and capabilities for specific users. You can
assign different types of access, based on role, for each application associated with a group.

It is useful to plan a group strategy before you add applications to Contrast.

If you do not specify the group in the Contrast configuration file when you first add the the
application to Contrast, you can only add it to a group from the Contrast web interface. If you
want to add applications using a Contrast configuration file, you will need to delete the application
and add it again to associate it with your access group.

Start by creating or adding a user or application (or both) to an existing group in the Contrast web
interface.

Then, using a Contrast configuration file for each application, you can associate an application
with an access group when you add the application to Contrast.

# application:

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO BE_SET

Contrast provides tag options that let you create customized filters. The benefit of creating
custom filters is you can view data according to your specific needs, in addition to using the
default filters.

You can create custom filters through the use of application metadata. (page 743)

You can also apply tags to specific application (page 503) data or vulnerability (page 619) data
in Contrast. After you tag an application or a vulnerability, you can use that tag as a filter on the
Applications page or the Vulnerabilities page in the Contrast application.

Example: Application metadata

This example shows how to create free form, custom fields in the Contrast web interface to
request application metadata:

Custom field: managersinfo Value: "John Doe"
Custom field: businessUnit Value: “"NodeGoat Group"
Custom field: officeLocation Value: "New York City"

Example: Application tags

* Appname: The name of a specific application.

» Groupname: The name of an access group.

« Environment: The environment in which you are testing the application (development, QA, or
production).

« Server Name: The name of the server hosting the application.

Example: Vulnerability tags

+ Build: A specific build number
» Version: A specific release version

Session metadata (page 507) lets you identify the source of vulnerabilities in your application.

When you add the necessary property to your agent configuration file, the agent reports this
information along with the rest of the standard vulnerability data to the Contrast web interface for
filtering.

If you change the values of metadata in the Contrast configuration file for the agent, you can filter
the vulnerability data based on the different values. For example, if you change the values for
Branch name or Version, you can filter data based on the different versions or branches.

Example:

In this example for a Java application, you add an entry in the

line where you add your javaagent flag. In this example, you set the

property contrast.application.session_metadata to a set of key-value pairs that identify
a branch, a committer, and a repository.

-Dcontrast.application.session_metadata="branchName=build22,committer=Ja
ne, repository=Contrast-Java”

Welcome to Contrast
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Option Description
Custom naming You have the option of providing customized names for applications (page 502) and
servers (page 555) that host the applications.

By default, a Contrast agent creates a name based on data it discovers in your code.

To specify a custom name, you can use an agent configuration file when you add the
application (page 44) to Contrast or set the name in the Contrast web interface after you add an
application.

Next steps

» Get an overview of how Contrast works (page 14)

» Try Contrast for free - Community Edition (CE) (page 28)
* Install and configure a Contrast agent (page 44)

* Install Contrast (on-premises) (page 767)

» Get started with a particular integration (page 646)

How Contrast works

Contrast Security provides accurate, continuous, real-time application security testing and attack
blocking for your application portfolio. Contrast works within each application to secure it across the
entire software development life cycle (SDLC).

Contrast transforms functional tests into security tests, so that you get security feedback every time
you exercise your applications through your quality assurance function. Contrast delivers results
continuously and in real time, so you are integrating security into your entire development pipeline
from source code to running applications, and all points in between.

How Contrast integrates with your development environment

Development Test Production
Secure code as you work Validate, fix, and assure Block exploits and
secure software development attacks at runtime

<[> N ﬁ ‘
K3 :

Contrast Scan Contrast SCA Contrast Assess Contrast Serverless Contrast Protect

Static scans that Secures the use of open- Runtime analysis that Identifies vulnerabilities in Prevents exploits and

identify source software identifies vulnerabilities serverless functions attacks
vulnerabilities

Analysis techniques and data sources
Contrast combines numerous data sources and a variety of analysis techniques including:

* Runtime control flow and dataflow (IAST)
+ Application code or APIs (SAST)

Welcome to Contrast
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* HTTP requests and responses

+ All libraries and frameworks in the application and how they are used (SCA)
» Configuration information

» Back-end connections

+ Static scans of local files (SAST)

Contrast agents

Contrast Assess and Contrast Protect use agents (page 41) to analyze data flow and identify
vulnerabilities in fully-assembled and running applications. Contrast Assess and Contrast Protect
use the same agent to analyze data flow and identify vulnerabilities in fully-assembled and running
applications. You do not need one agent for Assess and another for Protect.

Adding and configuring an agent (page 44) inserts Contrast code in the application’s existing methods
across custom code and libraries. Sensors in the agents observe the locations where data enters and
leaves the application (routes). This action creates real-time visibility into any data that flows through
the application and allows Contrast to detect security flaws or vulnerabilities in this code path and report
them to Contrast. The agents also allow Contrast to identify and block attacks.

Agent configuration

Configuring an agent consists of editing a YAML configuration file, using environment variables on a
command line, or other methods native to the language and tools you are using.

When you configure an agent for an application, you specify information for the following settings:

» Agent communication with Contrast
» Agent-specific settings
» Settings for Assess and Protect rules
» Application-specific settings
* These settings include session and custom metadata that are available to you as additional
information for each vulnerability reported or as a way to filter them.
» The server hosting the application and the agent:
* Developer's local application server running in the integrated development environment (IDE)
» Continuous integration application server that's used during the automated testing process
* Application test server
» Application staging server
» Embedded server in an appliance
» Application server running in a virtual machine
* Remote application server running in the cloud
* Production application server

Static scans

Contrast Scan (page 517) is a static application security testing (SAST) tool that makes it easy for you
to find and remediate vulnerabilities during the development phase of software development lifecycle
(SDLC).

To scan applications, you upload a source code or bytecode file (page 524). Contrast technology
identifies vulnerabilities based on a set of rules that Contrast defines for you.

Protection for cloud-native applications

Contrast Serverless Application Security (page 26) is a next-generation application security testing
solution for serverless-based applications.

Contrast Serverless Application Security uses cloud-native architecture to map all resources within
your environment, while automatically validating and prioritizing the results, eliminating false-positive
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results and alert fatigue. It uses a ReadOnly access to your AWS account to continuously monitor the
environment and collect relevant information.

Integrations

Contrast works with several different integrations (page 646) to provide accurate security feedback
with tools you are already using. This approach accelerates the software development process by
encouraging security and development to work together effectively.

Contrast walk through

Let's take a closer look at how you can use Contrast to ensure your code is secure from critical
vulnerabilities and protect your applications from attacks.

Application stack

Custom code
Libraries

Frameworks .

Runtime

Add Contrast agent Contrast agent Contrast finds Contrast displays
Instruments running vulnerabilities and vulnerability detalls,
application blocks attacks guidance, and more...

In this example, you are using the Contrast Java agent to configure applications for security testing and
blocking attacks, as the application is exercised.

Customize the Contrast environment

Once you have access to the Contrast web interface, you think about customizing your environment so
that you can find important test results easily and control access to Contrast data.

Access groups
You have three teams involved with your financial applications. You create these access groups and
specify them in the Contrast configuration files:

+ Team1-Dev is for developers and has these settings:
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22+ Add Group

Group Name

Team1-Dev

Application Access
Applications onboarded to group Edit -
+ Add Access

Developers can remediate findings, add tags, manage vulnerabilities, edit attributes, merge
applications, add or delete applications, and create servers.
» Team2-Test is for your test team and has these settings:

21+ Add Group

Car wip ” me

Team2-Test

Application &

pplications onboarded to group View -

+

Test staff can see scores, libraries, vulnerabilities and comments, but can't perform edits to traces to
the application.
+ Team3-AppSec is for your AppSec team and has these settings:
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11+ Add Group

Team3-AppSec

The AppSec team can edit rules and policies in the application, enable Protect, and manage
notifications and scoring for the application.

Application and server naming

Since all teams are working on the same application, you use the same name in each Contrast
configuration file. You plan to use one configuration file for the development environment and one for
the test environment.

Although you are using two configuration files, since you use the same name for the application in both
files, Contrast displays data as if you only have a single instance of the application.

You decide to let Contrast determine the server name.

Session metadata

You want to be able to view vulnerabilities and route information for a specific branch, committer,
and repository. You define session metadata values in your Contrast configuration file to collect this
information:

-Dcontrast.application.session_metadata="branchName=release24,committer=Jane
,repository=finapp-Java”

Step 1: Configure applications for security testing

During development, you want to make sure developers are checking in code that's secure. During
testing, you want to verify that your applications have no vulnerabilities that will allow attacks when in
production.

You decide to add Contrast to your applications so that you can do the necessary security testing
before releasing your products to the public. Since your applications use Java, you are going to use the
Contrast Java agent.

1. You download the agent (page 64) from the Maven Central repository because you use Maven for
your build processes. You also download a YAML configuration file (page 58) from the Contrast
web interface.

2. For your development environment, you edit the YAML configuration file to include settings similar
to these:

api:
# AEAAAXAAAAXAAAXAAAAAAAXAAAX REQUIRED FTEAAAXAAAAXAAAXAAAAAAAXAAX

# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast/
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# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api _key: A2ZXXXXXXXXXXXXXXXXXXXXXXXXXXXGON

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# Set the user name used to communicate with the Contrast

# Ul. It is used to calculate the Authorization header.

user _nane: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rydevor g

# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#

# server:
# Override the reported server environment.
envi ronnent : devel opnent

3. For your test environment, you edit a Contrast YAML configuration file with settings similar to these:

api:
# FAEAAAXAAAAXAAAXAAAAXAAAXAAAX REQUIRED FAEAAAXAAAAXAAAXAAAAXAAAXAAAX
# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast /
# Set the APl key needed to communicate with the Contrast Ul.
api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXGON
# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user _name: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rydevor g

# server
# Use the properties in this section to set
# metadata for the server hosting this agent.
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# server:
# Override the reported server environment.
envi ronnment: QA

4. Next, you start your application and run functional tests to exercise all the routes and data
endpoints that the application and business logic expose.

5. Using the Contrast web interface, you first check the Application page to make sure that Contrast
recognizes your application. Then, you check for vulnerabilities and how to fix guidelines to
determine what actions to take to secure your code.

Vulnerabilities AbLack: s AdLivilty Rimdtic Cerati i Flerie Mg Peficy |

Yhdraer abilitees Aktack Libr ity Aoute Cover

NoS0L Injection DynamoDB from "dbname” Parameter on "/JavaVulnerableLab/Inst
all* page

r i daE

6. After initial tests, you decide to use the Maven plugin (page 688) to integrate Contrast in to your
CI/CD process. You configure the integration so that builds fail if Contrast discovers vulnerabilities
with a Critical or High status.

Step 2: Configure applications to block attacks

Although you've been using Contrast during your development and test phases, you also want make
sure that your users are not subject to malicious activity when they use your product. You decide to add
Contrast to the applications that are in production to protect your application, users, and data.

First, you make sure that you have a Protect license and that Protect is enabled for your organization.

Similar to how you installed and configured an agent for your application in development and test, you
need to configure a new configuration file for the production environment that enables Contrast Protect.
After you create the new configuration file, you run the application and verify that the Contrast web
interface displays your application for a production environment.

api:
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# Set the URL for the Contrast Ul.

url:https://nycontrast. nyconpany. com 8080/ Cont r ast/
# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.

api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXEON
# AEAAAXAAAAXAAAXAAAAXAAAAAAX REQUIRED AEAAAXAAAAXAAAXAAAAXAAAAAAX

# Set the service key needed to communicate with the Contrast

# Ul. It is used to calculate the Authorization header.
servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# REQUIRED

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

user _nane: agent _XXXXXXXX- XXXX- XXXX- XXXX=- XXXXXXXXXXXX@rypr odor g

#

# protect
# Use the properties in this section to override Protect features.

#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: true

#

# server
# Use the properties iIn this section to set
# metadata for the server hosting this agent.

#

# server:
# Override the reported server environment.
envi ronnment : production

Once the application is in production, you monitor the Attacks page in the Contrast web interface to see

if attacks occur.
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Step 3: Fix code and retest applications

After you analyze the results of testing with Contrast and identified attacks, you update the code and
ensure that Contrast displays the latest version of your application. You verify that the new version is
free of the vulnerabilities you blocked in production and re-deploy the application.

Assess

Contrast Assess is an application security testing tool that combines Static (SAST), Dynamic (DAST),
and Interactive Application Security Testing (IAST) approaches to provide highly accurate and
continuous information on security vulnerabilities in your applications.

= S
Pre-production

Contrast web interface
QA testing

Vulnerability
confirmed

Contrast Assess uses an agent that instruments applications with sensors. The sensors look at data
flow in real time and analyze the application from within to help figure out vulnerabilities in:

* Libraries, frameworks, and custom code
+ Configuration information

* Runtime control and data flow

* HTTP requests and responses

» Back-end connections
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Assess is appropriate for environments such as a test, QA, or staging servers. It is also applicable to
developer workstations. When coupled with Contrast integrations, such as Visual Studio, developers
can find and fix vulnerabilities without leaving their integrated development environment (IDE).

Features

Once you install and configure an agent (page 44) and enable Assess (page 727), Contrast offers you
these features:

» Alist of vulnerabilities (page 613) in the application, along with remediation guidance.

» Application scores (page 847) to gauge the security of an application at a glance.

* Route coverage (page 510) that detects possible routes by associating vulnerabilities with the
originating web request.

» Flow maps (page 515) that provide insight into the architecture of the running application.
» Compliance and policy reporting (page 639).

Customization
To customize Assess for your needs, you have the option of configuring these types of policies:

» Assess rules (page 697) that you can enable or disable to fine tune the detection capabilities of
Assess.

» Security controls (page 698) are methods in your code that make sure data is safe to use.

SCA

Contrast SCA identifies open-source components through run-time analysis, file system scanning, and
dependency analysis. Leveraging these techniques, SCA reports an exact inventory to Contrast.

By default, Contrast Assess includes powerful SCA capabilities. With an SCA license, you have access
to advanced SCA capabilities.

L . Contrast web interface
QA testing Pre-production

Known
vulnerability
(CVE)

veary [ Liorary Jf Uorary [l Urary [ ibrary Jf Ui
(Framewors Il orary Jf Gorary I Ciorary | rary J Gy |

Features
To simplify the process and merge open-source analysis with custom code analysis, SCA is integrated

as part of the Contrast platform. Here's what you can do with SCA (some of these features are free and
other require an SCA license):

* Open-source license management: Contrast SCA provides license data (page 567) tied to open-
source components. This data helps you understand intellectual property compliance and mitigate
operational risk.

This feature requires an SCA license.

Welcome to Contrast 23



 Contrast Contrast Documentation

* Open-source policy: With SCA, you can set policies to denylist open-source licenses. If a denylisted
license type is deployed in your applications, it triggers an alert. To keep your library usage safe,
set compliance policies (page 722) for your organization. To restrict use of specific open-source
libraries and licenses, as well as set version requirements, you can set library policies (page 725).
This feature requires an SCA license.

+ lIdentification of CVE vulnerabilities Contrast SCA identifies the CVE vulnerabilities for each library
that your applications are using. This data includes a description of each CVE vulnerability for a
selected library as well as the number of applications using that library.

This feature is available without an SCA license.

» CLI and dependency tree: The Contrast CLI performs software composition analysis (SCA) on
your application to show you the dependencies between open source libraries, including where
vulnerabilities were introduced.

The data that the Contrast CLI (page 607) collects is used to display a dependency tree (page 568)
that brings awareness to underlying library dependencies.
This feature is available without an SCA license.

» GitHub action: Use this integration to analyze a project's dependencies for vulnerabilities. The
action will run Contrast SCA Action to detect vulnerable libraries. See Contrast SCA Action for more
information.

Contrast data
Once a library is reported to Contrast, you can access:

+ Library usage analysis to identify whether vulnerable components are actually used by the application
+ Library version identification and guidance on the latest version

» Comprehensive vulnerabilities coverage

 Portfolio wide, real-time reporting of open-source components

Protect

Protect is a defensive control for production environments that monitors attacks and actively defends
applications based on specific vulnerabilities, for example, command injection.

It offers Runtime Application Self-Protection (RASP) that complies with NIST 800-53, PCI-DSS,
PCI-SSS, and other industry standards. Protect operates directly inside runtimes such as

Java (page 61), .NET (page 144), .NET Core (page 201), Node.js (page 257), Ruby (page 396),
and Python (page 321), to leverage in-app intelligence without any manual tuning.

Contrast Protect blocks both automated and advanced threats attacking web applications and API, and
provides valuable and timely application layer threat intelligence across the entire application portfolio.

QA testing and ; 1

production operations — _ Production

Contrast web interface

Exploit

Sensors prevented
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How Protect works

Contrast Protect works inside application software to understand complete data flow rather than
network traffic. Instead of only analyzing incoming data, Protect sees the same data and watches
its impact on underlying actions, such as complete SQL queries, command arguments, and more.

This analysis improves detection accuracy, separating the noise of many attacks that might be false
positives to focus on attacks that met their intended target. This insight can be shared with external
systems, such as a SIEM, to focus on key attack events.

Protect limits its impact on application performance by operating with the same shared memory as

the application to avoid additional overhead. Contextual defense improves performance by avoiding
unnecessary actions. For example, NoSQL applications do not need checks against SQL injection if the
SQL APIs are never invoked.

Customization
When Protect is enabled, you can customize these policies and rules:

» Protect Rules: (page 707) Set applications to monitor for attacks.

» CVE shields: (page 711) Specify CVE shields that block vulnerabilities.

+ Virtual Patches: (page 715) Define custom defenses against specific vulnerabilities.
* Log Enhancers: (page 717) Provide additional instrumentation instructions.

+ IP Management: (page 723) Manage a denylist and allowlist (trusted hosts).

Scan

Contrast Scan (page 517) is a static application security testing (SAST) tool that makes it easy for you
to find and remediate vulnerabilities. It is a valuable tool to use during the development phase of an
application. Licensed, hosted customers have access to this feature.

To scan an application, you upload binary packages to a Contrast secure environment. After you
upload the code, you start the scan. The scan observes the data flows in the source code and
identifies vulnerabilities that could allow malicious attacks. Some examples of these malicious attacks
include SQL injections, command injections, and server-side injections.

The scan results identify vulnerabilities in custom code. After fixing these issues, running the scan again
verifies that the code changes removed one or more vulnerabilities.

No open-source code or libraries are included in the scan.

Upload 1 Contrast web interface

Scan files

files ‘
‘ Vulnerability
Confirmed
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Features

+ Ability to create scan groups that enable you to track results of multiple scans
» Scan settings that let you change the name of a scans

+ Starting or stopping scans

» Views of identified vulnerability details

» Monitoring of scan progress and history

» Assignment of status to vulnerability records

* Integration of scanning into your CI/CD pipeline

+ Information about risk and approaches for fixing each type of vulnerability

See also
Scan supported languages (page 522)

Serverless Application Security

Contrast Serverless Application Security is a next-generation application security testing solution for
serverless-based applications.

Contrast Serverless Application Security uses cloud-native architecture to map all resources within
your environment, while automatically validating and prioritizing the results, eliminating false-positive
results and alert fatigue. It scans for vulnerabilities in your custom code (for example, injection attacks),
dependencies (for example, CVEs), and configuration risks (over-permissive function policies).

AWS cloud

Contrast web interface

Connect to AWS Scan functions

account _ : ‘
Vulnerability
‘ Confirmed

Features

+ Easy connection to AWS
With two clicks and approximately two minutes, you connect to your AWS account through the
Contrast web application.

» Discovery of your inventory
Once you connect to your AWS account, Contrast creates an inventory of your functions, resources,
policies, and services in your AWS environment.

* Analysis of vulnerabilities
Dynamic and static scans analyze your code, discovering weaknesses, data flows, attack surfaces,
and exposure to vulnerabilities.

» Continuous monitoring
As your code changes, Contrast continues to monitor your Lambda functions, identifying
vulnerabilities that require attention.
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» Simulation of attacks
A dynamic scan generates and executes curated attacks on resources and data flows, without
making changes to your code.

* Visual representation of function and service relationships
In addition to viewing relationships between functions and services in your account, you can view
details about each element including applicable risks.

* Reporting
Scan results list CVEs, permission violations, vulnerabilities, and other exposures in your code.

Benefits

» Fast and easy deployment
You do not need a large staff of specialists or consultants or a lot of time to integrate with Contrast.

* Non-intrusive integration
You can add serverless security without significant changes to the development process. It's easy to
find and fix exploitable vulnerabilities early in the development phase, ensuring that your applications
are more secure when you deploy them to production.

How it works

Contrast connects to your AWS account with ReadOnly access. It uses this access to continuously
monitor the environment and collect relevant information.

Contrast deploys one Lambda function (Cloud Agent) within the monitored environment, to perform
activities such as code analysis and sending back to Contrast meta-data about the scanned resources
(Lambda functions).

All the information is used by our contextual engine to build a tailored attack profile for every resource
and change to this environment. The attack simulations will be executed, inside the customer’s account,
by the Cloud Agent.

All finding results will go through an internal validation mechanism to qualify them, providing zero
false-positive and real prioritized results.

Security and privacy

» Contrast does not collect code or code-snippets from your monitored account. Contrast only sends

back meta-data information such as:

* Identified vulnerabilities

* Function names and metadata (for example, policy handlers)

* Used libraries

* AWS API calls (for example, boto3 and asw-sdk)

» Service configurations (for example, bucket notifications, APl gateway paths, and methods)

» Contrast makes no changes to your code. However, during the scan time (for example, when a
function is deployed or modified), Contrast temporarily instruments a layer into the scanned function
and makes some configuration changes (for example, timeouts or handlers).

Once the scan completes, Contrast restores the layer and the configurations to their original states.
This process is completely transparent and occurs automatically.
During a scan, you can continue to run your own tests (function calls).

» During dynamic scans, Contrast executes with scanned function using malicious data. This process
has no effect on your code. It does, however, execute code that could potentially trigger any action
that the function makes.

This function is disabled by default. Use the Settings tab to enable it at any time.

+ All data that Contrast receives from the monitored AWS account is encrypted in transit and at rest.
Contrast uses Amazon EventBridge with a shared secret to send and receive all data. There are no
web or REST APIs that Contrast uses to communicate with your AWS account.

Welcome to Contrast 27



 Contrast Contrast Documentation

Requested permissions
When you use Contrast to connect to your AWS account, you consent to these access permissions:

» ReadOnlyAccess from the Contrast AWS account to your monitored AWS account.
This policy is used during beta activities only.
» Lambda Read/Write access from the Contrast AWS account to the Lambda functions deployed in
your AWS account.
» The Lambda function that Contrast installs in your monitored AWS account requires these access
policies:
* Read CloudWatch Logs
* Read Layer versions
* Invoke function
« Change function configuration
* Write EventBus messages
* Read KMS keys
» Read/Write objects to specific S3 buckets (Contrast creates these buckets)

See also

» Get started with Contrast Serverless (page 572)

Contrast performance and resource consumption
Minimize the impact of Contrast on production servers by using the proper configuration:

» Development environments: Contrast Assess should be on and Protect can be off. This provides
the strongest insight into an application’s security posture. This detailed insight favors deep insight
over performance to focus on helping developers locate security flaws.

* Test environments: Contrast Assess or Protect should be enabled based on what the team needs.

Teams should strike a balance to achieve the overall goals of the team:

« If little testing is done in development, teams should leverage Assess to find vulnerabilities as the
application is used.

* When evaluating performance, Contrast Assess should be turned off and only Protect should be
enabled. This provides a corrective control that favors performance but still retrieves code-level
information when corrective action is needed.

* Production environments: Only Contrast Protect should be on. This provides contextual defense
while favoring performance.

Community Edition (CE)

Community Edition offers near full access to Contrast products (Assess, SCA, and Protect), with
developers receiving interactive application security testing (IAST), software composition analysis
(SCA), and runtime application self-protection (RASP) solutions—all for free.

Sign up for a Community Edition account and install an agent to get started. Learn more on the
Community Edition blog.

NOTE

Community Edition lets you add one Java, .NET Core, or Node.js application to
Contrast.

Welcome to Contrast
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Community Edition features
Community Edition offers:

» Contrast Assess, which allows developers to focus only on fixing vulnerabilities derived from custom
code that actually matter.

» Contrast SCA, which delivers unparalleled visibility into and management of security risks from
vulnerabilities introduced through open-source and third-party libraries
Contrast SCA is an open-source security or software composition analysis (SCA) solution.

» Contrast Protect, which monitors and automatically blocks attacks on applications using
instrumentation from within the application— even if the vulnerability still exists in self-written code or
open-source libraries.

Community Edition portal

Here's an example of the CE portal that you interact with when using Contrast:
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Next steps

* Install the .NET Core agent (page 203)
* Install the Java agent (page 63)
+ Install the Node.js agent (page 261)
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~ Contrast for developers

The Contrast platform
Your first step is understanding the technologies in the Contrast platform.

» Contrast Assess
Contrast Assess is the interactive application security testing (IAST) part of the Contrast
platform. The core of an IAST tool is sensor modules, software libraries included in the application
code. These sensor modules keep track of application behavior while the interactive tests are
running. IAST analyzes code in runtime to find vulnerabilities, like static application security
testing (SAST) tools do prior to compile and execution. It analyzes runtime behavior, like dynamic
application security testing (DAST) tools. It also serves as the collector for our runtime Software
Composition Analysis (SCA) capability. So, you can think of Contrast Assess as four tools in one.
* Why use it?
Assess has a fraction of the false positives while finding up to twice the true positives as other
SAST tools, without adding any additional scan wait times for both SAST and DAST tools. That’s
because with Contrast Assess, each interaction of the application by a user or your automated QA
tests raises valuable telemetry about the security of the code in operation. This information makes
IAST the simplest and least intrusive security process to add earlier in the development cycle,
since no changes to your process are needed and will add no delays to your release schedule
» Contrast Protect
Protect, is a runtime application self-protection (RASP) tool. Using the same technology as Assess, it
blocks traffic that would have resulted in a successful attack.
* Why should you integrate Protect into builds that you deploy to production?
Protect provides negative-day protection for zero-day attacks. The three-year-old version of Protect
was able to block the infamous Log4Shell remote code execution attacks. For actively developed
applications, this gives you time to upgrade, avoiding the late-night rush when a new zero-day
emerges.
For maintenance-mode applications, it might serve as a long-term protection allowing you to
stay focused on new applications. It also provides developers with actionable threat intelligence
because it not only tells you attacks are occurring (information you may or may not be getting from
your security team) but it also shows you the code paths used by the blocked attackers so you can
easily eliminate them.
» Contrast SCA
Contrast has always provided runtime Software Composition Analysis (SCA) capability with Assess,
but now, you can also use Contrast SCA to detect vulnerabilities in your 3rd party dependencies
(mostly open source) statically using a command line interface (CLI) and through our GitHub
integrations, that allows bulk onboarding of projects to Contrast.
* Why use Contrast for SCA instead of other good (and often free or inexpensive) SCA tools?
Contrast SCA lets you focus only on what matters. Contrast runtime SCA provides a unique
ability to not only tell if your application dependency manifests specify a vulnerable version of a
vulnerable library but it can tell you which libraries are actually invoked, and to what degree, at
runtime. This ability lets you lower the priority on the 70% that aren’t invoked at runtime. Contrast
SCA can also detect libraries that are not listed in the manifests but injected at runtime by the
environment -- a blindspot for pure static SCA solutions like most free ones.
» Contrast Serverless
For functions as a service (FaaS)-style serverless, Contrast Serverless protects you in a number of
ways:
* |t does some static and dynamic analysis to detect vulnerabilities.
It does some SCA analysis for open source libraries.
+ It also analyzes your functions to determine the least privilege configuration necessary for your
serverless functions to operate but closes off avenues for attackers.
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For serverless offerings like AWS Fargate, you can use Contrast Assess. For Azure Functions, you
can use both Contrast Serverless and Contrast Assess. You can use the Contrast CLI to access

a subset of the functionality, which also provides you with a pipeline integration option. However,
the primary mode for Contrast Serverless is identifying and protecting all the functions in your
cloud-provider account with only a few clicks and a few minutes worth of work.

* Why use Contrast Serverless?

+ It provides you with a comprehensive list of your functions and enables you to make them secure
from attack

* No additional time or retooling of DevOps pipelines is required to benefit from serverless function
scanning

* No extra overhead is needed to look at invalid data

» Contrast Serverless assists you in making your code more secure by guiding you to select
appropriate policies.

+ Contrast Scan

Contrast Scan is a static application security testing (SAST) tool that lets you quickly scan code to

identify vulnerabilities in early stages of development.

* Why use Contrast Scan? Contrast Scan provides exceptional speed without sacrificing accuracy.
It takes just a few minutes and clicks to start a scan. In addition, you can use a local scan engine
to avoid uploading your content to the Contrast platform directly. Contrast Scan is a good choice for
client-side code such as Angular, React ,or Vue.js based applications.

Next step

Review analysis options (page 31)

~ Contrast analysis options

Contrast provides multiple options that let you integrate secure code analysis into your development
workflow.

The first step in working with Contrast is to choose how you want to analyze open source libraries and
source code.

Analysis options
This table shows the available options for different types of code analysis.

Table key

Available

Not available

Contrast Contrast Contrast Contrast Assess: Protect:
Scan: static Serverless: SCA: open application identifying
scanning serverless source vulnerabilities and blocking
function libraries attacks
scanning
Developer CLI and
Cl pipeline
GitHub app
GitHub
Actions (page 32)
Instrumented
applications
Contrast web (set up only)

interface

No matter which option you select, you can view results in the Contrast web interface.

2 Contrast for developers 31



 Contrast Contrast Documentation

Next steps

* Analyze code (page 32)
* Get results (page 37)

2 GitHub Actions

Contrast provides several GitHub actions that simplify a variety of analysis tasks. For example, you
might find some of these GitHub Actions useful:

GitHub Action Description
Contrast Verify This GitHub Action verifies an application that uses Contrast by determining whether the
application violates a Job Outcome Policy or threshold of open vulnerabilities
Contrast Security SCA This GitHub Action lets you use Contrast to detect vulnerable dependencies in your code.
Contrast Security EKS Build This GitHub Action builds and deploys a java application to the Amazon Elastic Kubernetes
Deploy Service (EKS) with a Contrast Security Java Agent.
Contrast Scan Analyze This GitHub Action lets you use Contrast Scan to find vulnerabilities in your code.

Contrast Security AKS Build This GitHub Action builds and deploys a Java application to the Azure Kubernetes Service (AKS)
Deploy with a Contrast Java agent.

Contrast Security Azure This GitHub Action deploys a Java application with a Contrast Java agentto the Azure Spring
Spring Cloud Deploy Cloud Paa$S environment.

The GitHub Marketplace contains the most current GitHub Actions for Contrast.

~ Code analysis

Once you decide on your approach for code analysis, you're ready to start testing your open source and
source code.

To analyze... With... Go to:
Open source libraries CLI Use CLI for open source library analysis (page 32) (static analysis)
GitHub app Use GitHub app for open source library analysis (page 34) (static
analysis)
Application Instrument applications for open source library analysis (page 35)
instrumentation (runtime analysis)
Source code CLI * Use CLI for static scanning (page 33)
* Use CLI for serverless function scanning (page 34)
GitHub action Use GitHub action for static scanning (page 35)
Application Instrument applications to find vulnerabilities (page 35)
instrumentation
Contrast web interface « Use Contrast web interface for static scanning (page 36)

« Use Contrast web interface to set up serverless function
scanning (page 36)

Next steps

» Get results from the CLI (page 37)

» Get results from IDE integration (page 37)

» See results in SARIF files (page 37)

» See results in the Contrast web interface (page 38)

~ Use CLI for open source library analysis

The Contrast CLI lets you analyze open source libraries for vulnerabilities and returns the results.

By default, the CLI doesn't store the results locally. To maintain persistent data, use the CLI---track
option to send the results to the Contrast web interface.
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Before you begin

* Learn about the Contrast CLI (page 596).
+ Install the CLI (page 597).

Steps

1.

Store your Contrast credentials locally with this command in a terminal window:

contrast auth

--api-key <ContrastAPIlKey>

—-—authorization <ContrastAuthorizationHeader>
--host <YourHosDomain>

--organization id <ContrastOrganizationlD>

Get the Contrast API key, the authorization header, and organization ID by logging into the
Contrast web interface and selecting user menu > User settings.

2. Find vulnerable libraries by using this command in a terminal window:
contrast audit [option]
+ Use the ——track option to send persistent results to the Libraries (page 560) Static tab in the
Contrast web interface.
+ Use the —-f1i 1 e option to specify a directory or file to audit.
CLI commands (page 598) describes all the valid options for the aud it command.
Next steps

* Get results with the CLI (page 37)
» See results in the Contrast web interface (page 38)

=~ Use CLI for static scanning

Instead of using the Contrast web interface, you can use the CLI to scan your code.

Before you begin

» Learn about the Contrast CLI (page 596).
* Install the CLI (page 597).

Steps

1.

Store your Contrast credentials locally with this command in a terminal window:

contrast auth

—-—api-key <ContrastAPIlKey>

—-—authorization <ContrastAuthorizationHeader>
--host <YourHosDomain>

--organization id <ContrastOrganizationlD>

Get the Contrast API key, the authorization header, and organization ID by logging into the
Contrast web interface and selecting user menu > User settings.
Upload and scan a package by using this command in a terminal window:

contrast scan --file <FileName>

CLI commands (page 602) describes all the valid options for the scan command.
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Next steps

* Get results with the CLI (page 37)
+ See results in the Contrast web interface (page 38)

~ Use CLI for serverless function scanning
Instead of using the Contrast web interface, you can use the CLI for scanning your serverless functions.
Before you begin

» Learn about the Contrast CLI (page 596).
* Install the CLI (page 597).

Steps

1. Store your Contrast credentials locally with this command in a terminal window:

contrast auth

—--—api-key <ContrastAPIlKey>

—-—authorization <ContrastAuthorizationHeader>
--host <YourHosDomain>

--organization id <ContrastOrganizationlD>

Get the Contrast API key, the authorization header, and organization ID by logging into the
Contrast web interface under user menu > User settings.
2. Find vulnerabilities by using this command in a terminal window:

contrast lambda --function-name <function> [options]

* Use --json to return the response in a JSON format.
* Use --verbose to return extended information to the terminal window.
+ CLI commands (page 603) describe all the valid options for the lambda command.

Next steps

* Get results with the CLI. (page 37)
+ See results in the Contrast web interface. (page 38)

~ Use GitHub app for open source library analysis

The Contrast GitHub app lets you connect your GitHub repo with Contrast. Once you establish this
connection, Contrast scans the open source libraries in selected repos to identify vulnerabilities.

Before you begin

» To connect to the GitHub app, you need the subdomain and host for your Contrast account (for
example: app.contrastsecurity.com)

Steps

1. Login to the Contrast web interface and select Add New in the header.

2. Select the Repostories card tab and then, select Connect GitHub.

3.  When prompted to do so, specify where you want to install the app in GitHub.

4. Follow the displayed steps until you complete the final authorization in the Contrast web interface.

The Projects list start populating from your GitHub repositories.
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5. Add more repositories at any time by selecting Add repositories.

Next steps
View results in the Contrast web interface. (page 38)

~ Use GitHub action for static scanning

The GitHub Contrast Scan Analyze action compares the code scanning analysis of a pull request (PR)
with the last code scan analysis of the destination branch.

Before you begin

* You need the following information from the Contrast web interface, under user menu > User
settings:
* Your API key
* User authorization header
* Organization ID

Steps

1. Access the GitHub action in the Contrast repository.
2. Set up the action.

Next steps

* Get results in a SARIF file (page 37).
» See results in the Contrast web interface. (page 38)

~ Instrument applications for open source library analysis

Instrumenting an application with a Contrast agent identifies open-source libraries included in an
application. Contrast identifies any vulnerabilities found in your libraries and also confirms if the library
is used at runtime.

Steps

1. Install and configure a Contrast agent (page 44) for the language that corresponds to the
language your application uses.
You can download agents from a package manager or repository.
You can install agents directly or use integrations (page 646) that work with Contrast.

2. Run the application to verify that Contrast is working. For example, click on your application's web
interface or send some API or CLI commands.

Next steps

» See results in the Contrast web interface (page 38).
» See results in an IDE. (page 37)

~ Instrument applications to find vulnerabilities

To find application vulnerabilities, you use Contrast agents to instrument your application. You have the
option of using a Contrast extension with your IDE so you can see results and resolve vulnerabilities in
the IDE.

Basic steps
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1. Install the agent (page 45) to the local directory where the application is located.

2. Configure the agent (page 44)using a YAML file or set environment variables that include the
Contrast connection data.
The Agent configuration editor (page 59) provides an easy method to configure the agent.

3. Start the application and exercise routes.

Steps for using a Contrast IDE plugin

1. Install the agent to the local directory where the application is located.

2. Configure the agent using a YAML file or set environment variables that include the Contrast
connection data.
The Agent configuration editor (page 59) provides an easy method to configure the agent.

3. Start the application.

4. Configure a Contrast IDE plugin (page 646) with the required connection information.

In this case, you need your personal key or APl information found in the Contrast web interface,
under user menu > User settings > Profile.

5. Exercise routes in the application.

Next steps
Review vulnerabilities in the IDE. (page 37)

~ Use Contrast web interface to set up function scanning
Use the Contrast web interface to set up scanning for serverless functions.
Steps

1. Log in to the Contrast web interface and connect to your account: AWS (page 572) or
Azure (page 578).
2. Set up scanning:
a. Select Serverless in the header.
b. Select the account that contains the functions you want to scan.
c. Select the functions you want to scan (page 579).

Next steps
See results in the Contrast web interface. (page 38)

~ Use Contrast web interface for static scanning
The Contrast web interface makes it easy to scan your code.
Before you begin

» Check the supported languages (page 522) for scanning.
» Learn about preparing packages (page 523) for scanning.
» Locate the artifacts you want to scan.

» Create a scan project (page 524).

Steps

1. Log in to the Contrast web interface

2. Select Scans in the header.

3. Select the scan project for the file you want to scan.
4. Start the scan:
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a. Select New scan.
b. Upload the file.

Next steps
See results in the Contrast web interface. (page 38)

o .
= Analysis results
You have multiple options for viewing results after analyzing your open source libraries and code:

* Get results when you use the CLI (page 37)

» Get results in your IDE (page 37)

* Getresults in a SARIF file (page 37)

» See results in the Contrast web interface (page 38)

~ Get results from the CLI

The CLI returns results in the terminal window after you run commands. The CLI doesn't store these
results. Depending on the commands you use, you can send results to the Contrast web interface or
download results in a SARIF file.

Steps

1. If you use the audit command, use the —-track option to send results to the Static view on
the Libraries page in the Contrast web interface.

2. If you use the scan command, use the --save option to download a SARIF file to the current
working directory.

~ Get results from IDE integration

If you use a Contrast IDE plugin, you can view the vulnerability information directly in your IDE
environment.

The IDE plugins that Contrast supports includes:

» Eclipse

* Intellij

+ Visual Studio

* Visual Studio Code
* Visual Studio for Mac

Before you begin
Instrument your application by installing and configuring a Contrast agent (page 44).

Steps

1. Find a Contrast IDE plugin (page 652).
2. Follow the plugin set up instructions.

~ Get results in SARIF files

You can choose to get results from static scanning in a SARIF file instead of in a terminal window (if
using the CLI). You can also download a SARIF file from the Contrast web interface.

Steps
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1. If you are using the CLI for static scanning, use this command option to store results in a SARIF
file:

contrast scan --save

This command downloads the file to the current working directory with a default name
of results.sarif. You can view the file with any text editor.
2. If you are using the Contrast web interface, download the results to a SARIF (or CSV) file:
+ Select Scans in the header.
+ In the Scan project list, select a project.
+ At the end of the row for a scan, select the Download icon (¥ . Results are available for
download for up to five days after the scan completes.
3. If you are using the GitHub action for static scanning and want to view results in the Security tab in
the repository, include this GitHub action in your setup:

- name: Upload SARIF file
uses: github/codeql-action/upload-sarif@v2
with:
sarif _file: results.sarif

The SARIF file name must be results.sarif.

2 Get results in the Contrast web interface

In most cases, no matter how you integrate your development workflow with Contrast, you can see
results from code analysis in the Contrast web interface.

Before you begin
* Log in to the Contrast web interface..
Steps

1. To view findings for open source library analysis, select Libraries in the header.
This view shows all libraries across all projects (static) and applications (runtime). You can also
view libraries for a specific application in the Libraries tab of that application.
* Inthe Libraries list, to view details about specific vulnerabilities, select a name or a section in
the vulnerability bar.
2. To view findings for open source libraries after your use the CLI to analyze manifest file or from a
GitHub connection, select Projects in the header.
* Inthe Projects list, to view details about specfic vulnerabilties, select a name or a section in
the vulnerability bar.
3. To view application vulnerability information, select Applications in the header.
* Inthe Applications list, to view details about specific vulnerabilities, select a section in the
vulnerability bar.
4. To view static scan details, select Scans in the header.
a. Inthe Scans list, select a scan project.
b. To view details about vulnerabilities, select the Vulnerabilities tab .
5. To view serverless function scan details, select Serverless in the header.
a. To view details about vulnerabilities, select the Results tab.
b. To view details about vulnerabilities for a specific function, select the function in the Results
list
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=~ Monitor or block attacks

Contrast Protect lets you configure Contrast agents to identify and manage malicious attacks for
applications in production environments.

As a developer, you can configure an agent (page 39) to use Contrast Protect rules to monitor and
block attacks. The agent reports these results in the Contrast web interface (page 39).

~ Instrument applications for Protect

Turning on Protect lets you use Contrast agents to identify, monitor, or block attacks for your
applications in production environments.

Before you begin

» Check with a SuperAdmin to verify that Protect is turned on for your organization.
» Check with an Organization administrator to verify that you have permissions to view Protect data.

Steps

1. Install and configure a Contrast agent (page 44) for the language that corresponds to the
language your application uses.
You can download agents from a package manager or repository. You can install agents directly or
use integrations (page 646) that work with Contrast.
In the agent YAML file:
a. Turn on Protect.
b. Configure the modes for the Protect rules (monitor, block, or off)

2. Run the application to verify that Contrast is working. For example, click on your application's web
interface or send some API or CLI commands.

Next step

View attack data in the Contrast web interface (page 39).

~ View attack data in the Contrast web interface

The Contrast web interface displays details about attacks that occurred in your production
environments.

Steps

1. In the Contrast web interface, select Attacks in the header.
2. Explore the different tabs to view data about attacks that affected your applications.

-~ Integration options for continuous integration/continuous
delivery

Contrast provides options for integrating Contrast with your continuous integration/continous delivery
(CI/CD) pipelines. If you are not responsible for CI/CD automation. discuss these options with your
DevOps team.

Option Description
Azure Pipelines Use the Azure Pipelines extension to configure tasks and release gates that can fail based on vulnerability
extension information that Contrast reports.
(page 660)
Bamboo The Contrast Bamboo plugin lets you configure profiles for connecting to Contrast and verify builds against
(page 664) vulnerability thresholds.
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Option
Circle CI

GitLab

Gradle (page 672)

Jenkins
(page 674)

Maven (page 688)

Description

The Contrast Circle Cl orb lets you query the Contrast API to check if vulnerabilities were found in your
application. If vulnerabilities are found above a set threshold, you can fail the build.

You can create a stage within a GitLab pipeline which acts as a security gate, based on results that
Contrast reports. You can configure GitLab variables that specify which vulnerabilities trigger the stage to
fail.

The Contrast Gradle plugin lets you integrate the Contrast. jar file with your build. It's capable of
authenticating to Contrast, downloading the latest Java agent, and verifying your builds.

The Contrast plugin for Jenkins lets you add application security gates to this pipeline. These gates
contain criteria that can fail the Jenkins job for a vulnerable application with a build result like Fai lure or
Unstable.

The Contrast Maven plugin can integrate Contrast Assess and Scan into your project's Maven build.
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Agents

Contrast agents are responsible for gathering security relevant data from an application, analyzing that
data, and reporting findings to Contrast when necessary. In specific situations, a Contrast agent can
also take actions within an application to prevent exploitation or enable a security defense.

A Contrast agent gathers security relevant information using a variety of security instrumentation
techniques, including code scanning, library scanning, instrumenting an application (page 44),
configuration file scanning, and other techniques. Any security instrumentation technique that gathers
information is a sensor.

Sensors generate events that snapshot information directly from within an application. For example,

a sensor might capture an incoming HTTP parameter, or the details of a SQL query being made to
the database. Some sensors may also take action if necessary to help strengthen defenses or block
malicious activity, typically by throwing a security exception that causes a vulnerability to be bypassed.

Events generated by sensors are all reported to the tracking and analysis part of the agent. Over time,
the analysis engine receives events (page 622) from all over the code of the application and builds
them into traces. The analysis engine watches these traces for patterns of behavior that represent a
violation of the Contrast rules.

For example, the analysis engine might see a data flow like this:

* Anincoming HTTP parameter event
» Then another event shows that parameter being appended to a SQL query
» Finally another event shows that query being sent to a database

If the analysis engine sees that data flow without the proper defenses (escaping or parameterization),
it recognizes that trace to match the Contrast rule for SQL injection reports it to Contrast. The

vast majority of the analysis is done locally in the agent, which enables Contrast's scalability and
performance.

Use the agents that matches the language of the application you want to instrument:

» Java (page 61) instruments Java web applications and web APIs running on your container.

* .NET Framework (page 144) instruments .NET web applications and APIs running on IIS.

» .NET Core (page 201) instruments applications and APlIs running in the .NET Core runtime.

* Node.js (page 257) instruments Node.js web applications and APlIs.

* PHP (page 304) analyzes PHP web applications at runtime for library usage and vulnerability
detection.

» Python (page 321) instruments Django, Flask and Pyramid web applications.

* Ruby (page 396) instruments Ruby on Rails web applications.

» Go (page 452) instruments Go web applications for library support and vulnerability reporting.

@ NOTE
Contrast agents are supported for one year after release. Older agents may continue
to function and remain compatible, but they are no longer fully supported.

Contrast applies bug fixes and develops new features on the latest version of the
agent. Code changes are not backported to previous versions. While a workaround
may be provided for a bug, to resolve issues, you should update to the release in
which the issue was addressed.
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Get started with agent installation for Contrast

Contrast uses agents to install sensors that monitor your code for vulnerabilities. Agents analyze for
vulnerabilities in development environments and look for attacks in runtime production environments.

As your application runs, the agent analyzes information (such as HTTP requests, data flow, backend
connections, and library dependencies) and sends vulnerabilities and attacks to Contrast where you
can view, prioritize, and take immediate action on them.

This guide should get Contrast up and running on your application in just a few minutes so you can see
how it works.

Instrumenting an app with Contrast can be divided into a few phases, and these guides are here to help
you along the way.

Determine the method for Configure the YAML file Download and configure any Interact with your application
installation based on the agent files and check to see if it's
language your application working

uses E p—

Ly

A - O X
@Kk S

Once you see how it works there are many ways to modify this to suit your needs. You can explore
Contrast Documentation for further information about how to adapt Contrast to your situation.

TIP

@ For future installations, you may want to consider your organization's build tools and
deployment pipeline, your security goals and the environments where you want to use
Contrast. You can read about other methods to install Contrast (page 646) that may
better adapt to your situation.

Java
To see the installation and configuration workflows, go here (page 45).
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Install for
executable JAR

Install to an app
server

Install with build
automation tool
integrations

Install in a
container

Install with
cloud orchestration
services

Install the agent in
one application with
a JAR file.

Go here to

install with Maven
Central (page 64),
Debian (page 65),

Install the agent

to an app

server to provide
security analysis

for applications
running in a

test/QA or production
environment.

or RPM (page 66)
repositories. Go here for JBoss/

Wildfly. (page 81)

Go here for
Jetty. (page 82)

Go here for
Tomcat. (page 83)

Go here for
Weblogic. (page 84)

Go here for
Websphere.
(page 85)

Go here for Axis2.

Go here for
Glassfish.

Install the agent

with Contrast plugins
to automate the
installation.

Go here for
Maven. (page 688)

Go here for
Gradle. (page 672)

Go here for
Bamboo. (page 664)

Go here for Azure
pipelines. (page 660)

Go here for VMware
Tanzu. (page 71)

Install the agent in
a container image
or via a Kubernetes
operator.

Go here to add the
agent to the Docker
base or application

Install the agent for
Google App Engine.

Go here.

Install agent with
AWS Elastic
Beanstalk.

i . 67
image. (page 67) Go here (page 76).

Go here for
OpenShift.

Go here to add

the agent to
Kubernetes pods
via Contrast k8s
operator. (page 476)

You can also use the Contrast Java agent with Contrast Assess or Contrast SCA to analyze Scala-
based (page 80) applications or to analyze Kotlin-based (page 80) applications.

.NET Framework

To see the installation and configuration workflows, go here (page 47).

Install with an installer

Install with Azure

Install in a container

Install with agent installer for self-
hosted applications or applications in

Go here. (page 147)

Install agent with Azure App Service.

IIS. Go here. (page 150)

Install the agent in a container image.

Go here. (page 151)

.NET Core

To see the installation and configuration workflows, go here (page 49).

Windows

Basic installation

Install with an installer

Install with Azure

Install in a container

Install the .NET Core agent
with the basic install.

Go here. (page 203)

Install with an agent installer
for self-hosted applications
or applications in IIS.

Go here. (page 210)

Install the agent with the
Azure App Service.

Go here. (page 207)

Install the agent in a
container image or via a
Kubernetes operator.

Go here to add the
agent to the Docker
base or application
image. (page 212)

Go here to add the
agent to Kubernetes
pods via Contrast k8s
operator. (page 476)

Linux
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Basic installation Install in a container
Install the .NET Core agent with the basic install. Install the agent in a container image.
Go here. (page 203) Go here to add the agent to the Docker base or application
image. (page 212)

Node
To see the installation and configuration workflows, go here (page 51).
Basic installation Install in a container Install with Cloud deployment
integrations
Install the Node agent with the basic Install the agent in a container image. Install with IBM Cloud.
install.
Go here to add the agent to the Docker Go here. (page 267)
Go here. (page 261) base or application image. (page 262)

Install with VMware Tanzu.

Go here.

PHP

To see the installation and configuration workflow, go here (page 52).

Install by repository

Install the PHP agent with the Debian or RPM repository.
Go here for Debian. (page 305)

Go here for RPM. (page 306)

Python

To see the installation and configuration workflow, go here (page 53).

Install by middleware

Install the Python agent with AIOHTTP, or Bottle, or Django, or Falco, or Fast API, or Flask, or Pyramid, or Quart, or WSGI.

Go here. (page 323)

Ruby

To see the installation and configuration workflow, go here (page 54).

Install by middleware

Install the Ruby agent with Rails, or Sinatra, or Grape middleware.

Go here. (page 398)

Go

To see the installation and configuration workflow, go here (page 54).

Install with an installer

Install the Go agent with the Contrast installer.

Go here. (page 454)

Install and configure an agent

To instrument an application with Contrast you need to install and configure the agent that corresponds
to the language your application uses. Most agents can be downloaded from a package manager or
repository.

Installation varies depending on the agent, which Contrast product(s) you are using, and where you
want to install Contrast. For example, this could be:
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* On an application server or web server
* In a build pipeline or container
* In a Develop, QA, or Production environment

Installation and configuration workflows

Depending on your situation, you may install the agent directly or with the help of
integrations (page 646) that work with Contrast.

Consider your goals for Contrast and consult specific installation and configuration instructions for the
agent you want to use:

+ Java (page 45)

* .NET Framework (page 47)
* .NET Core (page 49)

* Node.js (page 51)

* PHP (page 52)

* Python (page 53)

* Ruby (page 54)

* Go (page 54)

Java installation and configuration workflows

Follow these workflows to make sure you have covered the steps for installing and configuring the Java
agent.

+ Java with JAR files (page 45)

+ Java to an app server (page 46)

+ Java with build automation tool integrations (page 46)
» Java in a container (page 47)

Java installation and configuration with JAR files

Use this workflow to ensure you have all the steps covered for installing and configuring the Java agent
with an executable JAR file.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* Your web application is packaged in a JAR file

* It must use supported versions, frameworks, and tools (page 61)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Download. Download and install based on your repository.
* Maven (page 64)
» Debian (page 65)
* RPM (page 66)
2. Set up variables. Configure agent authentication configuration variables.
» Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some API commands.
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Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Java installation and configuration to an application server

Use this workflow to ensure you have all the steps covered for installing and configuring the Java agent
to an application server.

Before you begin
Make sure you have everything you need before you start

* The application must have access to the internet without using a proxy

* Your web application is packaged in a JAR file

* It must use supported versions, frameworks, and tools (page 61)

* Understand the order of precedence (page 56)

» You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Download. Download the JAR file based on your repository.
* Maven (page 64)
» Debian (page 65)
* RPM (page 66)
2. Set up variables. Configure agent authentication configuration variables.
» Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
3. Configure application server. Configure the application server for your type.
» JBoss/Wildfly (page 81)
+ Jetty (page 82)
» Tomcat (page 83)
+ Weblogic (page 84)
* Websphere (page 85)
+ Axis2
* Glassfish
4. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Java installation and configuration with build automation tool integrations

Use this workflow to ensure you have all the steps covered for installing and configuring the Java agent
with build automation tools.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

» Your web application is packaged in a JAR file

* It must use supported versions, frameworks, and tools (page 61)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast
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Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
2. Continue with the plugin type. Install and configure based on your plugin type.
* Maven (page 688). Remember to set the usage goals.
* Gradle (page 672)
» Bamboo (page 664). Remember to configure the vulnerability thresholds (page 664).
» Azure pipelines (page 660). Remember to add a release gate to a pipeline (page 662).
* VMware Tanzu (page 71)
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Java installation and configuration in a container
Use this workflow to ensure you have all the steps covered for installing and configuring the Java agent
in a container.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* Your web application is packaged in a JAR file

* It must use supported versions, frameworks, and tools (page 61) or supported
technologies (page 477) for the agent operator

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
2. Continue by container type. Install and configure based on the container type.
+ Java in a container (page 67)
* OpenShift
» With Kubernetes (page 476)
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

.NET Framework installation and configuration workflows

Follow these workflows to make sure you have covered the steps for installing and configuring the .NET
Framework agent.

* .NET Framework with an installer (page 48)
* .NET Framework with Azure App Service (page 48)
* .NET Framework in a container (page 48)
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.NET Framework installation and configuration with an installer
Use this workflow to ensure you have all the steps covered for installing and configuring the .NET
Framework with an installer.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* It must use supported technologies (page 145) and system requirements (page 146)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)

2. Download. Download the installer (page 147) and install the agent (page 148).

Configure. Configure (page 159) the agent.

4. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

w

.NET Framework installation and configuration with Azure App Service

Use this workflow to ensure you have all the steps covered for installing and configuring the .NET
Framework with Azure App Service.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* It must use supported technologies (page 145) and system requirements (page 146)

* Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 150) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

.NET Framework installation and configuration in a container

Use this workflow to ensure you have all the steps covered for installing and configuring the .NET
Framework in a container.
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Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* It must use supported technologies (page 145) and system requirements (page 146)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
» Set the minimum configuration values defined here (page 55)
+ Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 151) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

.NET Core installation and configuration workflows

Follow these workflows to make sure you have covered the steps for installing and configuring the .NET
Core agent.

» .NET Core basic install (page 49)

+ .NET Core with an installer (page 50)

» .NET Core with Azure App Service (page 50)
* .NET Core in a container (page 50)

.NET Core basic installation and configuration
Use this workflow to ensure you have all the steps covered for installing and configuring the .NET Core
with basic installation.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* It must use supported technologies (page 201) and system requirements (page 202)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
« Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 203) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.
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.NET Core installation and configuration with an installer
Use this workflow to ensure you have all the steps covered for installing and configuring the .NET Core
with an installer.

Before you begin
Make sure you have everything you need before you start.

+ The application must have access to the internet without using a proxy

* It must use supported technologies (page 201) and system requirements (page 202)

» Understand the order of precedence (page 56)

» You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
+ Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 210) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

.NET Core installation and configuration with Azure App Service
Use this workflow to ensure you have all the steps covered for installing and configuring the .NET Core
with Azure App Service.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

+ It must use supported technologies (page 201) and system requirements (page 202)

* Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
» Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)

2. Install and configure. Install (page 207) and configure (page 221) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

.NET Core installation and configuration in a container
Use this workflow to ensure you have all the steps covered for installing and configuring the .NET Core
in a container.

Before you begin
Make sure you have everything you need before you start.
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» The application must have access to the internet without using a proxy

* It must use supported technologies (page 201) and system requirements (page 202)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
+ Configure additional values (custom metadata, session metadata)
2. Continue by container type. Install and configure the agent based on the container type.
+ Add the agent to the Docker base or application image (page 212)
» With Kubernetes (page 476)
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Node.js installation and configuration workflows

Follow these workflows to make sure you have covered the steps for installing and configuring the
Node.js agent.

* Node.js basic install (page 51)
* Node.js in a container (page 52)
* Node.js with Cloud deployment integrations (page 52)

Node.js basic installation and configuration
Use this workflow to ensure you have all the steps covered for installing and configuring Node.js with
basic installation.

Before you begin
Make sure you have everything you need before you start.

» The application must have access to the internet without using a proxy

* It must use supported technologies (page 258) and system requirements (page 260)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
+ Configure additional values (custom metadata, session metadata)

2. Install and configure. Install (page 261) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some API commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.
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Node.js installation and configuration in a container
Use this workflow to ensure you have all the steps covered for installing and configuring Node.js in a
container.

Before you begin
Make sure you have everything you need before you start.

* The application must have access to the internet without using a proxy

+ It must use supported technologies (page 258) and system requirements (page 260)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
+ Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 262) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Node.js installation and configuration with Cloud deployment integrations
Use this workflow to ensure you have all the steps covered for installing and configuring Node.js with
Cloud deployment integrations.

Before you begin
Make sure you have everything you need before you start.

* The application must have access to the internet without using a proxy

+ It must use supported technologies (page 258) and system requirements (page 260)

» Understand the order of precedence (page 56)

» You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
2. Continue with deployment type. Install based on the cloud deployment type.
+ With IBM Cloud (page 267)
+ With VMware Tanzu
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

PHP installation and configuration workflow
Follow this workflow to make sure you have covered the steps for installing and configuring the PHP
agent.
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* PHP by repository (page 53)

PHP installation and configuration by repository
Use this workflow to ensure you have all the steps covered for installing and configuring PHP by
repository type.

Before you begin
Make sure you have everything you need before you start.

* The application must have access to the internet without using a proxy

+ It must use supported technologies (page 304) and system requirements (page 304)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
» Set the minimum configuration values defined here (page 55)
« Configure additional values (custom metadata, session metadata)
2. Continue by repository type. Install and configure the agent by repository type.
+ With RPM (page 306)
» With Debian (page 305)
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some API commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Python installation and configuration workflow

Follow this workflow to make sure you have covered the steps for installing and configuring the Python
agent.

+ Python by middleware (page 53)

Python installation and configuration by middleware
Use this workflow to ensure you have all the steps covered for installing and configuring Python by
middleware type.

Before you begin
Make sure you have everything you need before you start.

* The application must have access to the internet without using a proxy

* It must use supported technologies (page 322) and system requirements (page 322)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)

2. Continue by middleware type. Install (page 323) the agent and configure it by
middleware (page 367) type.
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3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Ruby installation and configuration workflow

Follow this workflow to make sure you have covered the steps for installing and configuring the Ruby
agent.

* Ruby by middleware (page 54)

Ruby installation and configuration by middleware
Use this workflow to ensure you have all the steps covered for installing and configuring Ruby by
middleware type.

Before you begin
Make sure you have everything you need before you start.

* The application must have access to the internet without using a proxy

* It must use supported technologies (page 397) and system requirements (page 396)

» Understand the order of precedence (page 56)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast

Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)
2. Continue by middleware type. Install (page 398) the agent and configure it by
middleware (page 421) type.
3. Verify. To verify that Contrast is working, use your application as you usually would. For example,
click on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server.

Go installation and configuration workflow

Follow this workflow to make sure you have covered the steps for installing and configuring the Go
agent.

* Go with an installer (page 54)

Go installation and configuration with an installer

Use this workflow to ensure you have all the steps covered for installing and configuring Go with an
installer.

Before you begin
Make sure you have everything you need before you start.

» The application has access to the internet without using a proxy

* It must use supported technologies (page 453) and system requirements (page 453)

* You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast
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Steps

1. Set up variables. Configure agent authentication configuration variables.
+ Set the minimum configuration values defined here (page 55)
» Configure additional values (custom metadata, session metadata)

2. Install and configure. Install and configure (page 454) the agent.

3. Verify. To verify that Contrast is working, use your application as you usually would. For example,

click on your application's web interface, or send some APl commands.

Then in the Contrast web interface, select Applications in the header. You should see the name of

your application.

You can also select Server in the header and you should see the hostname of your (local) server.

Configuration settings

When you install an agent, you must configure it so that it recognizes your application and can
communicate information back to Contrast.

Configuration follows this order of precedence (page 56).

NOTE

An expired license or exceeding a license quota disables all agent behavior regardless
of configuration.

Steps
1. Configure the required authentication variables (you can find them in Contrast) (page 57).

url: https://app-.contrastsecurity.com
user_name: contrast_user

api_key: demo

service_key: demo

where:
« url: Address of the Contrast installation you would like your agent to report to. Defaults
to: https://app.contrastsecurity.com
» user_name: Contrast user account (in most cases your login ID)
+ api_key: Your organization's API key
» service_key: Contrast user account service key
* You can set these authentication variables with either:
1. System properties.
2. Environment variables.
3. YAML configuration file.
* You can download a YAML configuration file (page 58) that is pre-populated with your
organization keys. Select Add new in the Contrast web interface and choose your
application language to find a download link.

* You can also configure the file with the Contrast agent configuration editor (page 59) via
the Open YAML Editor link.
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4. Default values. For example: Server mode toggles for Assess and Protect, which map

to assess.enable and protect.enable.

5. A command line or other methods native to the language and tools you are using.

Configure any additional metadata like session metadata (page 507) and custom

metadata (page 743). Use session metadata to filter vulnerabilities and route information for a
specific branch, build, committer, or repository. Or use custom metadata to filter applications by
custom values. When you add the necessary configuration settings to your agent configuration file,
the agent reports this information along with the rest of your standard vulnerability data to Contrast.

Order of precedence
Active configuration values are determined using the following order of precedence:

1.

An expired license or exceeding a license quota disables all agent behavior regardless of
configuration.

Command line or system property value (if appropriate for the language you are using).
For example: -Dcontrast.enable

Environment variables.

For example: CONTRAST__ ENABLE

An application-specific configuration file ((NET Framework only).

For example: web.config (page 160)

Configuration values in a YAML file are pulled from the first file found in the following order:

a.

A YAML file indicated by the user

For example:

« Java: the contrast.config.pathsystem property (page 88)

* Node.js: the ——conFfigFilecommand line flag
Node.js: the ——configFilecommand line flag

* Any agent: the CONTRAST_CONFIG_PATHenvironment variable (page 60)

A contrast_security.yaml file in the current working directory (all agents except Java)

For example: ./contrast_security.yaml

A contrast_security.yaml file in the application’s configuration directory (Ruby and Python only)

For example:

* Ruby on Rails: ./config/contrast_security.yaml|

» Django: ./settings/contrast_security.yam|

A contrast_security.yaml file in an agent-specific configuration directory. For agents that use a

service, use this directory if you need to use separate YAML files for agent and service.

For example:

 /etc/contrast/agentname/contrast_security.yaml (where agentname is one of: dotnet, go, java,
node, python, ruby, or webserver)

* %ProgramData%\Contrast\agentname\contrast_security.yaml (where agentname is one of:
dotnet, dotnet-core, java, node, python, ruby, or webserver)

A contrast_security.yaml file within the server's /etc/contrast directory (all agents except .NET

Framework, and .NET Core). For agents that use a service, use this directory if you need to

share YAML files between agent and service.

For example:

* /etc/contrast/contrast_security.yaml

* %ProgramData%\Contrast\contrast_security.yaml|

Values set in the Contrast web interface.

For example: Server mode toggles for Assess and Protect, which map to assess.enable and
protect._enable

The default value set by Contrast Security.
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Find the agent keys

0 IMPORTANT

If you download the YAML configuration file from Contrast (select Add new in the top
right) the file is pre-populated with your agent keys.

If you create your own YAML file, you'll need to add the keys yourself.

Agent keys are common to all agents in an organization. They are values that represent and identify the
agents as well as the organization being accessed.

All these keys are required when installing agents:

» Agent username

» Agent service key

+ APl key
This API key is for all agents. For the API key to use with custom scripts, use the API key under User
settings.

» Contrast URL

Steps

1. Select User name > Organization settings in the top right corner.
2. Select Agent to see the values for agent keys.

Organization Settings

Organization
Groups
Users
Security
Agent
Agent Keys
Integrations

Servers

Agent Usernam
Applications
Notifications o
Score Settings
demo|
Contrast URL
http://localhost:30080/Contrast

Looking for your APl keys? Go to User Settings.

The Contrast URL is https://app.contrastsecurity.com/Contrast, or the URL of your on-premises or
private cloud instance.

@ NOTE
If you don't see the agent username or service key on this page, it may mean that
a license has not been applied to your organization. Contact Support for help with
this.
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3.  You can Rotate agent keys to generate new keys if your credentials have been compromised.

o IMPORTANT
Rotating agent service keys will take all agents offline. Your applications will still
function, but data will not be sent to Contrast. To begin using the new credentials,
reconfigure the agents and restart your applications. You can use a credential
management system to coordinate this change among your systems.

YAML configuration

You can use a YAML configuration file to set configuration properties for your agent. These values can
be overridden with environment variables or command line arguments.

While all Contrast agents share the same property formatting in YAML configuration files, each agent
must use its own specified file as there are unique properties that apply to each agent.

The configuration file must be called contrast_security.yaml and placed properly in the load
path (page 56).

When you download the agent configuration file from Contrast, it will contain all the basic properties
required for your instance of Contrast. If you create your own configuration file, you will need to add
these keys (page 57) yourself.

The minimum required contrast_security.yaml content for all agents should look like this:

api:
url: https://app-contrastsecurity.com
user_name: contrast_user
api_key: demo
service_key: demo

@ TIP

» Use the Contrast agent configuration editor (page 59) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

» Since YAML is a natural superset of JSON, you can also configure your agent using
JSON in your YAML file.

You can use these YAML templates to create a contrast _security.yaml for each agent:

* Go (page 459)

+ Java (page 88)

* .NET Framework (page 161)
* .NET Core (page 222)

* Node.js (page 271)

* PHP (page 307)

* Python (page 325)

* Ruby (page 401)
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A CAUTION
Take care when editing the YAML template as it relies on whitespace, and uses spaces
but not tabs. Configuration guidance is provided in the template as comments. (A

space followed by the pound sign "#" starts a comment.)

Use the Contrast agent configuration editor

The Contrast agent configuration editor is a web application that can be used to validate and generate
the configuration for Contrast agents.

Before you begin

» Use this editor to help edit, validate, and generate configurations for Contrast agents.

+ If you already have a YAML file, you can open it in the editor by selecting Import.

» The editor executes entirely in the browser and any sensitive information such as your API key won't
leave the local machine.

Steps

1. Open the Contrast agent configuration editor in your browser.

(: Validate usingthe =~ .NET Core Agent v ‘  Reset
1 api:
2 url: https://app.contrastsecurity.com/Contrast/
3 api_key: TODO
. .
s

Type Message Line number
TODO Placeholder value TODO' should be replaced for setting: api.api_key 3
TODO Placeholder value TODO' should be replaced for setting: api.service_key 4
TODO Placeholder value TODO' should be replaced for setting: api.user_name E3
v
@

Contrast Agent Configuration Editor 2.0.0- Copyright @ 2023 Contrast Security

Filter Options

Show advanced settings

api.url

Set the URL for the Contrast Ul

api.api_key

Set the API key needed to communicate with the Contrast Ul
api.service_key

Set the service key needed to communicate with the Contrast
Ul. It is used to calculate the Authorization header.

api.user_name
Set the user name used to communicate with the Contrast Ul.
Itis used to calculate the Authorization header.

inventory.tags
Apply alist of labels to libraries. Labels must be formatted as a
comma-delimited list. Example - 1sbel1, labelz, labels

assess.tags

Apply a list of labels to vulnerabilities and preflight messages.
Labels must be formatted as a comma-delimited list. Example
-labell, label2, label3

application.name

Override the reported application name. Note - On Java

systems where multiple, distinct applications may be served
by a single process, this configuration causes the agent to

report all discovered applications as one application with the
givenname.

application.group

Add the name of the application group with which this
application should be associated in the Contrast Ul
application.code

Add the application code this application should use in the
Contrast Ul.

applicationversion m -

2. Either import an existing YAML file by selecting Import, or paste your YAML content in the main

window.

3. As you edit text, an error warning will appear if you enter invalid YAML. Select an option from the
Validate using the list for agent-specific YAML validation.
These types of validation are performed:
* YAML syntax validation verifies that the text can be parsed as YAML. Invalid YAML will result in

an error that prevents further validation.
» Setting key validation verifies that the YAML nodes represent setting keys supported by the
selected agent. An unrecognized setting key will result in a warning.
» Setting value validation verifies that the YAML values match type expectations including
boolean, numeric, and enum (e.g., log level). Invalid values will result in a warning.
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+ Setting compatibility validation verifies that specific incompatible settings are
not both present. This is currently limited to appl ication.session_id and
application.session_metadata settings. Incompatible settings will result in a warning.

» Placeholder value validation notifies the user when a setting has the placeholder value TODO.
Placeholder value will result in a note.

Select the error, warning, or note in the list of issues to move the text editor’s cursor to the start of

text causing the issue.

4. Use the panel on the right to search for available settings with descriptions. Select the plus sign

(M) to add that setting to your YAML file.

Adding new settings using this feature will format the YAML which may re-order nodes and will

remove any extra whitespace in the YAML.

Click Reset to go back to the original file settings.

NOTE

YAML generation is disabled when the YAML in the text editor has a syntax error
or is not valid YAML.

5.  When you are finished, export your agent configuration file either as a YAML or environment
variables. You can also share the file with other collaborators.

@ NOTE
At this time, the Contrast agent configuration editor executes completely offline
(meaning after first visit, the page is accessible without an internet connection).
Updates are downloaded in the background automatically. Upgrading to newer
versions requires closing all agent configuration app tabs; refreshing is not enough
to activate the new version.

Environment variables
You can configure the agent with any of the supported properties through environment variables.

The environment variables need to be set before the agent starts up, and in a location where the agent
has access to it. Environment variables can be set within the same process or system-wide.

0 IMPORTANT

If you set system-wide environment variables, this may impact other Contrast agents
running on the same server.

You can convert any Contrast property between command line, YAML and an environment variable.

To convert a command line formatted variable to an environment variable, replace the path segment
delimiters (.) with double underscores (__ ).

To convert a YAML formatted variable to an environment variable, start with the top-level property and
separate every nested property with a double underscore (__).
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Then, prepend the "contrast" namespace (either contrast. or CONTRAST_ ).

Environment variables should be in all caps and have no spaces.

For example:
Command line YAML property Environment variable
contrast.server.name server: CONTRAST__SERVER__NAME
name:
contrast.api.api_key api: CONTRAST__API__API_KEY
api_key:

You can see a list of all supported properties for each agent in their respective YAML templates:

* Go (page 459)

» Java (page 88)

* .NET Framework (page 161)
* .NET Core (page 222)

* Node.js (page 271)

* PHP (page 307)

* Python (page 325)

* Ruby (page 401)

Java agent

The Contrast Java agent adds either Contrast Assess or Contrast Protect analysis to Java based
applications. The agent analyzes Java web applications built on traditional application servers, and
newer Java web applications such as those built with Netty, Play or Spring Boot. If there's a JVM, the
Java agent can provide security insights.

As your application runs, the Java agent's sensors gather information about the application's security,
architecture and libraries. You can see the results of the agent's analysis in Contrast.

To start analyzing an application, install the Java agent (page 63).

Supported technologies for Java (Kotlin, Scala) agent

Java
Technology Supported versions Notes
Java runtime - IBM8 OpenJDK support is designed to work with all publicly
+ Oracle 8. *Versions 11+ follow our OpenJDK available builds within the current version support
support. shown here. Popular varieties like Azul and Amazon
« OpenJDK 8, 11, 12, 13, 14, 15, 16, 17, 18, 19 Corretto fall into this category of supported JDKs.
Not supported:
JDK preview features
Java runtime « IBMB,7 See also
for Legacy * Oracle 6,7
Java agent + OpenJDK 6, 7 « [@Support-Bulletin-End-of-Support-of-Java-6-and-7
(page 143) » [BFAQ: End of Support for Java 6 and 7
Use with Java
agent 3.x only
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Technology

Application
servers

Optimizers

Databases

Message
services

Other Java
technologies

Supported versions

GlassFish 4

Grizzly 2.3.20 and later
» JBoss EAP 6.X and 7.X
« Jetty 7, 8,9, 10, 11

» Karaf 3.0.X

* Netty 4.X

* Play 2.4

* Resin 4

* Tomcat 5, 6, 7, 8, 9,10
* Vert.X3.1.0,4.X

* WebLogic 10, 11g, 12c
* WebSphere* 8.5, 9.0

* WebSphere Liberty 22
WildFly 10, 11, 14, 18, 23-27

Proguard

+ DB2

DynamoDB

MySQL

Oracle

PostgreSQL

SQL Server

SQLite JDBC drivers

Message services: JMS 2.0
IBM MQ 9.x
Spring JMS 2.x

Kafka Queues and Streaming

ADF JSF

Apache POI, fileupload, HttpComponents
Axis (RPC), XMLRPC, RMI, Apache CXF, JMS
(javax.jms)

Direct Web Remoting (DWR)
DropWizard

Freemarker

Glowroot*

GSON, Kryo, minidev, org.json

Google Web Toolkit (GWT)

Hibernate

http4k (4.6.0.0 and 4.17 for Contrast Assess)
+ J2SE

JDBC, JDBI, MongoDB

JSF (MyFaces, RichFaces, Sun)
java.nio, java.beans

Java EE/J2EE, Servlet/JSP

Jersey

MyBatis

OWASP ESAPI, AntiSamy, Coverity
Quarkus RESTeasy

* Seam

Spring, Spring Boot, Spring AOP

Struts, Struts 2

Wicket

XStream, Jackson (JSON/XML)

Xerces, JAXB, nu.xom

Notes

* Contrast offers limited support for zSeries and AIX
environments. Customers using WebSphere on SPARC
Solaris require version 8.5.5.11.

Route coverage support:

GlassFish 4

» Jetty 11.0, 10.0. 9.4, 8.1, and 7.6
* Resin 4.0

* Tomcat 5, 6,7, 8, and 9

* WebLogic 12

* WebSphere 8.5 and 9.0

Wildfly 10, 11, 14, 18, 23-27

Proguard includes Java bytecode optimization features
which break basic assumptions that runtime agents
like Contrast rely on. Proguard users that want

to protect their applications with Contrast need

to avoid these optimizations by using Proguard's -
dontoptimize configuration option.

» Agent version: Java 4.7.0 and later
» Contrast version: 3.9.9 and later

» Agent version: Java 5.0.0 and later

*If you are using Glowroot, the Contrast Java Agent jar
should be included and loaded prior to the Glowroot jar.

Route coverage support:

* httpdk-core 4.17

« httpdk-core 4.6

« Jersey server 2.25, 2.28, 2.36, 2.6
* Quarkus RESTeasy 2.15

» Spring Web MVC 4.2. 5.3, and 6.0
o Struts 2

Kotlin

Technology

Contrast agent

Supported versions
3.9.1.25108 and later
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Technology Supported versions

Java Run Time JDK 8 and up

Kotlin version 1.5.X
Scala
Technology Supported versions
Contrast agent 3.8.11.23624 and later
Java Run Time JDK 8 and up
Scala version 2.12,2.13

Route coverage supported
Play version 2.6,2.7,2.8
Akka HTTP 10.2.4

WebSphere configuration

If you are using WebSphere as an application server, refer to the information in Configure the Java
agent for Websphere (page 85) before you deploy the agent.

Install the Java agent

There are several ways to install the Java agent depending on your situation. You might want to
consider where you want to use Contrast (for example, Assess in your development environment or
Protect in your production environment), your existing build tools, and how your application is deployed.

TIP

@ If you are using multiple agent-based technologies in parallel with the Contrast Java
agent, ensure that you specify the Contrast Java agent as the first agent that loads at
startup. For example:

Java -javaagent:contrast.jar -javaagent:newrelic.jar

Loading the Contrast Java agent first helps to limit performance impacts.

Quick start

Just want to try out the Java agent and see how it works? Check out this Java Quick Start
Guide (page 86).

Basic installation

To install the Java agent in most situations (like in an application server like Tomcat, or a container like
Docker), choose a repository and follow these instructions to download and install the agent:

* Maven Central (page 64)
* Debian (page 65)
* RPM (page 66)

Build-integrated installation

If you are using Assess in a development environment, and you want to set the build outcome in an
existing software project if vulnerabilities are found, install the agent with:

* Maven plugin (page 688)
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* Gradle plugin (page 672)
+ Jenkins plugin (page 674)

Install the Java agent using Maven Central
The Contrast Java agent is available from Maven Central using group ID com.contrastsecurity
and artifact ID contrast-agent. To install the Java agent:

1. Get the contrast-agent.jar from Maven Central. (See examples of how to download from the Maven
repository.)

2. Configure the agent (page 87). You can create or download a YAML configuration file (page 58).
You must provide Contrast connection parameters using these agent keys (page 57).

3. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 56) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

jJjava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

4. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

Contrast artifacts deployed to Maven Central are signed with our GPG

key hosted on https://keyserver.ubuntu.com. Contrast's public signing key has ID
1AADY9AFB3FC5CCA6B940D021534D84B137E8F 1053 and can be installed to a local keyring with the
following command:

gpg --keyserver keyserver.ubuntu.com --recv-
keys 1AAD9AFB3FC5CCA6940D021534D84B137E8F1053

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

+ Jetty (page 82)

+ JBoss/Wildfly (page 81)
* Tomcat (page 83)

» WebLogic (page 84)

* WebSphere (page 85)

You can also install using a container (page 67), like Docker.

TIP

@ Check the Contrast Support Portal for more information about other compatible ways
to install the agent. If you are using VMware Tanzu, see the details in Java installation
with VMware Tanzu (page 71).
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Install the Java agent using the Debian repository

You can configure your system to retrieve and install the Java agent from the Contrast Debian
repository. To do this:

1. Use the following commands to configure your system to receive packages from the repository:

curl https://pkg.contrastsecurity.com/api/gpg/key/public | sudo apt-

key add -

echo "deb https://pkg.contrastsecurity.com/debian-public/ all contrast™ |
sudo tee /etc/apt/sources.list.d/contrast-all_list

2. Install the Contrast Java agent:

sudo apt-get update && sudo apt-get install contrast-java-agent
3. You will now see the Contrast Java agent JAR file at /opt/contrast/contrast-agent jar.
4. Configure the agent (page 87). You can create or download a YAML configuration file (page 58).
You must provide Contrast connection parameters using these agent keys (page 57).
5. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 56) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

jJava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

6. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

* Glassfish

+ Jetty (page 82)

» JBoss/Wildfly (page 81)
* Tomcat (page 83)

+ WebLogic (page 84)

* WebSphere (page 85)

You can also install using a container (page 67), like Docker.

TIP

@ Check the Contrast Support Portal for more information about other compatible ways
to install the agent. If you are using VMware Tanzu, see the details in Java installation
with VMware Tanzu (page 71).
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Install the Java agent with the RPM repository
To install the Java agent with the RPM repository:

1. Use the following commands to configure your system to retrieve packages from the Contrast RPM
repository:

OSREL=$(rpm -E "%{rhel}'")
sudo -E tee /etc/yum.repos.d/contrast.repo << EOF
[contrast]
name=contrast repo
baseurl=https://pkg.contrastsecurity.com/rpm-public/centos-$0SREL/
gpgcheck=0
enabled=1
EOF
2. Once you've finished configuration, install the Contrast Java agent:

sudo yum install contrast-java-agent
3. The Contrast Java agent JAR is now installed at /opt/contrast/contrast-agent.jar.
4. Configure the agent (page 87). You can create or download a YAML configuration file (page 58).
You must provide Contrast connection parameters using these agent keys (page 57).
5. Tell the agent where to find the yaml configuration file (contrast.yaml). In the
example below, substitute <YourContrastJarPath> with the path to your Contrast JAR
(this may vary depending on your internal file structure and how you downloaded the
file) and <ApplicationJar> with the name of your application JAR.

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ NOTE
If you are using system properties, environment variables to configure instead of
YAML, or you have placed the YAML in a standard location (page 56) where the
agent can find it automatically, set the JVM parameter to include the Java agent.

jJjava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

6. Use the application as you normally would (for example, click on the web interface, send API
commands). Verify that Contrast sees your application (for example, view your application in the
Contrast web interface, view logs).

You can also provide security analysis for applications running in a test/QA or production environment,
by installing the agent with an application server like:

* Glassfish

+ Jetty (page 82)

» JBoss/Wildfly (page 81)
* Tomcat (page 83)

* WebLogic (page 84)

* WebSphere (page 85)

You can also install using a container (page 67), like Docker.
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TIP

@ Check the Contrast Support Portal for more information about other compatible ways
to install the agent. If you are using VMware Tanzu, see the details in Java installation
with VMware Tanzu (page 71).

Install the Java agent using a container

Before you begin
This topic provides general guidance for installing the Contrast Java agent in a containerized
application, with Docker as an example.

You should have a basic understanding of how containers and related software work. You may need to
adjust the instructions to meet your specific circumstances.

ECS support

Using this procedure, you can install the Contrast Java agent using a Docker container in an Amazon
Elastic Container Service (ECS) environment.

Step 1: Install the agent
Contrast can be added either before or after the application is added to the container image. The
recommended approach is with the use of named multi-stage builds. For example:

FROM eclipse-temurin:17
# Hidden for brevity. ..

# Copy the required agent files from the official Contrast agent image.
COPY --from=contrast/agent-java:latest /contrast/contrast-agent.jar /opt/
contrast/contrast. jar

In this example, the latest Java agent is used. Check DockerHub for available tags.

Step 2: Configure the agent
Configuration of the Java agent follows this order of precedence. When installing into a container:

» Use a YAML configuration file for common configuration so it can be placed in the base image.
For example, common configuration might include redirecting logging to console output, proxy
configuration, or performance tuning.

Here is a sample YAML configuration file:

agent:
Java:
scan_all _classes: false
scan_all _code sources: false
logger:
stdout: true

Create and copy the YAML file into the base image, then copy the file into the base image Dockerfile
using:

COPY WORKSPACE/contrast_security.yaml /opt/contrast/contrast _security.yaml
+ Use Java system properties or environment variables for application-specific configuration values
so you can uniquely configure options for each application.
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Contrast Function Java system property
configuration
Application Specify application- -Dcontrast.application.metadata
metadata specific metadata
Application session Send application -Dcontrast.application.session_metadata
metadata details like build

number, version,
GIT hash, and other
session metadata
(page 507).

Application group Specify the -Dcontrast.application.group
application access
group for
this application
during onboarding.
Create these
groups (page 736) in
Contrast first.

Server environment Specify in -Dcontrast.server.environment
which environments
the application
is running:
Development, QA
and Production.

E

CONTRAST__AF

CONTRAST__AF

CONTRAST__AF

CONTRAST_SE

Step 3: Update JVM parameters

To attach any profiler to a Java application, you need to pass a -javaagent flag to the application by
setting JAVA_TOOL_OPTIONS environment variables.

Pre-populate the Contrast common JVM parameters in a separate environment variable in the base
image, so the application team can use it in JAVA_TOOL_OPTIONS. For example:

» For the base image Dockerfile:

ENV CONTRAST OPTS "-javaagent:/opt/contrast/contrast.jar \
-Dcontrast.config.path=/opt/contrast/contrast_security.yaml"
» For the application image Dockerfile:

ENV JAVA_TOOL_OPTIONS $CONTRAST_OPTS \
-Dcontrast.application.metadata=bU=<value>, contactEmai l=<value>, contactNam
e=<value> \

-Dcontrast.application.group=APP_GROUP

Step 4: Run the application image
After you add (page 67) and configure (page 67) the agent in a base image, run the image.

For the agent to send data to Contrast, it needs agent authentication keys (page 57). To protect the
agent credentials, you can use the Docker secret and pass them as environment variables during
deployment time. Here is an example of the Docker run command:

docker run -e CONTRAST__API__ URL=https://app.contrastsecurity.com -

e CONTRAST__API1__API_KEY=<value> -e CONTRAST__APIl__ SERVICE_KEY=<value> -
e CONTRAST__API__USER_NAME=<value> -e CONTRAST__ SERVER__NAME=<value> -
e CONTRAST _ SERVER __ENVIRONMENT=<value> image with_contrast

You can verify that Contrast is running by checking the container log. You should see messages like
these:

2020-05-28 22:36:29,910 [main STDOUT] INFO - Copyright: 2019 Contrast \
Security, Inc

2020-05-28 22:36:29,910 [main STDOUT] INFO - Contact: \
support@contrastsecurity.com
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2020-05-28 22:36:29,910 [main STDOUT] INFO - License: Commercial

2020-05-28 22:36:29,910 [main STDOUT] INFO - NOTICE: This Software and the \
patented inventions embodied within may only be used as part of

2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security®s \
commercial offerings. Even though it is made available through public
2020-05-28 22:36:29,910 [main STDOUT] INFO - repositories, use of this \
Software is subject to the applicable End User Licensing Agreement
2020-05-28 22:36:29,910 [main STDOUT] INFO - found at https://

www . contrastsecurity.com/enduser-terms-0317a or as otherwise agreed between
2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security and the End \
User. The Software may not be reverse engineered, modified,

2020-05-28 22:36:29,910 [main STDOUT] INFO - repackaged, sold, \
redistributed or otherwise used in a way not consistent with the End User
2020-05-28 22:36:29,910 [main STDOUT] INFO - License Agreement.

[Contrast] Thu May 28 22:36:30 EDT 2020 Effective instructions: \
Assess=false, Protect=true

[Contrast] Thu May 28 22:36:30 EDT 2020 String Supporter has been disabled
[Contrast] Thu May 28 22:36:30 EDT 2020 Logging security messages to /Users/
usernamehere/ .contrast/security.log

[Contrast] Thu May 28 22:36:31 EDT 2020 Starting JVM [1862ms]

See also
Agent Operator (Kubernetes operator) (page 476)

Contrast Support Portal AWS Fargate and Contrast agents and Java agent with Docker

Install the Java agent in an existing Gradle project with Docker

This example uses a sample Gradle project, which includes the Application Plugin and the Docker
Plugin to build a Java web application. It also runs JUnit 5 integration tests that verify the web
application's behavior. As part of the process, you will include Contrast in the Docker image used

for testing so that Contrast Assess analyzes your code during integration testing. See an example of a
Gradle project in our Github repo.

@ NOTE
Any part of the following procedures that refer to any form of packaging or distribution
are meant for your organization's internal use. Do not distribute Contrast with your
application or Docker container outside of your organization. See Contrast's Terms of
Service agreement for more information.

To add the Contrast Java agent to an existing Gradle project with Docker:

1.  Open a command prompt, and run the following command to clone Contrast's examples
repository:

$ git clone https://github.com/Contrast-Security-0SS/contrast-java-
examples.git
2. Enter the gradle-docker directory:

$ cd contrast-java-examples/gradle-docker
3. Run a test build to make sure everything is working:

$ ./gradlew build
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BUILD SUCCESSFUL in 3s
4 actionable tasks: 3 executed, 1 up-to-date

NOTE

On Windows, run gradlew.bat build instead.

4. If the test build doesn't work, check to make sure you have Java 11 correctly installed (Java 11 or
later is required to build the sample application. Java supported technologies (page 61) lists the
versions of Java supported that the Contrast Java agent supports):

$ java -version
openjdk version "11.0.18" 2023-01-17
OpenJdDK Runtime Environment Temurin-11.0.18+10 (build 11.0.18+10)
OpenJDK 64-
Bit Server VM Temurin-11.0.18+10 (build 11.0.18+10, mixed mode)

5. If you've made changes, run the build again. If it still doesn't work, open an issue that explains the
problem.

6. Use the agent keys (page 57) to configure the agent's communication with Contrast. You'll need
these keys:
« Contrast URL: This URL, https://app-contrastsecurity.com/Contrast or the URL of

your on-premises or private cloud instance.

+ Organization API key
+ Agent username
* Agent service key

7. Add the keys as Gradle properties to the gradle . properties file in your Gradle user home
directory. If this file does not exist, create it.
Be sure to replace <contrast_url>, <your_api_key>, <agent_user_name> and
<agent_user_service_key> with the Contrast URL, API key, username and service key values
you obtained from the Contrast:

contrastUrl=<contrast_url>
contrastAgentUserName=<agent_user_name>
contrastAgentServiceKey=<agent user_service_ key>
contrastApiKey=<your_api_key>

8. Add the Contrast agent and configure the application to use it by modifying the
createDockerfile task in build.gradle:

task createDockerfile(type: Dockerfile) {
// ... rest of block omitted

copyFile(new Dockerfile.CopyFile(''/contrast/contrast-agent.jar', "/
contrast. jar™) .withStage(*'contrast/agent-java: latest'))
environmentVariable("'JAVA_TOOL_OPTIONS™, ''-javaagent:/contrast.jar'™)
}
9. Pass the configuration variables into the container by adding the following commands to the
createContainer task in build.gradle:

task createContainer(type: DockerCreateContainer) {
// ... rest of the config omitted

envvars = [
CONTRAST_ AP1__URL: project.property(‘'contrasturl™),
CONTRAST__ API1__USER_NAME: \
project.property(‘'contrastAgentUserName'),
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CONTRAST_ API__SERVICE_KEY: \
project.property(‘‘contrastAgentServiceKey"),
CONTRAST _ AP1_API_KEY: project.property('contrastApiKey'™),
CONTRAST__ APPLICATION__NAME: "${project.name}-how-to"
1

}
10. Run the build again:

-/gradlew clean build

NOTE

On Windows, run gradlew._bat clean build instead.

The Docker container now runs the application with Contrast enabled. When the integration test
runs, it detects the vulnerable endpoint and reports it to Contrast. To see the vulnerability report,
log in to the Contrast web interface, navigate to the Vulnerabilities list (page 614) and filter your
view by the application name gradle-application-how-to.

Java agent installation with VMware Tanzu Application Service

VMware Tanzu (Application Service formerly Pivotal Cloud Foundry) is a proprietary containerized
Software as a Service (SaaS) environment. A Java buildpack that VMware releases makes the Contrast
Java agent accessible. You install the buildpack in the container where you run your Java application.

Contrast service

The existence of a single, bound Contrast service activates and downloads the Java agent. The
VCAP_SERVICES payload, containing a service name, label or tag with contrast-security as a substring,
defines the Contrast service. You can use either of these methods to create the Contrast service:

+ User-provided service: A user-provided service is a simple way to bind a single application to the
Java agent and configure authentication.

» A service broker (Contrast tile): Use the service broker to bind multiple applications, providing
access to the Java agent and authentication.

When the Contrast service is bound to your application, it provides the strings needed to activate
Contrast (puts the jJavaagent flag in the JVM) and provides authentication to the Contrast web
interface.

Java buildpacks

Java buildpacks contain the instructions and configuration information that the container needs to
download and configure the Java agent. You can use an offline or online buildpack:

+ An offline buildpack is typically forked from the GitHub repo where you have made customizations.
These repos might contain older agent versions.
» An online buildpack is usually the latest version and pulled from GitHub when needed.

Requirements

* Buildpacks
To instrument an application in a VMware Tanzu Network environment, your application must use one
of these buildpacks:
* Cloud Foundry Java Buildpack, version 3.19 and later or version 4.2 and later
* |IBM Liberty Buildpack, version 2.7.0.2 and later
» Name or tag with contrast-security specified when you create the service
* The credential payload must contain the standard YAML properties.
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For general information on configuring the buildpack, including how to specify configuration values
through environment variables, refer to the Configuration and Extension section of the Cloud Foundry
Java Buildpack documentation.

Configuration options

You can configure the framework by modifying the config/contrast_security_agent.yml file
in the buildpack fork. The framework uses the Repository utility support and supports the version
syntax defined there.

Name Description
repository_root The URL of the Contrast Security repository index
version The version of the Contrast agent to use

To specify a version of the Java agent to use, set
the JBP_CONFIG_CONTRASTSECURITYAGENT environment variable and specify a version listed in
the index. For example:

JBP_CONFIG_CONTRASTSECURITYAGENT="version: 4.13.1"

Example

This example shows how to create a user-provided service and bind it to an application called spring-
petclinic:

1. This command pushes an application to Cloud Foundry, providing the buildpack to be used:
(otherwise the default buildpack is used in the environment)

cf push myApp -p target/spring-petclinic-2.4.2_jar \
-b "https://github.com/cloudfoundry/java-buildpack.git”
2. This command creates a user-provided service:

cf create-user-provided-service contrast-security-service -
p ""teamserver_url, username, api_key, service_key"

The value for teamserver_url should include only the protocol and hostname. Do not include /
contrast/ or /contrast/api.
3. This command binds the service to the application (this task is essential):

cf bind-service myApp contrast-security-service

4. This command restages the application so it can connect to Contrast (essentially, restarts the
container):

cf restage myApp

See also
Add Contrast service broker tile for VMware Tanzu (page 74)

Add Contrast service broker for VMware Tanzu (page 72)
Configure a proxy for Contrast service broker (page 75)
Add Contrast service broker for VMware Tanzu
Steps

1. Deploy the service broker application with a command similar to this example:

cf push contrast-security-service-broker
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You should see the service broker in PCF.

2. Configure plans with the CONTRAST_SERVICE_PLANS environment variable (the service broker

doesn't offer any plans by default).

You can also use the Pivotal Ops Manager to set the environment variables. If you are using IBM

Cloud, you can select the application, select Runtime and then Environment Variables to set the

value.

Example: This example shows how to set the value in the command line:

cf set-env contrast-security-service-broker CONTRAST SERVICE PLANS

" {
“"ServicePlanl": {
"name' :""'ServicePlanl™,

“teamserver_url”:"https://yourteamserverurl_com™,

"'username’ :"'your_username'',

"org_uuid':"00000000-1111-2222-3333-000000000000"",

"api_key':"your_api_key",
""'service_key':"your_service_key"
}1
"AnotherServicePlan':{
"name' :""AnotherServicePlan™,

""teamserver_url":"https://yourteamserverurl._.com",

‘'username'' :"'your_username',

"org_uuid':"00000000-1111-2222-3333-000000000001",

“api_key':"your_api_key",

'service_key':"some_other_service key"

}
3 -

To run the agent on IBM Cloud, you must use single quotes to set

the CONTRAST_SERVICE_PLANS environment variable, as shown in this example:

cf set-env contrast-security-service-broker CONTRAST_ SERVICE_PLANS

" {
*ServicePlanl®: {
"name” : "ServicePlanl”,

"teamserver_url”:"https://yourteamserverurl._com”,

“username” : "your_username”,

“org_uuid*®:"00000000-1111-2222-3333-000000000000",

"api_key":"your_api_key",
"service_key":"your_service key"
}1
"AnotherServicePlan® - {
"name” : "AnotherServicePlan”,

"teamserver_url®:"https://yourteamserverurl._com”,

"username” : "your_username”,

"org_uuid®:"00000000-1111-2222-3333-000000000000",

"api_key":"your_api_key",

"service_key":"some_other_service key"

}
3 -

3. Restage your application using a command similar to this example:

cf restage contrast-security-service-broker
4. Set an environment variable for a username and a password:

cf set-env contrast-security-service-
broker SECURITY_USER NAME aSecureUsername
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cf set-env contrast-security-service-
broker SECURITY_USER PASSWORD aSecurePassword

5. Create a service broker instance. Define at least one service plan for this. You must use the same
username and password that you set in the previous step.

cf create-service-broker contrast-security-service-
broker USER_NAME PASSWORD
<URL of your application>

For IBM Cloud, add --space-scoped at the end of the command, as shown in this example:

cf create-service-broker contrast-security-service-
broker USER_NAME PASSWORD
<URL of your application> --space-scoped
6. All service brokers start as private. Make it public with a command similar to the following example:

cf enable-service-access contrast-security-service-broker
7. Once the service broker is working, create a service instance and bind it to the application. To
create a service instance, run the following command:

cf create-service contrast-security-service-
broker ServicePlanl <name_of service>
8. Bind the service broker it to your application using the following command:

cf bind-service <app_name> <name_of service>

You should see the agent start up with your application. You also see your application in the
Contrast web interface.

See also
Add Contrast service broker tile (page 74)

Configure a proxy for Contrast service broker (page 75)
Add the Contrast service broker tile for VMware Tanzu

To integrate Contrast with VMware Tanzu Network (formerly Pivotal Cloud Foundry), install the Contrast
service broker tile.

Steps

1. Download the Contrast service broker tile from VVMware Tanzu Network.
2. Store the file locally and navigate to your Pivotal Ops Manager instance.
3. Select Import a Product and then, select the contrast-security-service-broker-
#_#_#_pivotal tile that you downloaded.
If the file you downloaded has a ZIP extension, rename it to contrast-security-service-
broker-#_#_#._.pivotal.
4. The tile requires some configuration before you can deploy it. The service broker does not include
service plans by default. Add at least one plan before you deploy the Contrast service broker tile.
To add a service plan, select Service Plans in the Contrast service broker tile and select Add.
5. Set these configuration parameters in the service plan:
+ TeamServer: The URL for your Contrast application instance
+ TeamServer Service Key: Organization service key (page 57)
+ TeamServer API Key: Organization API key (page 57)
+ Organization UUID: Organization ID (page 57) to which the application will belong
» Username: Your Contrast username
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+ Plan Name: Name of the plan as it will appear in Apps Manager

» Proxy Host: The hostname of a proxy for the service broker to communicate with Contrast
* Proxy Port: The proxy port

* Proxy Username: The proxy username, if it requires authentication

* Proxy Password: The proxy password, if it required authentication

NOTE

In addition to the proxy settings for the tile, you also need to set up the agent
communication with the proxy. (page 75)

6. Select Save.
If you want some applications to belong to different organizations, define the other plans you will
need.

7. In the dashboard, select Apply Changes .
This process can take some time to finish.

8. After you successfully deploy the service broker, you can bind the credentials to an application. Go
to the Marketplace to find the Contrast service broker option.

9. In the Pivotal Ops Manager, select the Contrast service broker option to see the available plans
that you created .

10. To choose the plan you want to bind to an application, use Select this Plan.

11. Specify an instance name for the plan.
This selection doesn't affect the service broker. You can use any name you want for the instance.

12. In the Bind to App drop-down, select the application to bind to this service. Then, restage the
application.
This action retrieves the latest agent from Contrast to instrument your application.

13. Optional: If you want to override agent properties, such as the application name, set environment
variables in PCF using a command similar to the following example:

cf set-env APP-NAME JAVA_OPTS ™ -
Dcontrast.agent. java.standalone_app_name=Pivotal SpringApp™

See also
Add Contrast service broker (page 72)

Configure a proxy for Contrast service broker (page 75)
Set up agent proxy communication for Contrast service broker

If you are deploying a Java agent in VMWare Tanzu, you can choose to configure a proxy when
you add the Contrast service broker tile (page 74). The Contrast service broker can use a proxy
configuration set within the service plan to complete the binding with Contrast..

If you configure a proxy when you add the Contrast servce broker tile, you also need to set up agent
communication with the proxy, as described in this topic. You can do this for each application or set it at
an organization level for all deployed applications to consume.

Steps
1. To set up proxy communication for each application, use this command:

cf set-env $APP_NAME CONTRAST__API__PROXY__ENABLE "true"
cf set-env $APP_NAME CONTRAST__API__ PROXY__URL "scheme://host:port"

Alternatively, you can use this command:
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cf set-env $APP_NAME JAVA OPTS "'-Dcontrast.api .proxy.enable=true -
Dcontrast.api .proxy.url=scheme://host:port"
2. To set up proxy communication at an organizataion level, use this command:

cf ssevg "{''CONTRAST__API__PROXY__ENABLE': *"true"}"
cf ssevg "{"CONTRAST__API__PROXY__URL"™: *scheme://host:port" "}~

See also
Add Contrast service broker tile (page 74)

Add Contrast service broker (page 72)
Install the Java agent with AWS Elastic Beanstalk

Use this procedure as a guide to configuring the Java agent to work with AWS Elastic Beanstalk.
It describes how to create an .ebextensions file that downloads the Contrast Java agent and
instruments your application.

Depending on your environment, you might need to customize the steps in this procedure.

This procedure is designed for users who are familiar with DevOps practices and how Beanstalk
deployment works.

Before you begin

+ Verify that Contrast supports your preferred tools and environments for Java. (page 61)
» Get the information needed to connect the Java agent to Contrast (page 63).
» Download and start the Contrast Java agent before running your applications.
+ Verify that you have access to the Beanstalk environment to install
customized . ebextensions configuration files.

Step1: Specify settings to download the Contrast Java agent

The .ebextensions configuration file has a files section that downloads the agent from a remote
URL. This example shows how to specify downloading the agent from a Maven repository.

files:
""/opt/contrast/contrast. jar':
mode: "000755"
owner: rootCorporate rule
group: root
source: "https://repository.sonatype.org/service/local/artifact/maven/
redirect?r=central-proxy&g=com.contrastsecurity&a=contrast-agent&v=LATEST"

For Contrast agents, the recommended location is Zopt/contrast, but you can use another location,
if necessary. You can also change the URL to download agents from an internal repository. At build
time, you can specify the agent version of your choice and download it from the Maven repository.

Step 2: Create an agent configuration file
There are different values you can use to configure Contrast agents, based on an order of
precedence (page 56). Active configuration values are determined in this order:

Corporate rule (for example, expired licenses)
System property

Environment variable

YAML configuration file

Contrast web interface value

ok wbhd-=
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6. Contrast Security default value

The recommended approach to creating the configuration file is to use a common configuration and an
application-specific configuration:

» Common configuration: Specifies core set of configurations in the YAML. For example:
* Redirect logging to console output
» Proxy configuration, if any
» Performance tuning options to limit agent activity
This example shows how to create and configure the agent’s YAML file at deployment time in
an .ebextensions configuration file.

files:
"/var/contrast/contrast_security.yaml™ :
mode: "'000755"
owner: root
group: root
content: |
api:
proxy:
url: https://host:port
agent:
Java:
scan_all _classes: false
scan_all _code _sources: false
logger:
stdout: true
+ Application-specific configuration: This configuration lets you specify additional options, for each
application. Use these environment variables
» Application metadata: Specifies application-specific metadata

CONTRAST _ APPLICATION__ METADATA
» Application name: Specifies the application name reported to Contrast

CONTRAST___ APPLICATION_NAME

» Application session metadata: Send application details such as, build number, version, and GIT
hash,

CONTRAST__ APPLICATION__SESSION_METADATA

NOTE

Learn about additional session metadata options. (page 509)

» Application group: Specifies the application access group for this application when you add it to
Contrast. You must create application access groups before you use this variable.

CONTRAST__ APPLICATION__ GROUP

» Server environment: specify in which environments the application is running. Valid values for this
configuration are: Development, QA and Production.

CONTRAST _ SERVER __ ENVIRONMENT
Example 1: This example shows how to set environment variables when you create the environment:

eb create <environment name> --envvars CONTRAST APl __URL=https://
app.contrastsecurity.com/
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Contrast,CONTRAST _API__API_KEY=<value>,CONTRAST _API__SERVICE_KEY=<value>
,CONTRAST _ API__USER_NAME=<value>,CONTRAST _ SERVER__NAME=<value>,CONTRAST
_SERVER__ENVIRONMENT=<value>

Example 2: This example shows how to set the environment variables after you create the
environment:

eb setenv CONTRAST__API__URL=https://app.contrastsecurity.com/Contrast \
CONTRAST__API__API_KEY=<value> CONTRAST__ API__SERVICE_KEY=<value> \
CONTRAST__AP1___USER_NAME=<value> CONTRAST__SERVER__NAME=<value> \
CONTRAST _ SERVER __ ENVIRONMENT=<value>

Step 3: Update JVM parameters
To attach any profiler to a Java application, you must pass a - javaagent flag to the application. To do
this, set the JAVA_TOOL_OPTIONS environment variable.

Set these variables in the same way as you set application-specific environment variables. Use the
paths for the agent’s JAR and YAML configuration files, as shown in this example.

eb setenv JAVA_TOOL_OPTIONS="-javaagent:/opt/contrast/contrast.jar -
Dcontrast.config.path=/var/contrast/contrast_security.yaml"

Step 4: Deploy the agent using the . ebext ensi ons configuration

AWS expects the Beanstalk customization configuration to be in the .ebextensions folder

in the deployment folder root. This example shows a directory structure that includes

the .ebextensions folder. It shows the location of the contrast.config file that includes the agent
download and YAML configuration sections.

-ebextensions
contrast.config
application. jar

Install the Java agent with automatic updates on Linux

Some users like to automatically update their Contrast Java agent software to the latest version. Linux
users can schedule Java agent updates from Maven Central using common Linux tools cron and
curl.

Here's how to configure a scheduled Java agent update job on an Ubuntu 18.04 Linux host:

NOTE

Use your preferred editor to create a file with the following contents. The examples
provided use tee to create the file.

1. If you want to perform each step as you follow along with this guide, you can use Vagrant and
VirtualBox to create a new Ubuntu 18.04 virtual machine:

vagrant init ubuntu/bionic64
vagrant up

vagrant ssh
2. Create a shared directory for Contrast software:
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10.

sudo mkdir -p Zopt/contrast

Create a script for installing the latest Java agent in the /etc/cron.daily directory. Scripts in this
directory execute once daily; as a result, the host updates the latest Java agent each day.
Use tee to create this script. Press CTRL+D when you've finished typing all the lines:

$ sudo tee -a /etc/cron.daily/install-latest-contrast-agent > /dev/null
#1/bin/bash -u

CONTRAST_DIRECTORY=/opt/contrast
CONTRAST_FILE_NAME=contrast-agent. jar

CONTRAST_VERSION=$(curl --fail --silent "https://search._.maven.org/
solrsearch/select?g=g:com.contrastsecurity+a:contrast-agent” | sed -
e "s/[{}1/""/g9" | sed s/\'"'//g | awk -v RS="," -
F: "$1=="latestVersion"{print $2}" | grep -v -e ""$")
curl --fail --silent --
location "https://repol._maven.org/maven2/com/contrastsecurity/contrast-
agent/${CONTRAST_VERSION}/contrast-agent-${CONTRAST_VERSION}. jar" -
0 "contrast-agent-${CONTRAST_ VERSION}.jar"
if [ $? -ne 0 ]; then

echo "Failed to download Contrast Java agent" >&2

exit 1
Ti
mv /tmp/$CONTRAST_FILE_NAME $CONTRAST_DIRECTORY/$CONTRAST_FILE_NAME
Set the execute bit on the new script file:

sudo chmod +x /Zetc/cron.daily/install-latest-contrast-agent
To test the script, execute it and then verify that the file exists using stat:

$ sudo /etc/cron.daily/install-latest-contrast-agent
$ stat /opt/contrast/contrast-agent.jar
stat /opt/contrast/contrast-agent. jar

File: /opt/contrast/contrast-agent.jar

Size: 10568283 Blocks: 20648 10 Block: 4096 regular file

Device: 801h/2049d Inode: 256034 Links: 1

Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/ root)

Access: 2019-04-11 02:02:01.265775928 +0000

Modify: 2019-04-11 02:24:47.849796936 +0000

Change: 2019-04-11 02:24:47.849796936 +0000
Birth: -

The Contrast agent requires some configuration to communicate with Contrast. You can find agent

key information here (page 57).

When Contrast is installed on a Linux host, users typically want Contrast-enabled web applications

on the host to share basic configuration parameters, such as the ones required to connect to
Contrast. By convention, Contrast look for configuration in a YAML file at path /etc/contrast/java/
contrast_security.yaml on Linux hosts.

Create the /etc/contrast/java directory:

sudo mkdir -p /Zetc/contrast/java

Use tee to create the configuration file. Replace <contrast_url>, <your_api_key>,
<agent_user_name> and <agent_user_service_key> with the values you obtained from
Contrast in the previous step

$ sudo tee -a /etc/contrast/java/contrast_security.yaml > /dev/null
api:
url: <contrast_url>
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api_key: <your_api_key>
user_name: <agent_user_name>
service_key: <agent _user_service_key>
11. Press CTRL+D when you've finished typing all the lines.
12. Run a diagnostic test to verify that Contrast is installed and properly configured. The host must
have Java installed to execute the diagnostic test:

sudo apt install --yes openjdk-11-jre-headless

13. Finally, execute the Java agent's diagnostic test to verify that the agent is installed correctly
and can communicate with Contrast using the configuration parameters from /etc/contrast/java/
contrast_security.yaml.

$ java -jar /opt/contrast/contrast-agent.jar diagnostic
*** Contrast Agent (version 3.6.3-SNAPSHOT)
[!] Attempting to connect to the Contrast TeamServer at https://
apptwo.contrastsecurity.com/Contrast (No proxy).
[!] Attempting to resolve domain: apptwo.contrastsecurity.com

Resolved domain apptwo.contrastsecurity.com to IP \
Address 52.200.215.12
[+] Client successfully resolved the DNS of the Contrast TeamServer. No \
proxy needed.
[!] Issuing HTTP request to Contrast...

Executing request. ..

Reading response [200]

Response size = 4209

Snippet: <ldoctype html> <I--Tif gt IE 8]><!--> <html class='"no-
Jst i
[+]1 Client can connect directly to the Contrast TeamServer. No proxy \
needed.

Scala
You can use the Contrast Java agent with Contrast Assess or Contrast SCA to analyze Scala-based
applications.

The Java agent analyzes Scala web applications built on traditional application servers, and newer
Scala web applications such as those built with Play. If there's a JVM, the Scala agent can provide
security insights.

As your application runs, the Java agent's sensors gather information about the application's security,
architecture and libraries. You can see the results of the agent's analysis in Contrast.

The Scala agent supports these Contrast features:

* Route coverage
* Flow maps
» SCA library discovery

Kotlin

You can use the Contrast Java agent with Contrast Assess or Contrast SCA to analyze Kotlin-based
applications.

The Java agent analyzes Kotlin web applications built on traditional application servers, and newer
Kotlin server-side applications, such as SpringBoot.

If there's a JVM, the Kotlin agent can provide security insights. As your application runs, the Java
agent's sensors gather information about the application's security, architecture and libraries. You can
see the results of the agent's analysis in Contrast.
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Run your application as you would with the Contrast Java agent. Kotlin support is automatic.

Java application servers

NOTE
This documentation provides content for supported content. Links indicated by
the (2 icon take you to other documentation that may be helpful.

The following application servers are available:

« B Axis2

« [2 Glassfish

+ JBoss / Wildfly (page 81)
+ Jetty (page 82)

» Tomcat (page 83)

» Weblogic (page 84)

* WebSphere (page 85)

See also

* Install the Java agent (page 63)
» Supported technologies (page 61)
» Configure the Java agent (page 87)

Configure the Java agent for JBoss EAP, JBoss AS or WildFly

CAUTION
Be careful not to confuse version numbers. JBoss EAP prior to version 7 is based on
JBoss AS. JBoss EAP 7.X is based on WildFly.

Run JBoss with the Java agent

1. Download the Java agent JAR from one of these repositories:

* Maven Central (page 64)

» Debian (page 65)

* RPM (page 66)

2. You can either run JBoss from a BAT file, or in domain mode.

» BAT file: If you run JBoss from domain.bat, standalone.bat, or run.bat with a .conf file, modify
the configuration file. It should enable the Contrast JVM parameters and return to the start-up
script.

To do this, replace <YourContrastJarPath> with the path to your Contrast JAR (page 61)
file, and use the JBoss server directory for your environment. Then add this line to the end of
your .conf file;

* Windows:

set JAVA OPTS=-javaagent:<YourContrastJarPath> %JAVA OPTS%

Agents 81


https://support.contrastsecurity.com/hc/en-us/articles/4408089566100
https://support.contrastsecurity.com/hc/en-us/articles/4408096890772-Configure-the-Java-agent-for-NetBeans

 Contrast Contrast Documentation

* Unix:

JAVA OPTS=-javaagent:<YourContrastJarPath> $JAVA OPTS

* Domain mode: If you run JBoss 6 EAP or JBoss AS 7.X in Domain mode using domain.bat

or domain.sh, you must add the -javaagent switch to the JVM options in $JBOSS HOME/
domain/configuration/domain.xml.

In this example, replace <YourContrastJarPath> with the path to your Contrast

JAR (page 61) file:

<server-group ...>
<jvm name="default'>
<jvm-options>
<option value="-javaagent:<YourContrastJarPath>"/>
</jvm-options>
</jvm>

</server-group>

Use WildFly with Java 2 security manager
You can configure the Java agent when using WildFly with Java 2 security (page 143). WildFly versions
9 through 20 are supported. WildFly 8 is not supported.

To enable the Java 2 security manager in Wildfly:

1.

Either pass a command-line argument —secmgr, or set an environment variable SECMGR to true:

SECMGR=""true"

To enable permissions for the Java agent, append this Contrast policy to $JAVA HOME/jre/lib/
security/java.policy (for JDK 6-8), or $JAVA HOME/lib/security/default.policy (for JDK 9 and later).
Replace <YourContrastJarPath> with the path to your Contrast JAR (page 61) and use:

grant codeBase "file:<YourContrastJarPath>" {

permission java.security.AllPermission;
}:
To allow the agent to function with Wildfly’'s classloader system, modify the value of the
environment variable JBOSS_MODULES _SYSTEM_PKGS (originally org. jboss.byteman), to also
include the Java agent base package: com.contrastsecurity.agent,org. jboss.byteman

TIP

Learn more about using Java EE 7 security manager with WildFly, or read the default
policy implementation and policy file syntax.

Configure the Java agent for Jetty
To configure the Java agent with a Jetty distribution:

1.

Download the Java agent JAR from one of these repositories:

* Maven Central (page 64)

* Debian (page 65)

* RPM (page 66)

On your Jetty environment, replace <YourContrastJarPath> with the path to your Contrast
JAR (page 61) file. Then add the following line to your <JettyDirectory>/start.ini file:
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—-javaagent:<YourContrastJarPath>
3. If you are using Java 2 security manager, create a contrast.policy file that contains this code.
(Replace <YourContrastJarPath> with the path to your Contrast JAR (page 61) file.)

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;

}:

Then complete these configurations:

+ Jetty 7-8: Copy the file to the JETTY_HOME/lib/policy folder. Add --secure to the
JETTY_ARGS environment variable.

» Jetty 9: Add the policy you created to your own configured policy. Replace <YourPol icy> with
the name of your policy and enable the security manager with the standard environment variable
settings:

-Djava.security.manager -Djava.security._policy=<YourPolicy>

0 IMPORTANT

Jetty 9 and later do not officially support security management policies.

TIP

See the Jetty Policy for more information about using Jetty with Java 2 security
manager.

Configure the Java agent for Tomcat
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 64)
* Debian (page 65)
+ RPM (page 66)

Use the guidelines below to configure the Java agent depending on how you run Contrast with Tomcat.

Run from Windows or Unix

The CATALINA_OPTS environment variable is used to pass configuration flags and system properties
to the JVM that runs the Tomcat server.

Tomcat recommends using a setenv script to specify environment variables. You can learn more about
the setenv script, including how to find or create it as needed, by consulting RUNNING . txt, which is
included with every distribution of Tomcat.

To enable Contrast add the - javaagent configuration to CATALINA_OPTS in either setenv.sh, if
running on a Unix-like operating system, or setenv .bat if running on Windows. For example:

* Windows:

set "CATALINA OPTS=%CATALINA OPTS% -javaagent:<YourContrastJarPath>"
* Unix:

export CATALINA OPTS="$CATALINA OPTS -javaagent:<YourContrastJarPath>"

Agents 83


https://wiki.eclipse.org/Jetty/Tutorial/Jetty-Policy

 Contrast Contrast Documentation

Run on the Tomcat service in Windows

1. If you run Tomcat as a service, open the Tomcat service manager and change the JVM options to
add the agent.

2. Double-click the Tomcat icon in the system tray (or right-click and select Configure). (If the icon
isn't there, you might have to start it manually by running tomcat9w.exe in the Tomcat bin directory.)

3. Switch to the Java tab to see where you need to add the - javaagent flag.

Run Tomcat with Java 2 security

1. Create a contrast.policy file that contains this code (or append it to the catalina.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 61) file. For example:

grant codeBase file:<YourContrastJarPath>" {
permission java.security.AllPermission;
}:
2. Append the contrast.policy file to the $CATALINA_HOME/conf/catalina.policy file. No additional
configuration is needed. Run your Tomcat installation with command-line parameter -security.

Configure the Java agent for WebLogic
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 64)
* Debian (page 65)
+ RPM (page 66)

Use the guidelines below to configure the Java agent depending on how you run Contrast with
WebLogic.

Unix

1. If you launch WebLogic yourself, you must add Contrast's JVM parameter to the startWebLogic file
in your installation's bin directory. For UNIX-based operating systems, the path to this file looks like:

/path/to/appserver/userprojects/domains/base_domain/bin/startWeblLogic.sh

2. Inthis file, add the Contrast engine as a -javaagent to the JAVA_OPTIONS environment
variable before the Java execution step. Replace <YourContrastJarPath> with the path to
your Contrast JAR (page 61) file. For example:

export JAVA OPTIONS="$JAVA OPTIONS -javaagent:<YourContrastJarPath>"
Windows
1. For Windows systems, the path looks like:

C:\Oracle\Middleware\userprojects\domains\base domain\bin\startWeblLogic.b
at

2. At the beginning of the file, add the Contrast engine as a -javaagent to the JAVA_OPTIONS
environment variable. Replace <YourContrastJarPath> with the path to your Contrast
JAR (page 61) file. Substitute the WebLogic server for your environment. For example:

set "JAVA OPTIONS=%JAVA OPTIONS% -javaagent:<YourContrastJarPath>"
Use Java 2 with WebLogic

1. Create a contrast.policy file that contains this code (or append it to the catalina.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 61) file. For example:
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grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;

33

2. WebLogic includes a template file under @WL_HOME/server/lib/weblogic.policy which contains the
suggested starting point for booting a WebLogic server with the security manager enabled. Older
versions of WebLogic (10 and prior) will require @WL_HOME in the template file replaced with the
actual path to the root directory of the WebLogic install.

3. When the security manager is enabled, the policy @WL_HOME/server/lib/weblogic.policy
file acts as the default. Otherwise, a custom policy file may be specified with
-Djava.security.policy==<YourPath> where <YourPath> is the path to your custom file.
The ==is important as it overrides the default path setting that WebLogic boots with.

TIP

For more information read about using Java Security to protect WebLogic
resources.

Configure the Java agent for WebSphere
First, download the Java agent JAR from one of these repositories:

* Maven Central (page 64)
* Debian (page 65)
+ RPM (page 66)

Use the guidelines below to configure the Java agent, depending on how you run Contrast with
WebSphere.

S NOTE
IBM J9 doesn't allow the Java Instrumentation API to alter core Java classes when
using the Shared Classes feature. You must disable this feature by specifying
-Xshareclasses:none in your JVM parameters, as shown above.

Similarly, if -Dcom. ibm.oti .shared.enabled=true is set, you may also run into
problems in older J9 JREs.

Websphere trust and key store

WebSphere maintains its own trust and key store, separate from the trust store included as part of

the Java JRE. The agent starts before WebSphere is initialized and so the WebSphere specific trust
store is not configured. Therefore, the agent uses the default trust store located in the Java JRE/1ib/
security/cacerts file, unless extra configuration is provided to the JVM.

However, in some scenarios, (like requiring a proxy server that uses internal only or self-signed
certificates) specific extra steps are necessary. You can either:

1. Install the required certs into both the JRE cacerts trust store and also the WebSphere specific
trust store. This means the certificate chain can be validated by both the agent and also your web
application.

2. Provide Java with the standard trust store system properties to change the trust store to be the
same as the WebSphere trust store. This has the advantage of only requiring the certificate to be
installed in one location: the WebSphere trust store. For example:
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-Djavax.net.ssl.trustStore=opt/I1BM/WebSphere/AppServer/profiles/AppSrv01l/
config/cells/DefaultCell01/nodes/Defaul tNode0l1/trust.pl2

-Djavax.net.ssl _trustStoreType=PKCS12
-Djavax.net.ssl.trustStorePassword=secret

WebSphere itself supports methods of encoding the password but these are not available when setting
the trust store password for the agent, as it is executing before WebSphere starts.

Add Contrast with Websphere

If you launch WebSphere yourself, add Contrast's JVM parameter to the server.xml file in your cell
directory. Replace <Cel IName> and <NodeName> with the name of the cell and node. Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 61) file. For example:

<WebsphereDirectory>\AppServer\profiles\AppSrvO0l\config\cel ls\<Cel IName>\nod
es\<NodeName>\servers\serverl\server.xml

<jvmEntries genericJvmArguments=""-javaagent:<YourContrastJarPath> -
Xshareclasses:none'>

</jvmEntries>

Add Contrast with the WebSphere Administration Console
You can also add Contrast through the WebSphere administration console by following instructions from
the Websphere support site.

Use Java 2 with WebSphere

1.

Create a contrast.policy file that contains this code (or append it to the server.policy file). Replace
<YourContrastJarPath> with the path to your Contrast JAR (page 61) file. For example:

grant codeBase "'file:<YourContrastJarPath>" {
permission java.security._AllPermission;

}:

Append the contrast.policy file to the $WEBSPHERE_HOME/AppServer/profiles/

AppSrv0l/properties/server._policy .

Enable the security manager with the wsadmin tool:

« Jacl:$AdminTask setAdminActiveSecuritySettings {-enforceJava2Security
true}

+ Jython:AdminTask.setAdminActiveSecuritySettings("-enforceJava2Security
true®)

TIP

Learn more about Java security manager and enabling and disabling Java 2
security manager using scripting.

Java Quick Start Guide

Contrast uses agents to install sensors that monitor your code for vulnerabilities. Agents analyze for
vulnerabilities in development environments and look for attacks in runtime production environments.

As your application runs, the agent analyzes information (such as HTTP requests, data flow, backend
connections, and library dependencies) and sends vulnerabilities and attacks to Contrast where you
can view, prioritize, and take immediate action on them.

This guide should get Contrast up and running on your application in just a few minutes, so you can see
how it works.
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TIP

@ For future installations, you may want to consider your organization's build tools and
deployment pipeline, your security goals and the environments where you want to use
Contrast. You can read about other methods to install Contrast (page 646) that may
better adapt to your situation.

Prerequisites
This guide assumes you use an application that meets these prerequisites:

» The application must have access to the internet without using a proxy.
» Your web application is packaged in a JAR file.
* It must use supported versions, frameworks, and tools (page 61).

You will also need access to a command line interface (with a chosen directory for downloading the
agent) and your organization's instance of Contrast. If you don't already have Contrast, you can sign up
for the Community Edition (page 28) for free.

Install

1. Download the agent JAR file from Maven Central. (page 64)
2. Download the YAML configuration file from the agent wizard (if you haven't already done so). To do
this, in the Contrast application, select Add new.

Select Java as your language, then select Download YAML configuration file. The file will
download locally and will contain the specific agent keys for your organization that will connect your
application to Contrast.

3. To configure the agent, open the YAML configuration file in an editor.

api:
url: https://xxx.contrastsecurity.com/Contrast
api_key: A2XXXXXXXXXIXXXKXX XK X XXX XXXGIN
service_key: 88XXXXXXXXXXXX5Z
user_name: agent_XXXXXXXX—XXXX—XXXX—=XXXX—XXXXXXXXXXXX@O0rgName
4. Tell the agent where to find your YAML configuration file by entering this command in your
command line interface.

jJava -javaagent:./contrast.jar -
Dcontrast.config.path=contrast _security.yaml -jar <ApplicationJarPath>

Be sure to replace <ApplicationJarPath> with the path to your application. For example: ./
MyApplication. jar

5. To verify that Contrast is working, use your application as you normally would. For example, click
on your application's web interface, or send some APl commands.
Then in the Contrast web interface, select Applications in the header. You should see the name of
your application.
You can also select Server in the header and you should see the hostname of your (local) server
listed here.

Configure the Java agent
The standard installation (page 55) for all agents uses this order of precedence (page 56).
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You can configure the Java agent using:

+ Java system properties
* Environment variables (page 60)
+ Java YAML template

TIP

Use the Contrast agent configuration editor (page 59) to create or upload a YAML
configuration file, validate YAML and get setting recommendations.

You may need to configure your application’s Java environment to work effectively with the agent if your
system uses:

» Multi-tenant application configuration: If your JVM application server hosts multiple applications
during a deployment, you can distinguish applications from each other and then apply individual
configuration options.

Multi-tenant application configuration: If your JVM application server hosts multiple applications
during a deployment, you can distinguish applications from each other and then apply individual
configuration options.

» TLS certificates (page 142)

+ Java 9 Modules (page 142)

+ Java 2 Security (page 143)

 Integrations: (page 646) The Contrast Java agent, can also be configured and run in conjunction
with several third-party tools, plugins and integrations. Consult the remote product documentation for
information about how other products work.

Java system properties
Substitute <YourContrastJarPath> with the path to your Contrast JAR (page 61), and use these
commands to learn more about system properties:

» To generate a list of general properties using the Contrast agent JAR, use:

Java —-jar <YourContrastJarPath> properties
» Use command line with tools to search for commands. For example, these commands display a list of
proxy-related properties:
Using the built-in filter:

jJava -jar <YourContrastJarPath> properties --Ffilter=proxy

Java YAML configuration template

Use this template to configure the Java agent using a YAML configuration file. (Learn more about YAML
configuration (page 58).)

Place your YAML file in the default location:

* Unix: /etc/contrast/java/contrast_security.yaml
* Windows: C:/ProgramData/contrast/java/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
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# to determine the order of precedence for configuration values.

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to “false  to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \

ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be

# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS_TO BE_SET

# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web iInterface over a proxy. Set value to
# ~“false” if you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE SET
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# Set the proxy host. It must be set with port and scheme.
# host: localhost

# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., http~ or

# “https ). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO BE_SET

Set the proxy user.
user: NEEDS TO BE SET

H H#*

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest”, and "Basic .
# auth_type: NEEDS_TO_BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

#

# agent.reporting
# Use the following settings to configure reporting to the Contrast Ul.

#

# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period _ms: 120000

#

# agent.effective_config
# None

#

# effective_config:
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agent.effective_config.reporting
None

reporting:

# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true

#

# agent.logger

# Define the following properties to set logging values.
# ITf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

HoH R HEHHHHHF

H* H* H H* H® H

H oH HH

HoHHHH R

H H#*

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast” directory, and rotates it automatically as needed.

path: ./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, "WARN™, TINFO~, "DEBUG , and “TRACE .
level: INFO

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
roll_daily: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
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#

#
#

roll_size: 100

Set the number of backup files to keep. Set to "0 to disable.
backups: 10

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security_ logger:

#
#

HoHHHFHH R H H H

H #*

#

Set the file to which the agent logs security events.
path: /_.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS TO BE SET

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS_TO_BE_SET

Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of 0" means that no \
backups

# are created, and the log is truncated when it reaches its size cap.

#

# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.

#

# backups: NEEDS_TO_BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog
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# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE_SET

H H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG™.

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT", "CRITICAL",

# "ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT ",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING~, "NOTICE™, "INFO", and "DEBUG .
# severity suspicious: WARNING

+

agent.security_logger.syslog.heartbeat
Define the following properties to
set the Syslog heartbeat properties.

HOH R H

H*

heartbeat:

Set to “true  to enable the Syslog heartbeat.
The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H HHHF

Set the interval at which to send heartbeat
messages to the Syslog server (in milliseconds).
interval_ms: 60000

H* H* H
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# agent.java
# The following properties apply to any Java agent-wide configurations.

#

# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the "application.name™ setting.

HOoHHHHHHHHHHHHHH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false™
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

HoHHHHHHHFH

scan_all classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# iIncrease In accuracy at the cost of iIncreased application startup

# time. Set this property to "false™ to disable this level of \
inspection.

#

# scan_all _code sources: true

#

# inventory
# Use the properties in this section to override the inventory features.

#

# inventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true
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Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

HHHHH

library dirs: NEEDS_TO BE_SET

Set the maximum archive unpacking depth when analyzing libraries.
library_depth: 10

H #*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

H* HHHF

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS TO BE_SET

#

# assess

# Use the properties in this section to control Assess.

#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision iIs delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3~

#

# tags: NEEDS_TO_BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze iIn each window before sampling begins.
baseline: 5

H H* H

# This property indicates that every *nth*
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# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.

Z Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
Z disabled rules: NEEDS TO BE SET

#

;_;;ofile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:
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H H H

Define a list of Protect rules to disable in the agent.
The rules must be formatted as a comma-delimited list.
disabled rules: NEEDS TO BE SET

protect.rules._bot-blocker
Use the following selection to configure if the
agent blocks bots. Set to "true  to enable blocking.

bot-blocker:

#
#

Set to “true” for the agent to block known bots.
enable: false

protect.rules.sgl-injection
Use the following settings to configure the sql-injection rule.

sgl-injection:

HoH R HHHH

H H R H H HHH HOH R H H HHHF

H H H

Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or off.

Note - If a setting says, "if blocking is enabled”,

the setting can be “block™ or “block at perimeter .

mode: off

Tell the agent to detect when semantic analysis of the query
reveals tautologies used in exfiltration attacks (e.g., "or
1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks i1If blocking is enabled.
detect_dangerous_functions: true

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which iIs uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained _queries: true

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
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# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

H+

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

H oH HH

H

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .

HoH O HHHH*

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

H H H

Detect when a system command is issued which contains
chained commands. The agent blocks if blocking is enabled.
detect_chained_commands: true

H* H H

# Detect when a system command s issued with an argument matching a
# known dangerous file path. The agent blocks if blocking is enabled.
# detect_dangerous_path_args: true

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased _commands: true

H H H

H*

protect.rules.cmd-injection-process-hardening

Use the following settings to configure whether
the agent blocks all attempts to start an external
process. To enable blocking, set to "true-”.

HOHHHH

H*

cmd-injection-process-hardening:

# Set to "true” to enable the agent to block
# all attempts to start external processes.
# enable: false

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

H H H
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#

# path-traversal:

H O HHOHHH

H H H

HOH HH

Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be "block™ or “block _at_perimeter .
mode: off

Detect when custom code attempts to access sensitive
system files. The agent blocks if blocking is enabled.
detect_custom_code_accessing_system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file exploits: true

protect.rules.method-tampering
Use the following properties to configure
how the method tampering rule works.

# method-tampering:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled",
the setting can be “block™ or “block at perimeter .
mode: off

+H*

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

HOH HH

# reflected-xss:

#
#
#
#
#
#
#

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .
Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .
mode: off
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#

# protect.rules.xxe

# Use the following properties to configure
# how the XML external entity works.

#

# xxe:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.padding-oracle
Use the following properties to configure
how the padding-oracle rule works.

# padding-oracle: {}

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO BE SET

# Override the reported application path.
# path: NEEDS_TO BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS TO_BE_SET

# Add the application code this application should use iIn the Contrast Ul.
# code: NEEDS_TO_BE_SET

# Override the reported application version.
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H*

version: NEEDS TO BE SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2, label3”

HHHH K

tags: NEEDS_TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

H O HHHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO_BE_SET

HOH R HFHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value~ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHRHF

#

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# server:

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

# Override the reported server type.
# type: NEEDS TO_BE_SET

Override the reported server environment. Valid
values include "QA~, “PRODUCTION™ and ~“DEVELOPMENT .
environment: development

H H H
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# Apply a list of labels to the server. Labels
# must be formatted as a comma-delimited list.
# Example - ~labell, label2, label3”

#

# tags: NEEDS TO BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to “false™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout>.
# timeout_ms: NEEDS_TO_BE_SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.
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#
# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ if you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS_TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost

# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., http~ or

# “https™). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO_BE_SET

# Set the proxy user.

# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM™, "Digest , and "Basic .
# auth_type: NEEDS TO BE_SET

#

# agent

# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
#

# agent:

#

# agent.reporting
# Use the following settings to configure reporting to the Contrast Ul.
#

# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
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# shutdown_grace_period_ms: 120000

#

# agent._effective_config
# None

#

# effective_config:

#

agent.effective config.reporting

#
# None
#

# reporting:

# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true

#

# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

# logger:
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO~, "DEBUG™, and "“TRACE .
# level: INFO
# Set to “true” to redirect all logs to
# “stdout® instead of the file system.
# stdout: false
# Set to "true” to redirect all logs to “stderr” instead of
# the file system. May be combined with the corresponding
# “stdout™ configuration to write to both streams.
# stderr: false
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HOHHHOHH
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Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
roll_daily: false

Set the roll size for log files in megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

Set the number of backup Files to keep. Set to "0  to disable.
backups: 10

#

# agent_security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security_ logger:

#
#

H O HHFHHH H H H

H H#*

#
#

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or false .
roll_daily: NEEDS _TO BE SET

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

Specify the number of backup logs that the agent will create before
Contrast cleans up the oldest file. A value of "0 means that no \

backups

#
#
#
#
#
#
#

#

are created, and the log is truncated when it reaches its size cap.
Note - this property must be used with

~agent.security_logger.roll _daily=false™; otherwise,

Contrast continues to log daily and disregard this limit.

backups: NEEDS_TO BE_SET

Agents

105



 Contrast Contrast Documentation

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS TO BE SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS_TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity_exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT", "CRITICAL",

# "ERROR™, “WARNING™, "NOTICE~, "INFO", and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity suspicious: WARNING

#

# agent.security_logger.syslog.heartbeat

# Define the following properties to

# set the Syslog heartbeat properties.

#

# heartbeat:

# Set to “true” to enable the Syslog heartbeat.
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The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H H H

Set the interval at which to send heartbeat
messages to the Syslog server (in milliseconds).
interval _ms: 60000

H H H

#

# agent.java
# The following properties apply to any Java agent-wide configurations.

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name™ setting.

H o HHHHHHHHHHHHH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (nost likely findings that require static analysis).

H o HHHHHHHE

scan_all _classes: true

# By default, the Java agent deeply inspects all JAR and WAR Ffiles \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to “false  to disable this level of \
inspection.

#

# scan_all_code sources: true
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# Inventory
# Use the properties in this section to override the inventory features.
#

# Inventory:

Set to “false™ to disable inventory features in the agent.
enable: true

# #

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

HHHHH

library dirs: NEEDS TO BE SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H H#*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

H H R HF

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”
#
# tags: NEEDS_TO_BE_SET
#
# assess
# Use the properties in this section to control Assess.
#
# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

HOHHH

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HHHHH

tags: NEEDS TO _BE SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.
#
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# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 _000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#

# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

# disabled_rules: NEEDS_TO_BE_SET

#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
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# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
# disabled _rules: NEEDS TO BE SET

#

# protect.rules.bot-blocker

# Use the following selection to configure if the

# agent blocks bots. Set to “true” to enable blocking.

#

# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false

#

# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.

# sql-injection:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

# 1=1" or "or 2<>3'"). The agent blocks if blocking is enabled.
# detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.

H H H
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detect chained_queries: true

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: true

HOH R H

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
terminate queries. The agent blocks if blocking is enabled.
aggressive_comment: false

H HHHH

protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

cmd-injection:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter”.

HoHHHFHH R

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

H H H

# Detect when a system command is issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect chained commands: true

# Detect when a system command is issued with an argument matching a
# known dangerous file path. The agent blocks if blocking is enabled
# detect_dangerous_path_args: true

# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect phased_commands: true

protect.rules.cmd-injection-process-hardening

Use the following settings to configure whether
the agent blocks all attempts to start an external
process. To enable blocking, set to "true-”.

cmd-injection-process-hardening:
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# Set to “true” to enable the agent to block
# all attempts to start external processes.
# enable: false

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

HOH R H

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.
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# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
#
# xxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
#
# protect.rules.padding-oracle
# Use the following properties to configure
# how the padding-oracle rule works.
#
# padding-oracle: {}
#
# application
# Use the properties in this section for
# the application(s) hosting this agent.
#
# application:
# Override the reported application name.
#
# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO BE_SET

# Override the reported application path.
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# path: NEEDS_TO BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS_TO BE_SET

H H* H

H*

Add the application code this application should use in the Contrast Ul.
code: NEEDS _TO_BE_SET

H*

Override the reported application version.
version: NEEDS TO BE SET

H* H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - " labell,label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore”

H O HHHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. ITf an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HOoH O HHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHRHF

#
# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
#
#

server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost
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# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS_TO_BE_SET

Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and “DEVELOPMENT.
environment: development

H H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Java system properties

Substitute <YourContrastJarPath> with the path to your Contrast JAR (page 61), and use these
commands to learn more about system properties:

» To generate a list of general properties using the Contrast agent JAR, use:

Java —-jar <YourContrastJarPath> properties

* Use command line with tools to search for commands. For example, these commands display a list of
proxy-related properties:
Using the built-in filter:

Java —-jar <YourContrastJarPath> properties --filter=proxy

Java YAML configuration template

Use this template to configure the Java agent using a YAML configuration file. (Learn more about YAML
configuration (page 58).)

Place your YAML file in the default location

* Unix: /etc/contrast/java/contrast_security.yaml
* Windows: C:/ProgrambData/contrast/java/contrast_security.yaml

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

# api
# Use the properties in this section to connect the agent to the Contrast \
ul.
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#

api:

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS_TO_BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout _ms: NEEDS TO BE SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1If you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost

# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., “http  or

# “https™). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.
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# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest , and "Basic .
# auth_type: NEEDS TO BE_SET

#

# agent

# Use the properties iIn this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#

# agent:

#

# agent.reporting

# Use the following settings to configure reporting to the Contrast Ul.

#

# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000

#

# agent.effective_config
# None

#

# effective_config:

#

agent.effective_config.reporting

#
# None
#

# reporting:

# Defaults to “true . Controls whether configuration

# setting reports are sent to the Contrast web interface.

# enable: true
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# agent.logger

# Define the following properties to set logging values.
# 1T the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~“/opt/Contrast™ directory, and rotates it automatically as needed.

H o HHHHHHHFHE

path: _./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, "WARN™, TINFO~, "DEBUG™, and “TRACE .
level: INFO

H H H

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

H* H H

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

HOH R H

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -
this scheme does not have a size limit; manual log pruning is

H O HHHH

roll_daily: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

H H H

# Set the number of backup files to keep. Set to "0  to disable.
# backups: 10

required. You must set this flag to use the backups and size flags.

#

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

#

# security logger:
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H O HHFHHH H H H

H H#*

#
#

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

Change the Contrast security logger from a file-sized based rolling

scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.

Note - this scheme does not have a size limit; manual log
pruning will be required. This flag must be set to use the
backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS _TO BE SET

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

Specify the number of backup logs that the agent will create before
Contrast cleans up the oldest file. A value of "0 means that no \

backups

#
#
#
#
#
#
#

#

are created, and the log is truncated when it reaches its size cap.

Note - this property must be used with
~agent.security_logger.roll _daily=false™; otherwise,
Contrast continues to log daily and disregard this limit.

backups: NEEDS_TO BE_SET

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.
#

# syslog:

#
#

H H H

H* H H

Set to “true” to enable Syslog logging.
enable: NEEDS_TO BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

Set the facility code of the messages the agent sends to Syslog.
facility: 19

Agents

119



 Contrast Contrast Documentation

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity_exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT™,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT, "CRITICAL",

# TERROR™, “WARNING™, "NOTICE , "INFO , and "DEBUG".

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
# severity suspicious: WARNING

H*+

agent.security_logger.syslog.heartbeat
Define the following properties to
set the Syslog heartbeat properties.

H H R H

H*

heartbeat:

Set to “true” to enable the Syslog heartbeat.
The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H H R H

Set the interval at which to send heartbeat
messages to the Syslog server (in milliseconds).
interval_ms: 60000

H* H H

#

# agent.java
# The following properties apply to any Java agent-wide configurations.

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

HoHHHHHHH
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web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name™ setting.

HoH O HHHH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (nost likely findings that require static analysis).

H o HHOHHHHHE

scan_all classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# 1Increase in accuracy at the cost of increased application startup

# time. Set this property to “false™ to disable this level of \
inspection.

#

# scan_all_code sources: true

#

# inventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to "false™ to disable inventory features in the agent.
enable: true

H H#*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3"

HOH R HH

library _dirs: NEEDS TO BE_SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H* H#*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

HOH HH
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# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS TO BE_SET

#

# assess
# Use the properties in this section to control Assess.
#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”

#

# tags: NEEDS TO BE SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.

# sampling:

# Set to "true  to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:
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# Define a list of Assess rules to disable in the agent.
# The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled_rules: NEEDS_TO_BE_SET

#

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS _TO BE_SET

#

# protect.rules.bot-blocker

# Use the following selection to configure if the

# agent blocks bots. Set to “true” to enable blocking.
#

# bot-blocker:

# Set to “true” for the agent to block known bots.
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# enable: false

protect.rules.sgl-injection
Use the following settings to configure the sql-injection rule.

H H H

# sql-injection:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

# 1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
# detect tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_functions: true

H H R H

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained_queries: true

HOH HH

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect suspicious_unions: true

H*HHHF

# Tell the agent to be more aggressive in detecting user
# 1Inputs as SQL comments. This enables the agent to better
# detect SQL Injection input vectors that use comments to
# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false
#
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
#

H+

cmd-injection:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
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3+

H O HHFH

H*

H*

HOHHH

H*

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter”.

HHHHH

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

H H H

Detect when a system command is issued which contains
chained commands. The agent blocks if blocking is enabled.
detect chained _commands: true

H* H H

Detect when a system command is issued with an argument matching a
known dangerous file path. The agent blocks if blocking is enabled.
detect_dangerous_path_args: true

H H* H

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased commands: true

H H H

protect.rules.cmd-injection-process-hardening

Use the following settings to configure whether
the agent blocks all attempts to start an external
process. To enable blocking, set to "true-”.

cmd-injection-process-hardening:

# Set to "true” to enable the agent to block
# all attempts to start external processes.
# enable: false

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

path-traversal:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or "off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
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H+

H H R HF

H

# detect custom _code accessing system files: true

# Detect when users attempt to bypass filters by
# using '"::$DATA" channels or null bytes in file
# names. The agent blocks if blocking is enabled.
# detect_common_file_exploits: true

protect.rules.method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.xxe
Use the following properties to configure
how the XML external entity works.

XXe:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
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#
# mode: off

#

# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

#

# padding-oracle: {}

#

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE_ SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO _BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

HHHHH

tags: NEEDS TO _BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOoH O HHH®

metadata: NEEDS_TO BE_SET
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Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HOHHHOHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHHF

#
# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
#
#

server or license, and it may affect functionality of some features.

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

# Override the reported server type.
# type: NEEDS TO BE SET

Override the reported server environment. Valid
values include “QA~, “PRODUCTION™ and ~DEVELOPMENT .
environment: development

H* H* H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HOH R HH

tags: NEEDS _TO_BE_SET

#

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

#
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# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false ™ to disable the agent.
# enable: true

#

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

#

api:

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS_TO BE_SET

#

# api.proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.

#
# proxy:
# Set value to "true for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost
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# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., http~ or

# “https™). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port™ . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO_BE_SET

# Set the proxy user.

# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM™, “Digest”, and “Basic .
# auth_type: NEEDS TO BE_SET

#

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
#

# agent:

#

# agent.reporting
# Use the following settings to configure reporting to the Contrast Ul.
#

# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000

#

# agent.effective_config
# None
#

# effective_config:

#

# agent_effective_config.reporting
# None
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#

#

reporting:

# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true

#

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#
# logger:
# Enable diagnostic logging by setting a path to a log file.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log  creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Set to "true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false
# Set to “true” to redirect all logs to “stderr” instead of
# the file system. May be combined with the corresponding
# “stdout™ configuration to write to both streams.
# stderr: false
# Change the Contrast logger from a file-sized based rolling scheme
# to a date-based rolling scheme. At midnight server time, the
# previous day log is renamed to *file name.yyyy-MM-dd*. Note -
# this scheme does not have a size limit; manual log pruning is
# required. You must set this flag to use the backups and size flags.
# roll _daily: false
# Set the roll size for log files In megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100
# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10
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#

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#

# security logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE™.
level : ERROR

H H* H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or false .
roll_daily: NEEDS_TO_BE_SET

HOHHHOH HH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

H H#*

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0° means that no \
backups

# are created, and the log is truncated when it reaches iIts size cap.

#
# Note - this property must be used with

# "agent.security logger.roll_daily=false™ ; otherwise,

# Contrast continues to log daily and disregard this limit.
#

#

backups: NEEDS_TO BE_SET

#

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
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# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS_TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".
# severity exploited: ALERT
# Set the log level of Blocked attacks. Value options are “ALERT ,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT, "CRITICAL",
# "ERROR™, “WARNING™, "NOTICE~, "INFO , and "DEBUG .
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG .
# severity probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity suspicious: WARNING
#
# agent.security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
#
# heartbeat:
# Set to “true” to enable the Syslog heartbeat.
# The heartbeat will issue a Syslog message at
# the INFO level after every interval passes.
# enable: false

Set the interval at which to send heartbeat
messages to the Syslog server (in milliseconds).
interval_ms: 60000

H* H H

#

# agent.java
# The following properties apply to any Java agent-wide configurations.
#
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# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name™ setting.

H o HOH O HHHHHHHHH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to false”
to disable the default behavior. If disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

H o HHHHHHFH

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to "false” to disable this level of \
inspection.

#

# scan_all_code_sources: true

# iInventory
# Use the properties in this section to override the inventory features.
#

# inventory:

Set to “false™ to disable inventory features in the agent.
enable: true

H* H#*

# Define a list of directories where libraries are stored.

# Directories must be formatted as a semicolon-delimited list.
# Example - “pathl;path2;path3~

#
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# library _dirs: NEEDS TO BE_SET

H H#*

library depth: 10

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

H oH HH

Set the maximum archive unpacking depth when analyzing libraries.

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”
#
# tags: NEEDS _TO_BE_SET

#

# assess

# Use the properties in this section to control Assess.

#

# assess:

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision is delegated to the Contrast Ul.
# enable: false

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™

#

# tags: NEEDS _TO_BE_SET

#

# assess.sampling
# Use the following properties to control sampling in the agent.

#

# sampling:

# Set to "true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H* H

# This property indicates the duration for which a sample set is valid.
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# window_ms: 180 000

#

# assess.rules
# Use the following properties to control simple rule configurations.
#

# rules:

Define a list of Assess rules to disable in the agent.
The rules must be formatted as a comma-delimited list.

#
#
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

#

disabled_rules: NEEDS_TO_ BE_SET

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#

# profile: {}

#

# protect
# Use the properties in this section to override Protect features.
#

# protect:

# Use the properties In this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

#

# protect.rules
# Use the following properties to set simple rule configurations.
#

# rules:

# Define a list of Protect rules to disable In the agent.
# The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET
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protect.rules.bot-blocker
Use the following selection to configure if the
agent blocks bots. Set to “true” to enable blocking.

bot-blocker:

#
#

Set to "true” for the agent to block known bots.
enable: false

protect.rulles.sgl-injection
Use the following settings to configure the sql-injection rule.

sgl-injection:

H H R HF HOHHH H*HHHF HOH HH H O HHFHHH

HHHHH

Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or off.

Note - If a setting says, "if blocking is enabled",

the setting can be “block™ or “block at perimeter”.

mode: off

Tell the agent to detect when semantic analysis of the query
reveals tautologies used in exfiltration attacks (e.g.-, 'or

1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect_tautologies: true

Tell the agent to detect when semantic analysis of the query
reveals the iInvocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_ functions: true

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect_chained_queries: true

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect suspicious_unions: true

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better
detect SQL Injection input vectors that use comments to
terminate queries. The agent blocks i1f blocking is enabled.
aggressive_comment: false
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protect.rules.cmd-injection
Use the following properties to configure
how the command injection rule works.

# cmd-injection:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

Note - If a setting says, "if blocking is enabled",
the setting can be “block™ or "block at perimeter”.

H O HHFHHH

mode: off

system commands. The agent blocks if blocking is enabled.
detect_parameter_command_backdoors: true

H H H

# Detect when a system command is issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect_chained_commands: true

Detect when the agent sees user parameters being executed as

# Detect when a system command is issued with an argument matching a
# known dangerous file path. The agent blocks if blocking is enabled.
#

detect _dangerous_path_args: true

# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect phased_commands: true

# protect.rules.cmd-injection-process-hardening

# Use the following settings to configure whether

# the agent blocks all attempts to start an external
# process. To enable blocking, set to "true”.

#

# cmd-injection-process-hardening:

# Set to "true” to enable the agent to block
# all attempts to start external processes.
# enable: false

protect.rules.path-traversal
Use the following properties to configure
how the path traversal rule works.

# path-traversal:
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H*
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3+
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# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter”.

#

# mode: off

# Detect when custom code attempts to access sensitive
# system Files. The agent blocks if blocking is enabled.
# detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in Ffile
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

H H R H

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

method-tampering:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

protect.rules.reflected-xss
Use the following properties to configure how
the reflected cross-site scripting rule works.

reflected-xss:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

protect.rules.xxe
Use the following properties to configure
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# how the XML external entity works.

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

#

# padding-oracle: {}

# application

# Use the properties in this section for
# the application(s) hosting this agent.
#

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO_BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

# Override the reported application version.
# version: NEEDS TO BE_ SET

# Apply labels to an application. Labels must
# be formatted as a comma-delimited list.

Agents 140



 Contrast Contrast Documentation

Example - “labell, label2,label3”

H H H

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore”

HoH R HHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H o HOH R

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value  pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHH

server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server
names, paths, types and environments. Doing this may require a new
server or license, and it may affect functionality of some features.

I:tt:tt:tt:tt:ttih:llih:

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

# Override the reported server type.
# type: NEEDS _TO_BE_SET

Override the reported server environment. Valid
values include "QA~, "PRODUCTION™ and “DEVELOPMENT .
environment: development

H* H H

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HOH R H
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# tags: NEEDS_TO BE_SET

Configure the Java agent for standalone applications

NOTE

Standalone application configuration is not needed with the Java agent 4.X.

If you are still using 3.X, check the Java agent legacy (page 143) documentation.

Transport Layer Security (TLS)

The Contrast Java agent uses a secure TLS connection to communicate with Contrast.

For hosted customers, Contrast uses strong TLSv1.2 connections and certificates signed by industry
standard certificate authorities (CAs). However, on-premises customers may need to configure the
Java agent to use enterprise CAs, and may want the Java agent to send client certificates in the TLS
handshake.

The Contrast Java agent uses the standard Java Cryptography Architecture for configuring
TLS. Specifically, the Java agent uses the system's "TLS" javax.net.ss|.SSLContext. For
most users, this means that you can adjust the certificates trusted by the agent using

the standard javax.net.ssl _trustStore system properties. You can also adjust the
certificate the agent sends when the TLS server requests a client certificate using the
standard javax.net.ssl _.keyStore system properties.

This example configures the Java agent to use a custom key store and trust store:

java \
-javaagent:contrast. jar \
-Djavax.net.ssl.trustStore=/etc/pki/tls/my-enterprise-truststore.pl2 \
-Djavax.net.ssl.trustStorePassword=changeit \
-Djavax.net.ssl . trustStoreType=PKCS12 \
-Djavax.net.ssl .keyStore=/etc/pki/tls/server-client-certificate.pl2 \
-Djavax.net.ssl .keyStorePassword=password \
-Djavax.net.ssl _keyStoreType=PKCS12 \
-jar my-server.jar

Use the Java Agent with the Java Platform Module System (JPMS)

JPMS is a way to encapsulate code that is present in Java versions 9 and later. Contrast supports
inspection of modules and launching of applications written with the JPMS.

The Java Agent requires that the java.sql package be required by the application's modulle-
info.java files:

module mymodule {
requires java.sql;

}

or supplied by the ——add-modules command-line argument at runtime:

jJjava -javaagent:/opt/contrast/contrast-agent. jar --add-modules java.sql --
module-path libs --module mymodule/mycompany .App
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Java 2 security

The Java 2 security manager allows system administrators to enforce policies that dictate the
permissions available to Java code within a JVM.

If you are using the Java 2 security manager with the Java agent, you will need to configure Java
security policy files to apply permissions to Java code principals.

Java code principals are typically identified by a CodeSource (like, a JAR), and in rare cases, by the
entity that signed the JAR.

For example, in Tomcat's default catalina.policy file, the policy grants permissions to the JDBC driver
JAR:

// The permission granted to your JDBC driver
grant codeBase "jar:file:${catalina.base}/webapps/examples/WEB-INF/1ib/
driver.jarl/-" {

permission java.net.SocketPermission '‘dbhost.mycompany.com:5432", \
"‘connect";

};

The Java 2 security manager can be useful in situations where the system administrator can't fully trust
the code deployed by users. For example, if you are hosting users' applications on multi-tenant Tomcat
instances, you could use the Java 2 security manager to constrain users' applications from taking down
their whole service (for example, by disallowing calls to System.exit()).

If you are using the Java 2 security manager with the Contrast Java agent, you should grant the Java
agent the full set of permissions in your security policy file (java.security.AllPermission). To do this,
replace <YourContrastJarPath> with the path to your Contrast JAR (page 61), and use:

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;

};

If you are using Java 2 security manager and one of these environments, you may also need to
complete further configuration:

* Glassfish

+ Jetty (page 82)

» Tomcat (page 83)

+ WebLogic (page 84)

* WebSphere (page 85)
» WildFly (page 81)

Legacy Java agent

Since the release of Java agent 4.x and EOP version 3.9.5, the legacy Contrast Java agent (3.x and
earlier) can be used to analyze Java 6 and 7 web applications running on legacy technologies including:

* Jboss 4.2,6.1,7.1
* Weblogic 9, 10, 11

The legacy agent includes a JNDI rule in Protect which provides protection against CVE-45046.

Steps

In agent versions 3.15 and below, for certain features like Route Coverage to function you will need to
set additional properties.

1. Open the YAML configuration file in an editor.
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2. In addition to the pre-populated authentication keys, add the
agent. java.standalone_app_name property.
This property assigns the name of your application as you'd like to see it in Contrast. In this
example, replace <MyAppName> with the name you'd like to use:

api:

url: https://xxx.contrastsecurity.com/Contrast

api_key: AZ2XXXXXXXXXXXXXKXXXXXXXXXXXXXGON

service_Kkey: 88XXXXXXXXXXXX5Z

user_name: agent_XXXXXXXX—XXXX—XXXX—=XXXX=XXXXXXXXXXXX@O0rgName
agent:

jJava:

standalone_app_name: <MyAppName>

The legacy agent can be downloaded from Maven Central Repository Search.

Java agent telemetry

The Contrast Java agent use telemetry to collect usage data. Telemetry is collected when an
instrumented application first loads the agent’s sensors and then periodically (every few hours)
afterwards.

Your privacy is important to us (page 853). The telemetry feature doesn't collect application data.
The data is anonymized before being sent securely to Contrast. Then the aggregated data is stored
encrypted and under restricted access control. Any collected data will be deleted after one year.

The telemetry feature collects the following data (optional):

Agent version Data collected

Java 3.16. XXXX » Operating system and version
* Whether the agent is running in a container
* Memory limits configured in the JVM
» Java version and vendor
* Physical memory available
* CPU count

@ NOTE
To opt-out of the telemetry feature, set CONTRAST AGENT_TELEMETRY_OPTOUT
environment variable to true or 1. Telemetry data is securely sent to
telemetry. java.contrastsecurity.com. You can also opt out of telemetry by
blocking communication at the network level.

.NET Framework agent

The Contrast .NET Framework agent analyzes the behavior of .NET web applications as users interact
with these applications.

Once installed, the .NET Framework agent automatically instruments ASP.NET applications deployed
to lIS. Agent analysis is performed as applications are exercised by users (or by automated scripts or
tests).

You can view the results of the agent's analysis in the Contrast application. The Contrast .NET
Framework agent consists of several components:
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+ Background Windows service: (DotnetAgentService.exe) This service prepares the environment
for instrumentation and manages communication between agent components. This is the main
service that controls agent behavior. You can disable Contrast's instrumentation and analysis by
stopping the agent's background Windows service.

* The .NET Profiler: This instruments applications to weave in method calls out to agent sensors.

+ Sensors: These gather security, architecture and library information.

» The .NET Framework Contrast tray (page 197): This is a Windows system tray application that
displays high-level information about the health of the agent.

As a next step, you can:

+ Install the .NET Framework agent (page 147)
* View supported technologies (page 145)

» View system requirements (page 146)

» Use the agent with IIS Express (page 191)

» Use application pools in IIS (page 198)

Supported technologies for the .NET Framework agent
The Contrast .NET agent supports analysis of web applications built on the following technologies.

Application
runtime
version

Server
runtime
version

CLR

Web servers

Application
frameworks

Technology

Supported versions

.NET Framework for Windows

4.5 and later

471,472,438

CLR4

- IS
* |IS Express

* ASP.NET MVC 3-5

* ASP.NET Web
Forms

* ASP.NET Web

Pages

1IS-Hosted ASMX-

based Web

Services

11IS-Hosted Web

API

11IS-Hosted WCF

Services

OWIN Hosted

Web API (via a

Windows service

or a command line

application)

Notes

Most users are able to use the modern .NET Framework agent, even if their
application targets an older version of .NET 4, due to .NET framework application
compatibility.

Not supported:

Classic ASP

Classic ASP applications don't run on the .NET runtime.

* Mono runtime

The agent uses the CLR Profiling API to instrument applications. The CLR
Profiling API is a Component Object Model (COM)-based interface exposed by
the CLR. Linux does not support COM. Therefore Mono does not support the
CLR Profiling APl and Contrast cannot support Mono.

These frameworks are explicitly tested, however, you may still be able to analyze
other applications if the framework simply wraps the typical ASP.NET classes (for
example, System.Web.HttpRequest).

Not supported:

< Analysis of .NET Framework ASP.NET Core applications (use our .NET Core
agent (page 201) to analyze .NET Core applications).
 Applications running under partial trust.
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E NOTE

* For Azure App Service, .NET Framework applications must use the .NET
Framework site extension or NuGet package.

» .NET Core applications must use the .NET Core-specific site extension or NuGet
package.

System requirements for .NET Framework agent
Before installing the .NET Framework agent, you must meet the following requirements:

* You have administrative access to a web server, and the server is supported by Contrast.

» There is a deployed application to be analyzed, and the web application technology is supported by
Contrast.

* IS can be restarted.
» The web server has network connectivity with Contrast.
* The server meets the minimum requirements.

Requirements Recommended Notes
Server runtime 4.7.1 or later While .NET 4.7.1 or later is
version required to install the .NET
Framework agent, the agent
can analyze applications that
target .NET 4.5 and later due
to .NET Framework application
compatibility.
Operating system * Windows 10
« Windows Server 2012, 2012 R2, 2016, 2019
« Azure Virtual Machines, Cloud Services, Mobile Services
« Azure App Service
Processor « 32-bit On 64-bit systems, you can use the
architecture « 64-bit agent to analyze both 32-bit and
64-bit web applications.
CPU At least 4 Minimum: 2
Memory At least 8 GB Minimum: 4 GB
The .NET agent roughly doubles the memory requirements of
analyzed applications. Applications should use less than half of
the available memory when the .NET agent is not installed.
Server « .NET Framework 4.7 .1 For servers on earlier versions
¢ CLR 4 (.NET 4.0 and later). use the BLegacy .Net Framework
agent.

NOTE

» The .NET Framework agent uses the CLR Profiling API to perform data and code
flow analysis (for example, detect SQL-injection, XSS, weak cryptography) as well
as to detect libraries and technologies used by analyzed applications.

» The Contrast agent can exist alongside other .NET Profiler
agents (page 193), such as performance or APM tools with
the agent.dotnet.enable_chaining configuration setting enabled.

+ For servers on earlier versions use the @legacy .NET Framework agent.
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Install the .NET Framework agent

In most deployments, much of the installation is done automatically by the installer or site extension. A
basic installation of the .NET Framework agent looks like this:

1. Download the installer and place it on the server.
2. Run the installer.
3. Use the application as you normally would and verify that Contrast sees your application.

NOTE

If you are using Windows 2008, a version of .NET Framework prior to 4.7.1 or if your
application targets CLR2, you should use the Legacy .Net Framework agent installer.

Specifically, installation varies depending on how you want to install the .NET Framework agent:

* .NET Framework Windows installer (page 147)
* Azure App Service (page 150)

+ Into a container, like Docker (page 151)

* Web API-OWIN (page 154)

To auto-upgrade your agent, enable this option with the Agent Upgrade Service (page 157).

.NET Framework agent installer for Windows

The Contrast .NET Framework agent installer is a normal Windows application installer built using
standard MSI technology. It validates that the target server satisfies several requirements (for example,
that the server's operating system is a supported operating system). If all requirements are met, the
installer:

* Registers the .NET Framework agent as a standard Windows program.

» Places the agent’s files on a disk in the specified install location (for example, C:\Program
Files\Contrast\dotnet). This includes several dynamic link libraries (DLLs) and executables, such as
the background Windows service that drives agent behavior.

» Creates the specified data directory for the agent that's primarily used to store agent log files and
configuration (for example, C:\ProgramData\Contrast\dotnet).

* Registers the agent’s background Window service with the operating system.

» Adds the agent's Native Module to IIS. The Native Module registers the agent’s profiler component
with 1IS through environment variables. This causes the CLR to load the agent’s profiler, which is
responsible for instrumenting analyzed applications.

+ Starts the agent’s background Windows service and Contrast tray (page 197) application. This
service is responsible for:

» Communication with profiler and sensor components through local named pipes.

@ NOTE

« If you are using the agent with self-hosted Web APl and OWIN (page 154) (outside
of 11S), further configuration is needed.

* If you are using Windows 2008, a version of .NET Framework prior to 4.7.1 or if
your application targets CLR2, you should use the Blegacy .NET Framework agent
installer.
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Install the .NET Framework agent using Contrast:
Install the .NET Framework agent using Contrast

1. In the Contrast web application, select Add new in the top right.
2. Choose .NET Framework in the application language dropdown, then select lIS hosted and select
the link to Download the agent and YAML configuration file.
3. Extract the downloaded ZIP archive on the web server, and run ContrastSetup.exe. This installs
the .NET Framework agent.
The contrast_security.yaml file is copied to the agent's data directory by the installer and placed in
C:\ProgramData\Contrast\dotnet\contrast_security.yaml by default. The installer does not copy the
YAML file if it already exists at the destination.
* You can use the command line (page 159) to access additional options supported by the .NET
Framework agent installer for Windows.
« If you are using another profiler in this environment, such as an APM like New Relic or
AppDynamics, then you need to enable Contrast profiler chaining (page 193).
4. You can further configure the agent using the .NET Framework YAML template (page 161).
5. Use the application as you normally would and verify that Contrast sees your application.
If there are some applications you don't need to analyze, or if you are trying to be lean on
performance, consider using application pools (page 198) to limit the number of applications
instrumented.

Install the .NET Framework agent using command line

You can use the command line to access additional options supported by the .NET Framework agent
installer for Windows.

The .NET agent can be installed using the Windows Ul, and uninstalled or repaired using standard
Windows features (including the Programs and Features Control Panel and Powershell). However, you
may want to use the .NET Framework agent installer for Windows to perform these actions instead for
certain scenarios such as automated scripting.

Use these commands for attended mode:

* Install:ContrastSetup.exe
* Uninstall:ContrastSetup.exe -uninstall
* Repair:ContrastSetup.exe -repair

Use these commands for unattended or silent mode:

* Install:ContrastSetup.exe -s -norestart
* Uninstall:ContrastSetup.exe -uninstall -s -norestart
* Repair:ContrastSetup.exe -repair -s -norestart

The .NET Framework agent installer for Windows supports several additional options that are
accessible when you use the command line for installation.

Option Description Example
INSTALLFOLDER This option specifies the install INSTALLFOLDER=""D:\Programs\Contra
directory. Program files will be st”

written to this directory. Defaults are
dependent on OS variables.

AGENT_EXPLORER_INSTALLFOLDER This option specifies the directory AGENT_EXPLORER_INSTALLFOLDER=""C:\
for Agent Explorer files. Program Files\Contrast\agent-
explorer™
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Option
DATAFOLDER

PathToYaml

SERVICE_STARTUP_TYPE_MANUAL

SUPPRESS_SERVICE_START

SUPPRESS_RESTARTING_I1S

USE_VIRTUAL_SERVICE_ACCOUNT

INSECURE_YAML_FILE

INSTALL_AGENT_EXPLORER

INSTALL_UPGRADE_SERVICE

UPGRADE_SERVICE_INSTALLFOLDER

Description

This option specifies the

data directory. Logs and the
contrast_security.yaml file
will be written to this directory.
Defaults are dependent on OS
variables.

This option specifies a

custom YAML configuration
file. The default value is

the contrast_security.yaml file
located relative to the installer's
location.

This option is required when you
install, upgrade, and repair the
agent. If you set the value to 1,

this option sets the Contrast service
startup type to Manual. The default
value is O (Automatic Delayed
Start).

This option is required when you
install, upgrade, and repair the
agent. If you set the value to 1, this
option automatically suppresses
starting the service. The default
value is 0.

If you set the value of this option to
1, the installer does not restart 11S.

The default value is 0.

K

NOTE
Applications
do not load
the agent
until IIS
restarts.

Run the agent service under a
restricted virtual service account.
Configures the service to run as the
NT Service\DotnetAgentSvc
virtual account instead of SYSTEM.

Restrict edits to the
contrast_security.yaml file of
non-elevated users.

If you don't want to install the
Agent Explorer, set the value for
this option to 0.

The default value is 1, which
installs the Agent Explorer.

If you don't want to install the agent
upgrade service, set the value of
this option to 0 . The default

value is 1 which installs the agent
upgrade service.

This option specifies the directory
for the upgrade service files.

Example
DATAFOLDER ="D:\Data\Contrast"

PathToYaml=c:\contrast_security.y
aml

SERVICE_STARTUP_TYPE_MANUAL=1

SUPPRESS_SERVICE_START=1

SUPPRESS_RESTARTING_11S=0

USE_VIRTUAL_SERVICE_ACCOUNT=0

INSECURE_YAML_FILE=0

INSTALL_AGENT_EXPLORER=1

INSTALL_UPGRADE_SERVICE=1

UPGRADE_SERVICE_INSTALLFOLDER="C:
\Program Files
(x86)\Contrast\upgrade-service"
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TIP
@ To install the .NET agent using scripts, you can use this command:
ContrastSetup.exe -s PathToYaml=C:\Temp\custom.yaml

This command installs the .NET agent in silent and unattended mode and uses a
custom path to the YAML configuration file.

0 IMPORTANT
Contrast automatically restarts 1IS when you install the agent.
Install the .NET Framework agent for Azure App Service

NOTE

If you don't have access to the site extension, you can manually install the .NET
Framework agent with NuGet (page 154).

Steps
To install the .NET Framework agent using Azure Portal Extensions:

1. Create an application hosted on Azure App Service.
To do this you must have an Azure account and create an ASP.NET Framework web app. Publish
your application to Azure, and confirm that it works as expected without Contrast.

2. Configure settings that allow the agent to connect to Contrast by adding the following values in the
Application Settings section of the Configuration blade for your application.

Key Value
CONTRAST__API__USER_NAME Replace with your agent username (page 57).
CONTRAST__ API__SERVICE_KEY Replace with your agent service key (page 57).
CONTRAST__API__API_KEY Replace with your agent API| key (page 57).
CONTRAST__API__URL Defaults to https://app.contrastsecurity.com. Replace with another URL,
if you're using a Contrast application that's hosted elsewhere.

In the Azure Portal, select your hosted application.

Select Extensions.

Select Add.

Select the Contrast .NET Site Extension. This is the extension for NET Framework applications.
Select OK, and agree to the terms and conditions.

Wait a few seconds and confirm the site extension installed correctly.

Go back to the application overview and Restart the application.

0 Navigate to the application, and confirm the application is reporting to Contrast.

—“-°9°.\‘.°’.U‘:'>S'°
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TIP
@ You can also install the agent from the Site Extensions area of your application
management SCM (Kudu) site.

0 IMPORTANT
If a new version of the agent is available, it's indicated in the Azure Portal or Kudu
dashboard. You must stop the site before starting the update; otherwise, the update
may fail.

S NOTE
The site extension sets a number of environment variables, including:

COR_ENABLE_PROFILING=1

COR_PROF I LER={EFEBSEE0O-6D39-4347-A5FE-4D0C88BC5BC1}
COR_PROFILER_PATH_32=D:\home\siteextensions\Contrast.Net.Azure.S
iteExtension\ContrastAppService\runtimes\win-
x86\native\ContrastProfiler.dll
COR_PROFILER_PATH_64=D:\home\siteextensions\Contrast.Net.Azure.S
iteExtension\ContrastAppService\runtimes\win-
x64\native\ContrastProfiler.dll

CONTRAST _INSTALL DIRECTORY=D:\home\siteextensions\Contrast.Net.A
zure.SiteExtension\ContrastAppService\
MicrosoftlnstrumentationEngine_ConfigPath32_ ContrastxXx86Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\runtimes\w
in-x86\ContrastCieProfiler.config
MicrosoftlnstrumentationEngine ConfigPath64 Contrastx64Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\runtimes\w
in-x64\ContrastCieProfiler.config

If the CLR instrumentation engine (CIE) is configured for the application (for example,
because Application Insights is enabled), Azure should automatically overwrite the
COR_PROFILER* variables to point to the profiler of the CIE.

The CIE will then use the MicrosoftlnstrumentationEngine_* variables to load
the Contrast agent.

If the CIE is not configured for the application, the standard COR_PROF ILER* variables
will be used to load the Contrast agent.

Install the .NET Framework agent using a container

Before you begin
This topic provides general guidance for installing the Contrast .NET Framework agentin a
containerized application, with Docker as an example.
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You should have a basic understanding of how containers and related software work. You may need to
adjust the instructions to meet your specific circumstances.

Step 1: Install the agent
In this example, the latest .NET Framework agent is copied. Check DockerHub for available tags.

FROM mcr.microsoft.com/dotnet/framework/sdk:4.8
# Hidden for brevity...

# Copy the required agent Files from the official Contrast agent image.
COPY --from=co